
11D
esign by C

ontract: 
building reliable softw

are
E

quipped w
ith the basic concepts of class, object and genericity, you can by now

 w
rite

softw
are m

odules that im
plem

ent possibly param
eterized types of data structures.

C
ongratulations. This is a significant step in the quest for better softw

are architectures. 

B
ut the techniques seen so far are not sufficient to im

plem
ent the com

prehensive
view

 of quality introduced at the beginning of this book. The quality factors on w
hich w

e
have concentrated —

 reusability, extendibility, com
patibility —

 m
ust not be attained at

the expense of reliability ( correctness and robustness). A
lthough, as recalled next, the

reliability concern w
as visible in m

any aspects of the discussion, w
e need m

ore.

The need to pay m
ore attention to the sem

antic properties of our classes w
ill be

particularly clear if you rem
em

ber how
 classes w

ere defined: as im
plem

entations of
abstract data types. The classes seen so far consist of attributes and routines, w

hich indeed
represent the functions of an A

D
T specification. B

ut an A
D

T is m
ore than just a list of

available operations: rem
em

ber the role played by the sem
antic properties, as expressed

by the axiom
s and preconditions. They are essential to capture the true nature of the type’s

instances. In studying classes, w
e have —

 tem
porarily —

 lost sight of this sem
antic

aspect of the A
D

T
 concept. W

e w
ill need to bring it back into the m

ethod if w
e w

ant our
softw

are to be not just flexible and reusable, but also correct and robust.

A
ssertions and the associated concepts, explained in this chapter, provide som

e of the
answ

er. A
lthough not foolproof, the m

echanism
s presented below

 provide the program
m

er
w

ith essential tools for expressing and validating correctness argum
ents. The key concept

w
ill be D

esign by C
ontract: view

ing the relationship betw
een a class and its clients as a

form
al agreem

ent, expressing each party’s rights and obligations. O
nly through such a

precise definition of every m
odule’s claim

s and responsibilities can w
e hope to attain a

significant degree of trust in large softw
are system

s. 

In review
ing these concepts, w

e shall also encounter a key problem
 of softw

are
engineering: how

 to deal w
ith run-tim

e errors —
 w

ith contract violations. This leads to the
subject of exception handling, covered in the next chapter. The distribution of roles
betw

een the tw
o chapters roughly reflects the distinction betw

een the tw
o com

ponents of
reliability; as you w

ill recall, correctness w
as defined as the softw

are’s ability to perform
according to its specification, and robustness as its ability to react to cases not included in
the specification. A

ssertions (this chapter) generally cover correctness, and exceptions
(next chapter) generally cover robustness.
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Som
e im

portant extensions to the basic ideas of D
esign by C

ontract w
ill have to w

ait
until the presentation of inheritance, polym

orphism
 and dynam

ic binding, enabling us to
go from

 contracts to subcontracting .
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The preceding chapters already introduced a set of techniques that directly address the goal
of producing reliable softw

are. Let us review
 them

 briefly; it w
ould be useless to consider

m
ore advanced concepts until w

e have put in place all the basic reliability m
echanism

s.

First, the defining property of object technology is an alm
ost obsessive concern w

ith
the structure  of softw

are system
s. B

y defining sim
ple, m

odular, extendible architectures,
w

e m
ake it easier to ensure reliability than w

ith contorted structures as often result from
earlier m

ethods. In particular the effort to lim
it inter-m

odule com
m

unication to the strict
m

inim
um

 w
as central to the discussion of m

odularity that got us started; it resulted in the
prohibition of such com

m
on reliability risks as global variables, and in the definition of

restricted com
m

unication m
echanism

s, the client and inheritance relations. The general
observation is that the single biggest enem

y of reliability (and perhaps of softw
are quality

in general) is com
plexity. K

eeping our structures as sim
ple as possible is not enough to

ensure reliability, but it is a necessary condition. So the discussion of the previous chapters
provides the right starting point for the system

atic effort of the present one.

A
lso necessary if not sufficient is the constant em

phasis on m
aking our softw

are
elegant and readable . Softw

are texts are not just w
ritten, they are read and rew

ritten
m

any tim
es; clarity and sim

plicity of notation, such as have been attem
pted in the

language constructs introduced so far, are a required basis for any m
ore sophisticated

approach to reliability.

A
nother indispensable w

eapon is autom
atic m

em
ory m

anagem
ent, specifically

garbage collection . The chapter on m
em

ory m
anagem

ent explained in detail w
hy, for any

system
 that creates and m

anipulates dynam
ic data structures, it w

ould be dangerous to rely
on m

anual reclam
ation (or no reclam

ation). G
arbage collection is not a luxury; it is a

crucial reliability-enhancing com
ponent of any O

-O
 environm

ent.

The sam
e can be said of another technique presented (in connection w

ith genericity)
in the last chapter: static typing. W

ithout statically enforced type rules, w
e w

ould be at the
m

ercy of run-tim
e typing errors.

A
ll these techniques provide the necessary basis, from

 w
hich w

e can now
 take a

closer look at w
hat it w

ill take for a softw
are system

 to be correct and robust.
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W
e should first ask ourselves w

hat it m
eans  for a softw

are elem
ent to be correct. The

observations and deductions that w
ill help answ

er this question w
ill seem

 rather trivial at
first; but let us not forget the com

m
ent (m

ade once by a very fam
ous scientist) that

scientific reasoning is nothing but the result of starting from
 ordinary observations and

continuing w
ith sim

ple deductions —
 only very patiently and stubbornly.

A
ssum

e som
eone com

es to you w
ith a 300,000-line C program

 and asks you “Is this
program

 correct?”. There is not m
uch you can answ

er. (If you are a consultant, though, try
answ

ering “no” and charging a high fee. Y
ou m

ight just be right.)

To consider the question m
eaningful, you w

ould need to get not only the program
but also a precise description of w

hat it is supposed to do —
 a specification .

The sam
e com

m
ent is applicable, of course, regardless of the size of a program

. The
instruction x

:= y +
 1  is neither correct nor incorrect; these notions only m

ake sense w
ith

respect to a statem
ent of w

hat one expects from
 the instruction —

 w
hat effect it is intended

to have on the state of the program
 variables. The instruction is correct for the specification

“M
ake sure that x and y

have different values”

but it is incorrect vis-à-vis the specification

“M
ake sure that x has a negative value”

(since, assum
ing that the entities involved are integers, x  m

ay end up being non-negative
after the assignm

ent, depending on the value of y ).

These exam
ples illustrate the property that m

ust serve as the starting point of any
discussion of correctness:

A
 softw

are system
 or softw

are elem
ent is neither correct nor incorrect per se; it is

correct or incorrect w
ith respect to a certain specification. Strictly speaking, w

e should not
discuss w

hether softw
are elem

ents are correct , but w
hether they are consistent  w

ith their
specifications. This discussion w

ill continue to use the w
ell-accepted term

 “correctness”,
but w

e should alw
ays rem

em
ber that the question of correctness does not apply to softw

are
elem

ents; it applies to pairs m
ade of a softw

are elem
ent and a specification.

Softw
are C

orrectness property

C
orrectness is a relative notion.
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In this chapter w
e w

ill learn how
 to express such specifications through assertions ,

to help us assess the correctness of our softw
are. B

ut w
e w

ill go further. It turns out (and
only som

eone w
ho has not practiced the approach w

ill think of this as a paradox) that just
w

riting the specification is a precious first step tow
ards ensuring  that the softw

are actually
m

eets it. So w
e w

ill derive trem
endous benefits from

 w
riting the assertions at the sam

e
tim

e as w
e w

rite the softw
are —

 or indeed before w
e w

rite the softw
are. A

m
ong the

consequences w
e w

ill find the follow
ing:

•
Producing softw

are that is correct from
 the start because it is designed to be correct.

The title of an article w
ritten by H

arlan D
. M

ills (one of the originators of
“Structured Program

m
ing”) in the nineteen-seventies provides the right m

ood: H
ow

to w
rite correct program

s and know
 it . To “know

 it” m
eans to equip the softw

are, at
the tim

e you w
rite it, w

ith the argum
ents show

ing its correctness.

•
G

etting a m
uch better understanding of the problem

 and its eventual solutions.

•
Facilitating the task of softw

are docum
entation. A

s w
e w

ill see later in this chapter,
assertions w

ill play a central part in the object-oriented approach to docum
entation.

•
Providing a basis for system

atic testing and debugging.

The rest of this chapter explores these applications.

A
 w

ord of w
arning: C

, C
++ and som

e other languages (follow
ing the lead of A

lgol
W

) have an “assert” instruction that tests w
hether a certain condition holds at a certain

stage of the softw
are’s execution, and stops execution if it does not. A

lthough relevant to
the present discussion, this concept represents only a sm

all part of the use of assertions in
the object-oriented m

ethod. So if like m
any other softw

are developers you are fam
iliar

w
ith such instructions but have not been exposed to the m

ore general picture, alm
ost all

the concepts of this chapter w
ill be new

.
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W
e can turn the preceding inform

al observations into a sim
ple m

athem
atical notation,

borrow
ed from

 the theory of form
al program

 validation, and precious for reasoning about
the correctness of softw

are elem
ents.

C
orrectness form

ulae

Let A
be som

e operation (for exam
ple an instruction or a routine body). A

 correctness
form

ula  is an expression of the form

denoting the follow
ing property, w

hich m
ay or m

ay not hold:

{P } A {Q
}

[M
ills 1975].
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C
orrectness form

ulae (also called H
oare triples ) are a m

athem
atical notation, not a

program
m

ing construct; they are not part of our softw
are language, but only designed to

guide us through this discussion by helping to express properties of softw
are elem

ents. 

In {P } A {Q
} w

e have seen that A  denotes an operation; P
and Q

are properties of
the various entities involved, also called assertions (the w

ord w
ill be defined m

ore
precisely later). O

f the tw
o assertions, P  is called the precondition and Q

 the postcondition.
H

ere is a trivial correctness form
ula (w

hich, assum
ing that x  is an integer entity, holds):

The use of correctness form
ulae is a direct application of the Softw

are C
orrectness

Property. W
hat the Property stated inform

ally —
 that correctness is only m

eaningful
relative to a particular specification —

 correctness form
ulae turn into a form

 that is
directly usable for w

orking on the softw
are: from

 now
 on the discourse about softw

are
correctness w

ill not be about individual softw
are elem

ents A , but about triples containing
a softw

are elem
ent A , a precondition P  and a postcondition Q

. The sole aim
 of the gam

e
is to establish that the resulting {P } A {Q

} correctness form
ulae hold.

The num
ber 13  appearing in the postcondition is not a typo! A

ssum
ing a correct

im
plem

entation of integer arithm
etic, the above form

ula holds: if x
>= 9  is true before the

instruction, x
>= 13 w

ill be true after the instruction. O
f course w

e can assert m
ore

interesting things: w
ith the given precondition, the m

ost interesting postcondition is the
strongest possible one, here x

>= 14 ; w
ith the given postcondition, the m

ost interesting
precondition is the w

eakest  possible one, here x
>= 8 . From

 a form
ula that holds, you can

alw
ays get another one by strengthening the precondition or w

eakening the postcondition.
W

e w
ill now

 exam
ine m

ore carefully these notions of “stronger” and “w
eaker”.

W
eak and strong conditions

O
ne w

ay to look at a specification of the form
 {P } A {Q

} is to view
 it as a job description

for A  —
 an ad in the paper, w

hich states “W
e are looking for som

eone w
hose w

ork w
ill

be to start from
 initial situations as characterized by P , and deliver results as defined by Q

”.

H
ere is a sm

all quiz to help you sharpen your understanding of the concepts.

A
ssum

e one of your friends is looking for a job and com
es across several such ads,

all w
ith sim

ilar salary and benefits, but differing by their P s and Q
s. (Tough tim

es have
encouraged the com

panies that publish the ads to resort to this notation, w
hich they like

for its m
athem

atical com
pactness since the new

spaper charges by the w
ord.) Like

everyone else, your friend is lazy, that is to say, w
ants to have the easiest possible job. H

e
is asking for your advice, alw

ays a dangerous situation. W
hat should you recom

m
end for

P : choose a job w
ith a w

eak  precondition, or a strong  one? Sam
e question for the

postcondition Q
. (The answ

ers appear right after this, but do take the tim
e to decide the

issue for yourself before turning the page.) 

M
eaning of a correctness form

ula {P } A {Q
}

“Any execution of A , starting in a state where P holds , w
ill term

inate in a 
state w

here Q
 holds .”{x

>= 9 } x := x +
 5 {x

>= 13 }
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The precondition first. From
 the view

point of the prospective em
ployee —

 the
person w

ho has to perform
 w

hat has been called A
—

 the precondition P
defines the

conditions under w
hich the required job w

ill start or, to put it differently, the set of cases
that have to be handled. So a strong P

is good new
s: it m

eans that you only have to deal
w

ith a lim
ited set of situations. The stronger the P , the easier for the em

ployee. In fact, the
perfect sinecure is the job defined by

The postcondition has been left unspecified because it does not m
atter w

hat it is.
Indeed if you ever see such an ad, do not even bother reading the postcondition; take the
job right away . The precondition False  is the strongest possible assertion, since it is never
satisfied in any state. A

ny request to execute A
w

ill be incorrect, and the fault lies not w
ith

the agent responsible for A
but w

ith the requester —
 the client —

 since it did not observe
the required precondition, for the good reason that it is im

possible to observe it. W
hatever

A
does or does not do m

ay be useless , but is alw
ays correct —

 in the sense, defined earlier,
of being consistent w

ith the specification.

T
he above job specification is probably w

hat a fam
ous police chief of a Southern U

S city
had in m

ind, a long tim
e ago, w

hen, asked by an interview
er w

hy he had chosen his
career, he replied: “O

bvious —
 it is the only job w

here the custom
er is alw

ays w
rong”.

For the postcondition Q
, the situation is reversed. A

 strong postcondition is bad
new

s: it indicates that you have to deliver m
ore results. The w

eaker the Q
, the better for

the em
ployee. In fact, the second best sinecure in the w

orld is the job defined, regardless
of the precondition, by

The postcondition True  is the w
eakest possible assertion, satisfied by all states.

T
he notions of “stronger” and “w

eaker” are form
ally defined from

 logic: P1 is said to be
stronger than P2 , and P2  w

eaker than P1 , if P1  im
plies P2  and they are not equal. A

s every
proposition im

plies True , and False  im
plies every proposition, it is indeed legitim

ate to
speak of True  as the w

eakest and False  as the strongest of all possible assertions.

W
hy, by the w

ay, is Sinecure 2 only the “second best” job in the w
orld? The reason

has to do w
ith a fine point that you m

ay have noticed in the definition of the m
eaning of

{P }
A

{Q
} on the preceding page: term

ination. The definition stated that the execution
m

ust term
inate  in a state satisfying Q

 w
henever it is started in a state satisfying P . W

ith
Sinecure 1 there are no states satisfying P , so it does not m

atter w
hat A  does, even if it is

a program
 text w

hose execution w
ould go into an infinite loop or crash the com

puter. A
ny

A
w

ill be “correct” w
ith respect to the given specification. W

ith Sinecure 2, how
ever, there

Sinecure 1
{False } A {…

}

Sinecure 2
{…

}
 A {True }
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m
ust be a final state; that state does not need to satisfy any specific properties, but it m

ust
exist. From

 the view
point of w

hoever has to perform
 A : you need to do nothing, but you

m
ust do it in finite tim

e .
R

eaders fam
iliar w

ith theoretical com
puting science or program

 proving techniques w
ill

have noted that the {P } A {Q
} notation as used here denotes total correctness , w

hich
includes term

ination as w
ell as conform

ance to specification. (The property that a
program

 w
ill satisfy its specification if it term

inates is know
n as partial correctness.) See

[M
 1990] for a detailed presentation of these concepts.

The discussion of w
hether a stronger or w

eaker assertion is “bad new
s” or “good new

s”
has taken the view

point of the prospective em
ployee. If, changing sides, w

e start looking at
the situation as if w

e w
ere the em

ployer, everything is reversed: a w
eaker precondition w

ill
be good new

s, as it m
eans a job that handles a broader set of input cases; so w

ill be a stronger
postcondition, as it m

eans m
ore significant results. This reversal of criteria is typical of

discussions of softw
are correctness, and w

ill reappear as the central notion of this chapter:
contracts  betw

een client and supplier m
odules, in w

hich a benefit for one is an obligation
for the other. To produce effective and reliable softw

are is to draw
 up the contract

representing the best possible com
prom

ise in all applicable client-supplier com
m

unications.
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O
nce w

e have defined the correctness of a softw
are elem

ent as the consistency of its
im

plem
entation w

ith its specification, w
e should take steps to include the specification,

together w
ith the im

plem
entation, in the softw

are itself. For m
ost of the softw

are
com

m
unity this is still a novel idea: w

e are accustom
ed to program

s as defining the
operations that w

e com
m

and our hardw
are-softw

are m
achines to execute for us (the how );

it is less com
m

on to treat the description of the softw
are’s purposes (the w

hat ) as being
part of the softw

are itself.

To express the specification, w
e w

ill rely on assertions. A
n assertion is an expression

involving som
e entities of the softw

are, and stating a property that these entities m
ay

satisfy at certain stages of softw
are execution. A

 typical assertion m
ight express that a

certain integer has a positive value or that a certain reference is not void. 

M
athem

atically, the closest notion is that of predicate, although the assertion
language that w

e shall use has only part of the pow
er of full predicate calculus. 

Syntactically, the assertions of our notation w
ill sim

ply be boolean expressions, w
ith

a few
 extensions. O

ne of these extensions, the old  notation, is introduced later in this
chapter. A

nother is the use of the sem
icolon, as in 

n
> 0 ; x /= Void

The m
eaning of the sem

icolon is equivalent to that of an and . A
s betw

een
declarations and instructions, the sem

icolon is actually optional, and w
e w

ill om
it it w

hen
assertion clauses appear on separate lines; just consider that there is an im

plicit and
betw

een successive assertion lines. These conventions facilitate identification of the
individual com

ponents of an assertion. It is indeed possible, and usually desirable, to label
these com

ponents individually, as in 
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Positive : n > 0
N

ot_void : x /= Void

If present, the labels (such as Positive
and N

ot_void  in this exam
ple) w

ill play a role
in the run-tim

e effect of assertions —
 to be discussed later in this chapter —

 but for the
m

om
ent they are m

ainly there for clarity and docum
entation.

The next few
 sections w

ill review
 this principal application of assertions: as a

conceptual tool enabling softw
are developers to construct correct system

s and to
docum

ent w
hy  they are correct. 
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The first use of assertions is the sem
antic specification of routines. A

 routine is not just a
piece of code; as the im

plem
entation of som

e function from
 an abstract data type

specification, it should perform
 a useful task. It is necessary to express this task precisely,

both as an aid in designing it (you cannot hope to ensure that a routine is correct unless
you have specified w

hat it is supposed to do) and, later, as an aid to understanding its text. 

Y
ou m

ay specify the task perform
ed by a routine by tw

o assertions associated w
ith

the routine: a precondition  and a postcondition . The precondition states the properties that
m

ust hold w
henever the routine is called; the postcondition states the properties that the

routine guarantees w
hen it returns.

A
 stack class 

A
n exam

ple w
ill enable us to becom

e fam
iliar w

ith the practical use of assertions. In the
previous chapter, w

e saw
 the outline of a generic stack class, under the form

class STAC
K

 [G
]feature

…
D

eclaration of the features:
 count , em

pty , full , put , rem
ove , item

end
A

n im
plem

entation w
ill appear below

. B
efore considering im

plem
entation issues,

how
ever, it is im

portant to note that the routines are characterized by strong sem
antic

properties, independent of any specific representation. For exam
ple: 

•
R

outines rem
ove  and item

 are only applicable if the num
ber of elem

ents is not zero. 

•
put increases the num

ber of elem
ents by one; rem

ove decreases it by one. 

Such properties are part of the abstract data type specification, and even people w
ho

do not use any approach rem
otely as form

al as A
D

Ts understand them
 im

plicitly. But in
com

m
on approaches to softw

are construction softw
are texts reveal no trace of them

.
Through routine preconditions and postconditions you can turn them

 into explicit
elem

ents of the softw
are.

W
e w

ill express preconditions and postconditions as clauses of routine declarations
introduced by the keyw

ords require  and ensure respectively. For the stack class, leaving
the routine im

plem
entations blank for the tim

e being, this gives: 
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indexing
description :"Stacks : D

ispenser structures w
ith a Last-In , First-O

ut%
%

access policy "
class STACK

1 [G
]feature -- A

ccess
count : INTEG

ER
-- N

um
ber of stack elem

ents

item
: G

 is
-- Top elem

ent
requirenot em

pty
do

…
end

feature  -- Status report
em

pty : BO
O

LEAN
 is

-- Is stack em
pty?

do …
 end

full : BO
O

LEAN
 is

-- Is stack representation full?
do

…
end

feature  -- Elem
ent change

put (x : G
)is-- A

dd x  on top.
requirenot full
do

…
ensurenot em

pty
item

 = x
count =

old count +
 1

end

rem
ove is

-- R
em

ove top elem
ent.

requirenot em
pty

do
…

ensurenot full
count =

old count – 1
end

end

D
E

SIG
N

 B
Y

 C
O

N
TR

A
C

T: B
U

IL
D

IN
G

 R
ELIA

B
LE

 SO
FT

W
A

R
E

§11.5
340

B
oth the require  and the ensure  clauses are optional; w

hen present, they appear at
the places show

n. The require  appears before the local  clause, if present. The next
sections explain in m

ore detail the m
eaning of preconditions and postconditions. 

N
ote the division into several feature clauses, useful to group the features into categories

indicated by the clauses’ header com
m

ents. A
ccess, Status report and Elem

entchange are
som

e of a dozen or so standard categories used throughout the libraries and, w
henever

applicable, subsequent exam
ples in this book.

Preconditions 
A

 precondition expresses the constraints under w
hich a routine w

ill function properly.
H

ere:•
put  m

ay not be called if the stack representation is full. 
•

rem
ove  and item

 m
ay not be applied to an em

pty stack. 
A

 precondition applies to all calls of the routine, both from
 w

ithin the class and from
clients. A

 correct system
 w

ill never execute a call in a state that does not satisfy the
precondition of the called routine. 

Postconditions 
A

 postcondition expresses properties of the state resulting from
 a routine’s execution. H

ere: 
•

A
fter a put , the stack m

ay not be em
pty, its top is the elem

ent just pushed, and its
num

ber of elem
ents has been increased by one. 

•
A

fter a rem
ove , the stack m

ay not be full, and its num
ber of elem

ents has been
decreased by one. 
The presence of a postcondition clause in a routine expresses a guarantee on the part

of the routine’s im
plem

entor that the routine w
ill yield a state satisfying certain properties,

assum
ing it has been called w

ith the precondition satisfied. 
A

 special notation, old , is available in postconditions; put  and rem
ove  use it to

express the changes to count . The notation old e , w
here e

is an expression (in m
ost

practical cases an attribute), denotes the value that e
had on routine entry. A

ny occurrence
of e

not preceded by old  in the postcondition denotes the value of the expression on exit.
The postcondition of put  includes the clause

count =
old count +

 1
to state that put , w

hen applied to any object, m
ust increase by one the value of the count

field of that object. 

A
 pedagogical note

If you are like m
ost softw

are professionals w
ho get exposed to these ideas for the first

tim
e, you m

ay be itching to know
 w

hat effect, if any, the assertions have on the execution
of the softw

are, and in particular w
hat happens if one of them

 gets violated at run tim
e —

if
full is true w

hen som
eone calls put , or em

pty  is true w
hen put  term

inates one of its
executions. It is too early to give the full answ

er but as a preview
 w

e can use the law
yer’s

favorite: it depends .

M
ore on feature cat-

egories in “A stack 
class”, page 348 .
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M
ore precisely, it depends on w

hat you w
ant. Y

ou m
ay decide to treat assertions

purely as com
m

ents, w
ith no effect on the softw

are’s execution; then a run-tim
e assertion

violation w
ill rem

ain undetected. B
ut it is also possible to use assertions to check that

everything 
goes 

according to 
plan; 

then 
during 

execution 
the 

environm
ent 

w
ill

autom
atically m

onitor that all assertions hold w
hen they should, and if one does not it w

ill
trigger an exception, usually term

inating execution and printing a m
essage indicating

clearly w
hat happened. (It is also possible to include an exception handling clause that w

ill
try to recover from

 the exception and continue execution; exception handling is discussed
in detail in the next chapter.) To specify the policy that you w

ant —
 no assertion checking,

or assertion m
onitoring at one of various possible levels —

 you w
ill use a com

pilation
option, w

hich you can set separately for each class.
The full details of run-tim

e assertion m
onitoring do appear later in this chapter. B

ut
it w

ould be a m
istake to attach too m

uch im
portance to this aspect at this stage (one of the

reasons w
hy you w

ere w
arned earlier not to think too m

uch about the C
 notion of assertion

if that has been your only exposure to the concept). O
ther aspects of assertions dem

and
our attention first. W

e have only started to see assertions as a technique to help us get our
softw

are right in the first place; w
e still have m

uch to discover of their m
ethodological  role

as built-in guardians of reliability. The question of w
hat happens if w

e do fail (in particular
if an assertion, in spite of all our efforts, is not satisfied at som

e execution instant) is
im

portant too, but only after w
e have done all w

e could to prevent it from
 arising.

So (although it is never bad to think ahead) you do not need at this point to be too
preoccupied by such questions as the possible perform

ance penalty im
plied by the old

construct. M
ust the run-tim

e system
 preserve values before w

e start a routine, just to be
able to evaluate an old  expression appearing in the postcondition? It depends : in som

e
circum

stances (for exam
ple testing and debugging) it w

ill indeed be useful to evaluate
assertions; in others (for exam

ple production runs of fully validated system
s) you can treat

them
 as m

ere annotations to the softw
are text.

A
ll that counts for the next few

 sections is the m
ethodological contribution of

assertions, and of the associated m
ethod of D

esign by Contract: as a conceptual tool for
analysis, design, im

plem
entation and docum

entation, helping us to build softw
are in

w
hich reliability is built-in , rather than achieved or attem

pted after the fact through
debugging; in M

ills’s term
s, enabling us to build correct program

s and know
 it.
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D
efining a precondition and a postcondition for a routine is a w

ay to define a contract  that
binds the routine and its callers. 

R
ights and obligations 

B
y associating clauses require pre  and ensure post  w

ith a routine r , the class tells its
clients:“If you prom

ise to call r  w
ith pre  satisfied then I, in return, prom

ise to deliver
a final state in w

hich post  is satisfied.”

See “M
onitoring 

assertions at run 
tim

e”, page 393 .
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In relations betw
een people or com

panies, a contract is a w
ritten docum

ent that
serves to clarify the term

s of a relationship. It is really surprising that in softw
are, w

here
precision is so im

portant and am
biguity so risky, this idea has taken so long to im

pose
itself. A

 precondition-postcondition pair for a routine w
ill describe the contract that the

routine (the supplier  of a certain service) defines for its callers (the clients  of that service).

Perhaps the m
ost distinctive feature of contracts as they occur in hum

an affairs is that
any good contract entails obligations as w

ell as benefits for both parties —
 w

ith an
obligation for one usually turning into a benefit for the other. This is true of contracts
betw

een classes, too: 

•
The precondition binds the client: it defines the conditions under w

hich a call to the
routine is legitim

ate. It is an obligation  for the client and a benefit  for the supplier.

•
The postcondition binds the class: it defines the conditions that m

ust be ensured by
the routine on return. It is a benefit for the client and an obligation for the supplier.

The benefits are, for the client, the guarantee that certain properties w
ill hold after

the call; for the supplier, the guarantee that certain assum
ptions w

ill be satisfied w
henever

the routine is called. The obligations are, for the client, to satisfy the requirem
ents as stated

by the precondition; for the supplier, to do the job as stated by the postcondition.

H
ere is the contract for one of the routines in our exam

ple:

Z
en and the art of softw

are reliability: guaranteeing m
ore by checking less

A
lthough you m

ay not have noticed it yet, one of the contract rules given goes against the
generally accepted w

isdom
 in softw

are engineering; shocking at first to m
any, it is am

ong
the m

ethod’s m
ain contributions to softw

are reliability and deserves em
phasis.

The rule reflects the above observation that the precondition is a benefit  for the
supplier and is expressed in the bottom

-right box of the table: if the client’s part of the

put
O

B
L

IG
A

T
IO

N
S

B
E

N
E

FIT
S

C
lient

(Satisfy precondition :)
O

nly call put (x ) on a non-
full stack.

(F
rom

 postcondition :)
G

et stack updated: not 
em

pty, x  on top (item
 yields 

x ,count  increased by 1).

Supplier
(Satisfy postcondition :)

U
pdate stack representation 

to have x  on top (item
 yields 

x ), count  increased by 1, 
not em

pty.

(F
rom

 precondition :)
Sim

pler processing thanks 
to the assum

ption that stack 
is not full.

A
 routine 

contract :
routine put for 
a stack class
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contract is not fulfilled, that is to say if the call does not satisfy the precondition, then the
class is not bound by the postcondition. In this case the routine m

ay do w
hat it pleases:

return any value; loop indefinitely w
ithout returning a value; or even crash the execution

in som
e w

ild w
ay. This is the case in w

hich (in reference to the discussion at the beginning
of this chapter) “the custom

er is w
rong”.

The first advantage of this convention is that it considerably sim
plifies the

program
m

ing style. H
aving specified as a precondition the constraints w

hich calls to a
routine m

ust observe, you, the class developer, m
ay assum

e w
hen w

riting the routine body
that the constraints are satisfied; you do not need to test for them

 in the body. So if a square
root function, m

eant to produce a real num
ber as a result, is of the form

sqrt (x : REAL ): REAL  is
-- Square root of x

requirex
>= 0

do
…

end

you m
ay w

rite the algorithm
 for com

puting the square root w
ithout any concern for the

case in w
hich x  is negative; this is taken care of by the precondition and becom

es the
responsibility of your clients. (A

t first sight this m
ay appear dangerous; but read on.) 

A
ctually the m

ethod of D
esign by C

ontract goes further. W
riting the do  clause of the

routine under the form

ifx
< 0 then

“H
andle the error, som

ehow
”

else
“Proceed w

ith norm
al square root com

putation”
end

is not just unnecessary but unacceptable. This m
ay be expressed as a m

ethodological rule:

This rule is the reverse of w
hat m

any softw
are engineering or program

m
ing

m
ethodology textbooks advocate, often under the nam

e defensive program
m

ing  —
 the

idea that to obtain reliable softw
are you should design every com

ponent of a system
 so

that it protects itself as m
uch as possible. B

etter check too m
uch, this approach holds, than

not enough; one is never too careful w
hen dealing w

ith strangers. A
 redundant check

m
ight not help, but at least it w

ill not hurt.

D
esign by C

ontract follow
s from

 the opposite observation: redundant checks can and
indeed w

ill hurt. O
f course this w

ill at first seem
 strange; the natural reaction is to think

that an extra check —
 for exam

ple routine sqrt  containing the above conditional
instruction testing for x

< 0  even though callers have been instructed to ensure x
>= 0 —

N
on-R

edundancy principle
U

nder no circum
stances shall the body of a routine ever test for the routine’s

precondition.
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m
ay at w

orst be useless, but cannot possibly cause any dam
age. Such a com

m
ent,

how
ever, com

es from
 a m

icroscopic understanding of reliability, focused on individual
softw

are elem
ents such as the sqrt  routine. If w

e restrict our view
 to the narrow

 w
orld of

sqrt , then the routine seem
s m

ore robust w
ith the extra test than w

ithout it. B
ut the w

orld
of a system

 is not restricted to a routine; it contains a m
ultitude of routines in a m

ultitude
of classes. To obtain reliable system

s w
e m

ust go from
 the m

icroscopic view
 to a

m
acroscopic view

 encom
passing the entire architecture.

If w
e take this global view

, sim
plicity  becom

es a crucial criterion. A
s w

as noted at
the beginning of this chapter, com

plexity is the m
ajor enem

y of quality. W
hen w

e bring
in this concern, possibly redundant checks do not appear so harm

less any m
ore!

Extrapolated to the thousands of routines of a m
edium

-size system
 (or the tens or hundreds

of thousands of routines of a larger one), the if x
< 0 then

…
of sqrt , innocuous at first

sight, begins to look like a m
onster of useless com

plexity. B
y adding possibly redundant

checks, you add m
ore softw

are; m
ore softw

are m
eans m

ore com
plexity, and in particular

m
ore sources of conditions that could go w

rong; hence the need for m
ore checks, m

eaning
m

ore softw
are; and so on ad infinitum

. If w
e start on this road only one thing is certain:

w
e w

ill never obtain reliability. The m
ore w

e w
rite, the m

ore w
e w

ill have to w
rite.

To avoid this infinite chase w
e should never start it. W

ith D
esign by C

ontract you are
invited to identify the consistency conditions that are necessary to the proper functioning of
each client-supplier cooperation (each contract); and to specify, for each one of these
conditions, w

hose responsibility it is  to enforce it: the client’s, or the supplier’s. The answ
er

m
ay vary, and is partly a m

atter of design style; advice w
ill be given below

 on how
 best to

choose it. But once you have m
ade the decision, you should stick to it: if a correctness

requirem
ent appears in the precondition, indicating that the requirem

ent is part of the client’s
responsibility, there m

ust not be a corresponding test in the routine; and if it is not in the
precondition, then the routine m

ust check for the requirem
ent.

D
efensive program

m
ing appears in contrast to cover up for the lack of a system

atic
approach by blindly putting in as m

any checks as possible, furthering the problem
 of

reliability rather than addressing it seriously.

R
edundant checking, it should be noted, is a standard technique in hardw

are. T
he

difference is that in a hardw
are system

 som
e object that w

as found to be in a correct state
at som

e point m
ay later have its integrity destroyed because of reasons beyond the control

of the system
 itself, such as interference from

 another system
, harm

ful external event, or
sim

ply w
ear and tear. For that reason it is norm

al practice, for exam
ple, to have both the

sender and the receiver of an electronic signal check its integrity. 

B
ut no such phenom

enon occurs in softw
are: if I can prove or check in som

e w
ay that a

is non-negative w
henever sqrt (a ) is called, I do not need to insert a check for x Š ≥ 0 ,

w
here x  is the corresponding form

al argum
ent, in the body of sqrt . N

othing w
ill happen

to a  betw
een the tim

e it is “sent” by the caller and the tim
e it is “received” (under the nam

e
x ) by the routine. Softw

are does not w
ear out w

hen used for too long; it is not subject to
line loss, to interference or to noise.

A
lso note that in m

ost cases w
hat is called redundant checking in hardw

are is not really
redundant: one actually applies different  and com

plem
entary verifications, such as a

parity check and som
e other test. E

ven w
hen the checks are the sam

e they are often



§11.6
C

O
N

TR
A

C
TIN

G
 FO

R
 SO

FT
W

A
R

E R
ELIA

B
IL

ITY
345

applied by different devices, as in the just m
entioned case of a sender and receiver that

both check a signal, or in a redundant com
puter system

 w
here several com

puters perform
the sam

e com
putation, w

ith a voting m
echanism

 to resolve discrepancies.

A
nother draw

back of defensive program
m

ing is its costs. R
edundant checks im

ply a
perform

ance penalty —
 often enough in practice to m

ake developers w
ary of defensive

program
m

ing regardless of w
hat the textbooks say. If they do m

ake the effort to include
these checks, rem

oving som
e of them

 later to im
prove perform

ance w
ill be tedious. The

techniques of this chapter w
ill also leave room

 for extra checks, but if you choose to enable
them

 you w
ill rely on the developm

ent environm
ent to carry them

 out for you. To rem
ove

them
, once the softw

are has been debugged, it suffices to change a com
pilation option

(details soon). The softw
are itself does not contain any redundant elem

ents.

A
side from

 perform
ance considerations, how

ever, the principal reason to distrust
defensive program

m
ing is sim

ply our goal of getting the best possible reliability. For a
system

 of any significant size the individual quality of the various elem
ents involved is

not enough; w
hat w

ill count m
ost is the guarantee that for every interaction betw

een tw
o

elem
ents there is an explicit roster of m

utual obligations and benefits —
 the contract.

H
ence the Zen-style paradox of our conclusion: that to get m

ore  reliability the best policy
is often to check less .

A
ssertions are not an input checking m

echanism

It is useful here to em
phasize a few

 properties of the approach w
hich, although im

plicit in
the preceding discussion, have been show

n by experience to require further explanations.
The follow

ing com
m

ents should help address som
e of the questions that m

ay have been
form

ing in your m
ind as you w

ere reading about the basic ideas of D
esign by C

ontract.

To avoid a com
m

on m
isunderstanding, m

ake sure to note that each of the contracts
discussed holds betw

een a routine (the supplier) and another routine (its caller): w
e are

concerned 
about 

softw
are-to-softw

are 
com

m
unication, 

not 
softw

are-to-hum
an 

or
softw

are-to-outside-w
orld. A

 precondition w
ill not take care of correcting user input, for

exam
ple in a read_positive_integer  routine that expects the interactive user to enter a

positive num
ber. Including in the routine a precondition of the form

requireinput > 0

w
ould be w

ishful thinking, not a reliability technique. H
ere there is no substitute for the

usual condition-checking constructs, including the venerable if…
then

…
; the exception

handling m
echanism

 studied in the next chapter m
ay also be helpful.

A
ssertions do have a role to play in a solution to this problem

 of input validation. In
line w

ith the criterion of M
odular Protection, the m

ethod encourages validating any objects
obtained from

 the outside w
orld —

 from
 sensors, from

 user input, from
 a netw

ork…
 —

 as
close to the source of the objects as possible, using “filter” m

odules if necessary:

“M
odular protec-

tion”, page 45 .
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In obtaining inform
ation from

 the outside (com
m

unication paths show
n in color) you

cannot rely on preconditions. But part of the task of the input m
odules show

n in grey in
the m

iddle of the figure is to guarantee that no inform
ation is passed further to the right —

to the m
odules responsible for the system

’s actual com
putations —

 unless it satisfies the
conditions required for correct processing. In this approach there w

ill be am
ple use of

assertions in the softw
are-to-softw

are com
m

unication paths represented by the black
dotted lines on the right. The postconditions achieved by the routines of the input m

odules
w

ill have to m
atch (or exceed, in the sense of “stronger” defined earlier) the preconditions

im
posed by the processing routines.

T
he routines of the filter classes m

ay be com
pared to security officers in, say, a large

governm
ent laboratory. To m

eet experts from
 the laboratory and ask them

 technical
questions, you m

ust subm
it to screening procedures. B

ut it is not the sam
e person w

ho
checks your authorization level and answ

ers the questions. The physicists, once you have
been officially brought into their offices, assum

e you satisfy the preconditions; and you
w

ill not get m
uch help from

 the guards on theoretical physics.

A
ssertions are not control structures

A
nother com

m
on m

isunderstanding, related to the one just discussed, is to think of
assertions as control structures —

 as techniques to handle special cases. It should be clear
by now

 that this is not their role. If you w
ant to w

rite a routine sqrt  that w
ill handle

negative argum
ents a certain w

ay, and non-negative argum
ents another w

ay, a require
clause is not w

hat you need. C
onditional instructions (if…

then
…

else …
) and related

constructs to deal w
ith various cases (such as Pascal’s case …

of …
or the inspect

instruction of this book’s notation) are perfectly appropriate for such purposes.

A
ssertions are som

ething else. They express correctness conditions. If sqrt  has its
precondition, a call for w

hich x
< 0  is not a special case: it is a bug, plain and sim

ple.

“B
ug” is not a very scientific w

ord but is clear enough to anyone in softw
are; w

e w
ill

look for m
ore precise term

inology in the next section. For the m
om

ent w
e can pursue the

assertion violation rule further by noting a consequence of the contract view
:

A
ssertion V

iolation rule (1)
A

 run-tim
e assertion violation is the m

anifestation of a bug in the softw
are.

External objects
Input and validation m

odules
Processing m

odules

U
sing filter 

m
odules
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A
 precondition violation m

eans that the routine’s caller, although obligated by the
contract to satisfy a certain requirem

ent, did not. This is a bug in the client itself; the
routine is not involved. (“The custom

er is w
rong”.) A

n outside observer m
ight of course

criticize the contract as too dem
anding, as w

ith the unsatisfiable require
False

precondition or our fictitious Sinecure 1 exam
ple (“the custom

er is alw
ays  w

rong”), but
this is too late to argue over the contract: it is the contract, and the client did not observe
its part of the deal. So if there is a m

echanism
 for m

onitoring assertions during execution
—

 as w
ill be introduced shortly —

 and it detects such a precondition violation, the routine
should not be executed at all. It has stated the conditions under w

hich it can operate, and
these conditions do not hold; trying to execute it w

ould m
ake no sense.

A
 postcondition violation m

eans that the routine, presum
ably called under correct

conditions, w
as not able to fulfill its contract. H

ere too the distribution of guilt and
innocence is clear, although it is the reverse of the previous one: the bug is in the routine;
the caller is innocent.

E
rrors, defects and other creeping creatures

The appearance of the w
ord “bug” in the preceding analysis of assertion violation causes

is a good opportunity to clarify the term
inology. In Edsger W

. D
ijkstra’s view

, using the
w

ord “bug” is a lam
e attem

pt by softw
are people to blam

e som
eone else by im

plying that
m

istakes som
ehow

 creep into the softw
are from

 the outside w
hile the developers are

looking elsew
here —

 as if w
ere not the developers w

ho m
ade the m

istakes in the first place.

Y
et the term

 enjoys enduring success, if only because it is colorful and readily
understood. Like the rest of the softw

are literature, this book uses it freely. B
ut it is

appropriate to com
plem

ent it by m
ore specific (if m

ore stodgy) term
s for cases in w

hich
w

e need precise distinctions.

The causal relation is clear: faults are due to defects, w
hich result from

 errors.

A
ssertion violation rule (2)

A
 precondition violation is the m

anifestation of a bug in the client.

A
 postcondition violation is the m

anifestation of a bug in the supplier.

T
erm

s to denote softw
are w

oes

A
n error  is a w

rong decision m
ade during the developm

ent of a softw
are

system
.

A
defect  is a property of a softw

are system
 that m

ay cause the system
 to

depart from
 its intended behavior.

A
fault  is the event of a softw

are system
 departing from

 its intended behavior
during one of its executions.
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“B
ug” usually has the m

eaning of defect (“are you sure there rem
ains no other bug

in this routine?”). This is the interpretation in this book. B
ut in inform

al discussions it is
also used in the sense of fault (“W

e have had bug-free operation for the last three w
eeks”)

or error (“the bug w
as that I used an unsorted list”).

11.7  W
O

R
K

IN
G

 W
IT

H
 A

SSE
R

T
IO

N
S

Let us now
 probe further the use of preconditions and postconditions, continuing w

ith
fairly elem

entary exam
ples. A

ssertions, som
e sim

ple, som
e elaborate, w

ill be pervasive in
the exam

ples of the follow
ing chapters.

A
 stack class

The assertion-equipped STAC
K

 class w
as left in a sketchy form

 (STAC
K

1 ). W
e can now

com
e up w

ith a full version including a spelled out im
plem

entation.

For an effective (directly usable) class w
e m

ust choose an im
plem

entation. Let us use
the array im

plem
entation illustrated at the beginning of the discussion of abstract data types:

The array w
ill be called representation and w

ill have bounds 1 and capacity ; the
im

plem
entation also uses an integer, the attribute count , to m

ark the top of the stack.

N
ote that as w

e discover inheritance w
e w

ill see how
 to w

rite deferred classes that
cover several possible im

plem
entations rather than just one. Even for a class that uses a

particular im
plem

entation, for exam
ple by arrays as here, w

e w
ill be able to inherit  from

the im
plem

entation class ARRAY  rather than use it as a client (although som
e object-

oriented developers w
ill still prefer the client approach). For the m

om
ent, how

ever, w
e can

do w
ithout any inheritance-related technique.

H
ere is the class. R

ecall that if a  is an array then the operation to assign value x  to its
i -th elem

ent is a
●put (x , i ), and the value of its i -th elem

ent is given by a
●item

 (i )
or,

equivalently, a @
 i . If, as here, the bounds of the array are 1 and capacity , then i  m

ust in
all cases lie betw

een these bounds.

Stack 
im

plem
ented 

w
ith an array 

(see page 123
for other 
representations )

representation

(ARRAY _U
P )

“Push” operation:
count := count +

 1
representation [count ]:= x

count

capacity

1

For an array-based 
stack im

plem
entation 

using inheritance , see 
“IM

PLEM
ENTA-

TION INH
ERIT-

ANCE”, 24.8, page 
844.
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indexing
description :"Stacks : D

ispenser structures w
ith a Last-In , First-O

ut%
%

access policy , and a fixed m
axim

um
 capacity "

class STACK
2 [G

]creation
m

ake
feature -- Initialization

m
ake (n : IN

TEG
ER )is

-- A
llocate stack for a m

axim
um

 of n  elem
ents

requirepositive_capacity : n >= 0
do

capacity := n
!! representation

●m
ake (1 , capacity )

ensurecapacity_set : capacity = n
array_allocated : representation /= Void
stack_em

pty : em
pty

end

feature -- A
ccess

capacity : IN
TEG

ER
-- M

axim
um

 num
ber of stack elem

ents

count : INTEG
ER

-- N
um

ber of stack elem
ents

item
: G

 is
-- Top elem

ent
requirenot_em

pty :not em
pty  -- i.e. count > 0

do
Result := representation @

 count
end

feature  -- Status report

em
pty : BO

O
LEAN

 is
-- Is stack em

pty?
do

Result :=
(count = 0 )

ensureem
pty_definition : Result =

(count = 0 )
end

O
n the export status 

of capacity see exer-
cise E11.4, page 410.
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full : BO
O

LEAN
 is

-- Is stack full?
do

Result :=
(count = capacity )

ensurefull_definition : Result =
(count = capacity )

end
feature -- Elem

ent change
put (x : G

)is-- A
dd x  on top

requirenot_full :not full
-- i.e. count < capacity in this representation

do
count := count +

 1
representation

●put (count , x )
ensurenot_em

pty :not em
pty

added_to_top : item
 = x

one_m
ore_item

: count =
old count +

 1
in_top_array_entry : representation @

 count = x
end

rem
ove is

-- Rem
ove top elem

ent
requirenot_em

pty :not em
pty -- i.e. count > 0 

do
count := count – 1

ensurenot_full :not full
one_few

er : count =
old count – 1

end
feature {N

O
N

E }
-- Im

plem
entation

representation : ARRAY [G
]

-- The array used to hold the stack elem
ents

invariant
…

 To be filled in later (see page 365)…
end

-- class STAC
K

2

This class text illustrates the sim
plicity of w

orking w
ith assertions. It is com

plete
except for the invariant  clause, w

hich w
ill be added later in this chapter. Let us explore

its various properties.

Invariants are 
introduced in 
“C

LASS IN
VARI-

AN
TS”, 11.8, page 

364
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This is the first full-fledged class of this chapter, not too far from
 w

hat you w
ill find

in professional libraries of reusable object-oriented com
ponents such as the B

ase libraries.
(A

part from
 the use of inheritance and a few

 extra features, w
hat still distinguishes this

class from
 its real-life counterparts is the absence of the invariant clause.)

B
efore studying the assertions, a general note about the structure of the class. A

s
soon as a class has m

ore than tw
o or three features, it becom

es essential to organize its
features in a coherent w

ay. The notation helps by providing the possibility of including
m

ultiple feature  clauses. A
n earlier chapter introduced this facility as a w

ay to specify a
different export status for certain features, as done here for the last part of the class, labeled
--Im

plem
entation to specify that feature representation is secret. B

ut as already
preview

ed in STAC
K

1  you can take advantage of m
ultiple feature clauses even w

hen the
export status is the sam

e. The purpose is to m
ake the class easier to read, and easier to

m
anage, by grouping features into general categories. A

fter each feature  keyw
ord appears

a com
m

ent (know
n as the Feature C

lause Com
m

ent) defining the general role of the
features that follow

. The categories used in the exam
ple are those of STAC

K
1 , plus

Initialization  for the creation procedure.

The standard feature categories and associated Feature C
lause C

om
m

ents are part of
the general rules for consistency and organization of reusable library classes. A

 m
ore

com
plete list appears in the chapter on style rules.

T
he im

perative and the applicative

The assertions of STAC
K

2  illustrate a fundam
ental concept of w

hich w
e got a first glim

pse
w

hen w
e studied the transition from

 abstract data types to classes: the difference betw
een

im
perative and applicative view

s.

The assertions in em
pty  and full m

ay have caused you to raise an eyebrow
. H

ere
again is the text of full :

full : BO
O

LEAN
 is

-- Is stack full?
do

Result :=
(count = capacity )

ensurefull_definition : Result =
(count = capacity )

end

The postcondition expresses that Result  has the sam
e value as count = capacity .

(Since both sides of the equality, the entity Result  and the expression count = capacity , are
boolean, this m

eans that the function returns true  if and only if count is equal to capacity .)
B

ut w
hat is the point of w

riting this postcondition, one m
ay ask, since the body of the

routine 
(the 

do  
clause) 

says 
exactly 

the 
sam

e 
thing 

through 
the 

instruction
Result :=

(count =
capacity ), w

hose only difference w
ith the postcondition clause is its use

of := rather than =? Is the postcondition not redundant?

O
n m

ultiple feature 
clauses and export-
ing to N

O
NE see

“SELEC
TIVE 

EXPO
RTS AND

 
IN

FO
RM

ATIO
N 

H
ID

IN
G

”, 7.8, 
page 191.

“Feature clause 
header com

m
ents”, 

page 889 .

“Introducing a m
ore 

im
perative view

”, 
page 145 .

D
E

SIG
N

 B
Y

 C
O

N
TR

A
C

T: B
U

IL
D

IN
G

 R
ELIA

B
LE

 SO
FT

W
A

R
E

§11.7
352

A
ctually, there is a big difference betw

een the tw
o constructs, and no redundancy at

all. The instruction Result :=
(count = capacity ) is a com

m
and that w

e give to our virtual
com

puter (the hardw
are-softw

are m
achine) to change its state in a certain w

ay; it perform
s

an action. The assertion Result =
(count = capacity ) does not do anything: it specifies a

property of the expected end state, as visible to the routine’s caller.

The instruction is prescriptive ; the assertion is descriptive . The instruction describes
the 

“how
”; 

the 
assertion 

describes 
the 

“w
hat”. 

The 
instruction 

is 
part 

of 
the

im
plem

entation; the assertion is an elem
ent of specification.

The instruction is im
perative ; the assertion is applicative . These tw

o term
s

em
phasize the fundam

ental difference betw
een the w

orlds of com
puting and m

athem
atics:

•
C

om
puter operations m

ay change the state of the hardw
are-softw

are m
achine.

Instructions 
of 

com
m

on 
program

m
ing 

languages 
are 

com
m

ands 
(im

perative
constructs) directing the m

achine to execute such operations.

•
M

athem
atical reasoning never changes anything; as noted in the presentation of

abstract data types, taking the square root of the num
ber 2 does not change that

num
ber. M

athem
atics instead describes how

 to use properties of know
n objects, such

as the num
ber 2, to infer properties of others, such as 

, obtained from
 the form

er
by applying  (hence the nam

e) certain m
athem

atical derivations such as square root.

That the tw
o notations are so close in our exam

ple —
 assignm

ent :=
and equality =

—
 should not obscure this fundam

ental difference. The assertion describes an intended
result, and the instruction (the loop body) prescribes a particular w

ay to achieve that result.
Som

eone using the class to w
rite a client m

odule w
ill typically be interested in the

assertion but not in the im
plem

entation.

The reason for the closeness of notations for assignm
ent and equality is that

assignm
ent is indeed in m

any cases the straightforw
ard w

ay to achieve equality; in our
exam

ple the chosen im
plem

entation, Result :=
(count = capacity ), is indeed the obvious one.

B
ut as soon as w

e m
ove on to m

ore advanced exam
ples the conceptual difference betw

een
the specification and the im

plem
entation w

ill be m
uch larger; even in the sim

ple case of a
function to com

pute the square root of a real num
ber x , w

here the postcondition is just
som

ething like abs (Result ^ 2 – x )
<= tolerance w

ith abs  denoting absolute value and
tolerance  a tolerance value, the instructions in the function’s body w

ill be far less trivial
since they have to im

plem
ent a general algorithm

 for the com
putation of square roots.

E
ven for put in class STAC

K
2 , the sam

e specification could have led to different
im

plem
entations, although the differences are m

inor; for exam
ple the body could be

if count = capacity then
Result := True else R

esult := False end

perhaps sim
plified (thanks to the rules of default initialization) into

if count = capacity then
Result := True end

So the presence of related elem
ents in the body and the postcondition is not evidence

of redundancy; it is evidence of consistency betw
een the im

plem
entation and the

specification —
 that is to say, of correctness as defined at the beginning of this chapter.

2
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In passing, w
e have encountered a property of assertions that w

ill m
erit further

developm
ent: their relevance for authors of client classes, w

hom
 w

e should not ask to read
routine im

plem
entations, but w

ho need a m
ore abstract description of the routine’s role.

This idea w
ill lead to the notion of short form

 discussed later in this chapter as the basic
class docum

entation m
echanism

.

A
 caveat: for practical reasons w

e w
ill allow

 assertions to include som
e seem

ingly
im

perative elem
ents (functions). This issue w

ill be explored at the end of this chapter.

A
s a sum

m
ary of this discussion it is useful to list the w

ords that have been used to
contrast the tw

o categories of softw
are elem

ents:

A
 note on em

pty structures
The precondition of the creation procedure m

ake  in class STAC
K1  requires a com

m
ent. It

states n
>= 0 , hence allow

ing em
pty stacks. If n

is zero, m
ake  w

ill call the creation
procedure for arrays, also nam

ed m
ake , w

ith argum
ents 1

and 0  for the low
er and upper

bounds respectively. This is not an error, but follow
s from

 a convention regarding
ARRAY ’s creation procedure: using a first argum

ent greater than the second by one creates
an em

pty array.

A
 zero n  for a stack, or a first creation argum

ent greater than the second for an array,
is not w

rong but sim
ply m

eans that this particular stack or array should be em
pty. A

n error
w

ould only occur out of a call attem
pting to access an elem

ent from
 the structure, for

exam
ple a put  for the stack or an item

 for the array, both of w
hose preconditions w

ill
alw

ays be false for an em
pty structure (“m

y custom
er is alw

ays w
rong”). 

W
hen you define a general data structure such as a stack or array, you should

determ
ine w

hether the case of an em
pty structure is conceptually m

eaningful. In som
e

cases it is not: for exam
ple m

ost definitions of the notion of tree start from
 the assum

ption
that there is at least one node, the root. B

ut if the em
pty case raises no logical

im
possibility, as w

ith arrays and stacks, you should plan for it in the design of your data
structure, acknow

ledging that clients w
ill, every once in a w

hile, create em
pty instances,

and should not suffer for it. A
n application system

 m
ay for exam

ple need a stack for n
elem

ents, w
here n  is an upper bound on the num

ber of elem
ents to be stacked, com

puted
by the application just before it creates the stack; in som

e runs that num
ber m

ay be zero.
This is not an error, sim

ply an extrem
e case.

The array m
echanism

 of A
lgol W

 provides a counter-exam
ple. W

hen a dynam
ically

allocated array has an em
pty range, the program

 term
inates in error —

 even if it w
as a

perfectly valid array w
hich sim

ply happened to be em
pty on that particular run. This is too

restrictive: an array w
ith zero size is valid, it sim

ply does not allow
 access to any elem

ent.

Im
plem

entation
Specification

Instruction
Expression

H
ow

W
hat

Im
perative

A
pplicative

Prescription
D

escription

See “Including func-
tions in assertions”, 
page 401.

The 
im

perative-
applicative 
opposition

D
E

SIG
N

 B
Y

 C
O

N
TR

A
C

T: B
U

IL
D

IN
G

 R
ELIA

B
LE

 SO
FT

W
A

R
E

§11.7
354

Precondition design: tolerant or dem
anding?

C
entral to D

esign by C
ontract is the idea, expressed as the N

on-R
edundancy principle,

that for any consistency condition that could jeopardize a routine’s proper functioning you
should assign enforcem

ent of this condition to only one of the tw
o partners in the contract.

W
hich one? In each case you have tw

o possibilities:

•
Either you assign the responsibility to clients, in w

hich case the condition w
ill appear

as part of the routine’s precondition.

•
O

r you appoint the supplier, in w
hich case the condition w

ill appear in a conditional
instruction of the form

 if condition  then
…

, or an equivalent control structure, in the
routine’s body.

W
e can call the first attitude dem

anding  and the second one tolerant . The STAC
K

2
class illustrates the dem

anding style; a tolerant version of the class w
ould have routines

w
ith no preconditions, such as

rem
ove is

-- Rem
ove top elem

ent

do

if em
pty then

print ("Error : attem
pt to pop an em

pty stack ")

else

count := count – 1

end

end

In the analogy w
ith hum

an contracts w
e can think of the dem

anding style as
characterizing an experienced contractor w

ho expects his clients to “do their hom
ew

ork”
before calling on him

; he has no trouble finding business, and w
ill reject requests that

appear too broad or unreasonable. The tolerant style evokes the im
age of a freshly

established consulting practice, w
hose ow

ner is so desperate for business that he w
ill take

anything, having put in his drivew
ay a big sign:

The principle w
as on 

page 344.

W
arning : not the 

recom
m

ended style .
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W
hich is the better style? To a certain extent this is a m

atter of personal choice (as
opposed to the N

on-R
edundancy principle, w

hich w
as absolute in stating that it is never

acceptable to deal w
ith a correctness condition on both the client and supplier sides). A

strong case can be m
ade, how

ever, for the dem
anding style illustrated by STAC

K
2 ,

especially in the case of softw
are m

eant to be reusable —
 and in O

-O
 developm

ent w
e

should alw
ays w

rite our softw
are w

ith the goal of ultim
ately m

aking it reusable.
A

t first the tolerant style m
ight appear better for both reusability and reliability; after

all the dem
anding approach appears to put m

ore responsibility on the clients, and there are
typically m

any clients for a single supplier —
 even m

ore so for a reusable class. Is it not
preferable, then, to let the supplier take care of the correctness conditions once and for all,
rather than require every client to do it for itself?

If w
e look m

ore closely at the issue this reasoning does not hold. The correctness
conditions describe w

hat the routine requires to be able to do its job properly. The tolerant
rem

ove on the facing page is a good counter-exam
ple: w

hat can a poor stack-popping
routine do for an em

pty stack? It m
akes a brave attem

pt by outputting an error m
essage,

but this is clearly inadequate: a specialized utility m
odule such as a stack handler has no

business m
essing up the system

’s user output. W
e could try som

ething m
ore sophisticated,

but rem
ove sim

ply does not have the proper context; the focus of class STAC
K

2 is too
narrow

 to determ
ine w

hat to do in the case of an em
pty stack. O

nly the client —
 a m

odule
using stacks in som

e application, for exam
ple the parsing m

odule in a com
piler —

 has
enough inform

ation to decide w
hat an attem

pt to pop an em
pty stack really m

eans: is it a
norm

al although useless request that w
e should sim

ply ignore, executing a null operation?
O

r is it an error, and if so, how
 should w

e handle it: raise an exception, correct the situation
before trying again, or (the least likely answ

er) output a user-visible error m
essage?

In the square root exam
ple, you m

ay rem
em

ber the fictitious routine text quoted in
the discussion preceding the N

on-Redundancy principle:
ifx

< 0 then
“H

andle the error, som
ehow

”
else

“Proceed w
ith norm

al square root com
putation”

end

N
O

 PR
E

C
O

N
D

ITIO
N

TO
O

 B
IG

O
R

 TO
O

 SM
A

LL!

Page 344 .
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The operative w
ord is “som

ehow
”. The then  clause is incantation m

ore than
softw

are: there is really no good general-purpose technique for handling the x
< 0 case.

H
ere again a general-purpose routine has no clue. O

nly the client author can know
 w

hat
the call m

eans in this case —
 an error in the softw

are, a case in w
hich the expected result

is 0, a reason to trigger an exception…

In this case as in the attem
pt at a tolerant rem

ove , the position of the routine is not
unlike that of a postm

an asked to deliver a postcard w
ith no delivery address and no return

address: the case falls outside of the contract, and there is no good w
ay to decide w

hat to do.

In the spirit of D
esign by Contract, the dem

anding approach to precondition design
does not attem

pt to produce routines that are all things to all clients. Instead, it insists that
each routine do a w

ell-defined job and do it w
ell (correctly, efficiently, generally enough

to be reusable by m
any clients…

), and specify clearly w
hat cases it cannot handle. In fact

you cannot hope that the routine w
ill do its job w

ell unless  you have carefully
circum

scribed that job. A
 factotum

 routine, w
hich w

ants to do a com
putation and check

for abnorm
al cases and take corrective actions and notify the client and produce a result

anyw
ay, w

ill m
ost likely fail to fulfill any of these goals properly.

The routine author does not try to outsm
art his clients; if he is not sure of w

hat the
routine is supposed to do in a certain abnorm

al situation, he excludes it explicitly through
the precondition. This attitude is m

ore generally a consequence of the overall them
e in this

book: building softw
are system

s as sets of m
odules that m

ind their ow
n business.

If you read the supplem
entary m

athem
atical section in the chapter on abstract data types,

you m
ay have noted the sim

ilarity betw
een the present discussion and the argum

ents for
using partial functions in the m

athem
atical m

odel, rather than special error values such
as ω

IN
TEG

ER . The tw
o ideas are indeed very close, and D

esign by C
ontract is in part the

application to softw
are construction of the concept of partial function, so rem

arkably
flexible and pow

erful in form
al specification.

A
 w

ord of caution: the dem
anding approach is only applicable if the preconditions

rem
ain reasonable. O

therw
ise the job of w

riting a m
odule w

ould becom
e easy: start every

routine w
ith require

False  so that, as w
e have seen, any routine body w

ill be correct. W
hat

does “reasonable” concretely m
ean for the precondition of a routine? H

ere is a m
ore

precise characterization:R
easonable Precondition principle

Every routine precondition (in a “dem
anding” design approach) m

ust satisfy
the follow

ing requirem
ents:

•The precondition appears in the official docum
entation distributed to

authors of client m
odules.

•It is possible to justify the need for the precondition in term
s of the

specification only.

“Alternatives to par-
tial functions”, page 
151 .
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The first requirem
ent w

ill be supported by the notion of short form
 studied later in

this chapter. The second requirem
ent excludes restrictions m

eant only for the supplier’s
convenience in im

plem
enting the routine. For exam

ple w
hen you w

ant to pop a stack the
precondition not em

pty is a logical requirem
ent that can be justified “in term

s of the
specification only”, through the sim

ple observation that in an em
pty stack there is nothing

to pop; and w
hen you w

ant to com
pute the real square root of a num

ber, the precondition
x

>= 0  is a direct result of the m
athem

atical property that negative real num
bers do not

have real square roots.

Som
e restrictions m

ay arise from
 the general kind of im

plem
entation selected. For

exam
ple the presence of require not full  as precondition to the push operation put  in

STAC
K

2  is due to the decision of using an array for the im
plem

entation of stacks. B
ut such

a case does not violate the principle, as the bounded nature of STAC
K

2  stacks has been
m

ade part of the specification: the class does not claim
 to represent arbitrary stacks, but

only stacks of finite m
axim

um
 capacity (as expressed for exam

ple in the indexing  clause
of the class). The abstract data type serving as specification of this class is not the m

ost
general notion of stack, but the notion of bounded stack.

In general, it is desirable to avoid bounded structures; even a stack im
plem

ented by arrays
can use array resizing. This is the case w

ith the m
ost com

m
only used stack class in the

B
ase libraries, w

hich follow
s the STAC

K
2  style but w

ithout a notion of capacity ; a stack
that overflow

s its current capacity resizes itself silently to accom
m

odate the new
elem

ents.

Preconditions and export status

Y
ou m

ay have noted the need for a supplem
entary requirem

ent on preconditions, w
hich does not

figure in the Reasonable Precondition principle: to be satisfiable by the clients, the precondition
m

ust not use features that are hidden from
 the clients as a result of export restrictions.

A
ssum

e for exam
ple the follow

ing situation:

-- W
arning: this is an invalid class, for purposes of illustration only.

classSN
EAKY feature

tricky isrequireaccredited
do

…
end

feature {N
O

N
E }

accredited : BO
O

LEAN
 is do …

end

end -- class SN
EAK

Y

The specification for tricky states that any call to that procedure m
ust satisfy the

condition expressed by the boolean function accredited . B
ut w

hereas the class exports
tricky  to all clients, it keeps accredited  secret, so that clients have no w

ay of finding out,

The general stack 
AD

T was studied in 
chapter 6 ; the 
bounded stack AD

T 
was the subject of 
exercise E6.9, page 
162 .

D
E

SIG
N

 B
Y

 C
O

N
TR

A
C

T: B
U

IL
D

IN
G

 R
ELIA

B
LE

 SO
FT

W
A

R
E

§11.7
358

before a call, w
hether the call is indeed correct. This clearly unacceptable situation is akin,

in hum
an contracts, to a deal in w

hich the supplier w
ould im

pose som
e conditions not

stated explicitly in the contract, and hence could reject a client’s request as incorrect
w

ithout giving the client any w
ay to determ

ine in advance w
hether it is correct.

The reason w
hy the R

easonable Precondition principle does not cover such cases is
that here a m

ethodological principle does not suffice: w
e need a language rule to be

enforced by com
pilers, not left to the decision of developers.

The rule m
ust take into account all possible export situations, not just those

illustrated above in w
hich a feature is available to all clients (tricky ) or to no client

(accredited ). A
s you w

ill recall from
 the discussion of inform

ation hiding, it is also
possible to m

ake a feature available to som
e clients only, by declaring it in a feature clause

appearing as feature {A , B ,…
}, w

hich m
akes it available only to A ,B ,…

 and their
descendants. H

ence the language rule:

W
ith this rule every client that is in a position to call the feature w

ill also be in a
position to check for its precondition. The rule m

akes class SN
EAK

Y invalid, since tricky
is generally exported (available to all clients); you can turn it into a valid class by m

aking
accredited  also generally exported. If tricky  had appeared in a feature clause starting w

ith
feature {A , B , C

}, then accredited  w
ould have to be exported at least to A ,B  and C

 (by
appearing in the sam

e feature clause as tricky , or by appearing in a clause of the form
feature {A , B , C

}, or feature {A , B , C , D
,…

}, or just feature ). A
ny violation of this rule

is a com
pile-tim

e error. C
lass SN

EAK
Y , for exam

ple, w
ill be rejected by the com

piler.

There is no such rule for postconditions. It is not an error for som
e clauses of a

postcondition clause to refer to secret features, or features that are not as broadly exported
as the enclosing routine; this sim

ply m
eans that you are expressing properties of the

routine’s effect that are not directly usable by clients. This w
as the case w

ith the put
procedure in STAC

K
2 , w

hich had the form

put (x : G
) is-- A

dd x  on top
requirenot full
do

…
ensure…

 O
ther clauses …

in_top_array_entry : representation @
 count = x

end

Precondition A
vailability rule

Every feature appearing in the precondition of a routine m
ust be available to

every client to w
hich the routine is available.

“SELECTIVE 
EXPORTS AND

 
INFORM

ATION H
ID

-
ING

”, 7.8, page 191 .

For the  O
ther clauses

see page 351 .
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The last postcondition clause indicates that the array entry at index count  contains
the elem

ent just pushed. This is an im
plem

entation property; even though put  is generally
available (exported to all clients), array representation  is secret. B

ut there is nothing
w

rong w
ith the postcondition; it sim

ply includes, along w
ith properties that are directly

useful to clients (the “O
ther clauses”), one that is only m

eaningful for som
eone w

ho reads
the entire class text. Such secret clauses w

ill not appear in the “short” form
 of the class —

the docum
entation for client authors.

A
 tolerant m

odule

(O
n first reading you m

ay skip this section or just look through it quickly.)

The sim
ple but unprotected basic m

odules m
ay not be robust enough for use by

arbitrary clients. In som
e cases there w

ill be a need for new
 classes to serve as filters,

interposed not betw
een the softw

are and the external w
orld (as w

ith filters of the kind
discussed earlier in this chapter) but betw

een softw
are and other softw

are: possibly
careless clients on one side, unprotected classes on the other.

A
lthough w

e have seen that this is generally not the right approach, it is useful to
exam

ine how
 classes w

ill look if w
e do decide to use the tolerant style in a specific case.

C
lass STAC

K3 , appearing next, illustrates the idea. B
ecause the class needs to set integer

error codes, it is convenient to rely on a property of the notation that has not been
introduced yet: “unique” integer constants. If you declare a set of attributes as

a , b , c ,…
: IN

TEG
ER is unique

the effect is to define a ,b ,c…
 as integer constants w

ith consecutive positive values. These
values w

ill be assigned by the com
piler, and are guaranteed to be different for all constants

thus declared, relieving you of having to invent separate codes. B
y convention, constant

attributes such as these have nam
es beginning w

ith an upper-case letter, w
ith the rest in

low
er case, as in U

nderflow
.

H
ere, using this technique, is a tolerant version of our earlier stack class. M

ake sure
to note that this class text (w

hich you m
ay just skim

 through on first reading) is included
here only to m

ake sure you understand the tolerant style; it is not  an exam
ple of the

generally recom
m

ended design —
 for reasons that w

ill be discussed below
, but w

ill
probably be clear enough as you brow

se through the text.

indexing
description :"Stacks : D

ispenser structures w
ith a Last-In , First-O

ut%
%

access policy , and a fixed m
axim

um
 capacity ;%

%
tolerant version , setting an error code in case

%
%

of im
possible operations ."

class STACK
3 [G

]creation

m
ake

For filters of the first 
kind see “Assertions 
are not an input 
checking m

echa-
nism

”, page 346 .

“U
NIQ

U
E VAL-

U
ES”, 18.6, page 654 .
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feature -- Initialization
m

ake (n : IN
TEG

ER )is
-- A

llocate stack for a m
axim

um
 of n  elem

ents if n
> 0 ;

-- otherw
ise set error  to N

egative_size .
-- N

o precondition!
do

if capacity >= 0 then
capacity := n
!! representation 

●m
ake (capacity )

else
error := Negative_size

end
ensureerror_code_if_im

possible :(n
< 0 )=

(error = N
egative_size )

no_error_if_possible :(n
>= 0 )=

(error = 0 )
capacity_set_if_no_error :(error = 0 )im

plies (capacity = n )
allocated_if_no_error :(error = 0 )im

plies (representation /= Void )
end

feature -- A
ccess

item
: G

 is
-- Top elem

ent if present; otherw
ise the type’s default value.

-- w
ith error  set to U

nderflow
.

-- N
o precondition!

do
if not em

pty then
check representation /= Void end

Result := representation
●item

error := 0
else

error := U
nderflow

-- In this case the result is the default value
end

ensureerror_code_if_im
possible :(old em

pty )=
(error = U

nderflow )
no_error_if_possible :(not (old em

pty )) =
(error = 0 )

end
feature -- Status report

em
pty : BO

O
LEAN

 is
-- N

um
ber of stack elem

ents
do

Result :=
(capacity = 0 )or else representation

●em
pty

end
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error : IN
TEG

ER
-- Error indicator, set by various features to a non-zero value 
-- if they cannot do their job

full : BO
O

LEAN
 is

-- N
um

ber of stack elem
ents

do
Result :=

(capacity = 0 )or else representation
●full

end
O

verflow
, U

nderflow
, Negative_size : IN

TEG
ER is unique

-- Possible error codes
feature -- Elem

ent change
put (x : G

)is-- A
dd x  on top if possible; otherw

ise set error code.
-- N

o precondition!
do

if full then
error := O

verflow
else

check representation /= Void end
representation

●put (x ); error := 0
end

ensureerror_code_if_im
possible :(old full )=

(error = O
verflow

)
no_error_if_possible :(not old full )=

(error = 0 )
not_em

pty_if_no_error :(error = 0 )im
pliesnot em

pty
added_to_top_if_no_error :(error = 0 )im

plies item
 = x

one_m
ore_item

_if_no_error :(error = 0 )im
plies count =

old count +
 1

end
rem

ove is
-- R

em
ove top elem

ent if possible; otherw
ise set error.

-- N
o precondition!

do
if em

pty then
error := U

nderflow
else

check representation /= Void end
representation

●rem
ove

error := 0
end

ensureerror_code_if_im
possible :(old em

pty )=
(error = U

nderflow
)

no_error_if_possible :(not old em
pty )=

(error = 0 )
not_full_if_no_error :(error = 0 )im

pliesnot full
one_fewer_item

_if_no_error :(error = 0 )im
plies count =

old count – 1
end
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feature {N
O

N
E }

-- Im
plem

entation
representation : STACK

2 [G
]

-- The unprotected stack used as im
plem

entation
capacity : IN

TEG
ER

-- The m
axim

um
 num

ber of stack elem
ents

end  -- class STAC
K

3
The operations of this class have no preconditions (or, m

ore accurately, have True
as their preconditions). For those that m

ay result in abnorm
al situations, the postcondition

has been refined to distinguish betw
een correct and erroneous processing. A

n operation
such as s

●rem
ove , w

here s  is a STAC
K

3 , w
ill set s

●error  to 0 or to U
nderflow

 (w
hich, from

the rules on unique values, is know
n to be strictly positive) and, in the latter case, do

nothing else. It is still the caller’s responsibility to check for s
●error  after the call. A

s
noted, a general-purpose m

odule such as STAC
K3  has no w

ay to decide w
hat to do in the

case of an erroneous popping attem
pt: produce an error m

essage, take corrective action…

Such filter m
odules serve to separate algorithm

ic techniques to deal w
ith norm

al
cases and techniques for handling errors. This is the distinction betw

een correctness and
robustness explained at the beginning of this book: w

riting a m
odule that perform

s
correctly in legal cases is one task; m

aking sure that other cases are also processed
decently is another. Both are necessary, but they should be handled separately. Failure to
do so is one of the principal reasons w

hy so m
any softw

are system
s are hopelessly

com
plex: any algorithm

 that does anything useful also takes care of checking that it is
applicable, and for good m

easure tries to handle the cases in w
hich it is not. Such softw

are
soon m

ushroom
s into a total m

ess.

A
 few

 technical com
m

ents apply to this exam
ple: 

•
A

n instance of STAC
K3  is not an array but a structure containing a reference

(representation ) to an instance of STAC
K

2 , itself containing a reference to an array.
These tw

o indirections, detrim
ental to efficiency, can be avoided through inheritance

as studied in later chapters.

•
The boolean operator or else  is sim

ilar to or  but ignores the second operand if it does
not affect the result and trying to evaluate it could cause trouble.

•
The check  instruction used in put  and rem

ove  serves to state that a certain assertion
is satisfied. It w

ill be studied later in this chapter.

Finally, you w
ill have noted the heaviness of STAC

K
3 , especially if you com

pare it
to the sim

plicity that STAC
K

2 achieves w
ith its precondition. STAC

K
3  is good evidence

that a tolerant style m
ay lead to uselessly com

plex softw
are. The dem

anding style, in
contrast, follow

s from
 the general spirit of D

esign by C
ontract. Trying to handle all

possible (and im
possible) cases is not necessarily the best w

ay to help your clients. If
instead you build classes that im

pose possibly strict but reasonable usage conditions, and
describe these conditions precisely as part of the official docum

entation for the class, you
actually m

ake life easier for the clients. This has been called the tough love  approach: you
can often serve your clients better by being m

ore restrictive.

See “A REVIEW
 O

F 
EXTERN

AL FAC-
TO

RS”, 1.2, page 4 .

O
n or else see “Non-

strict boolean opera-
tors”, page 454 .
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B
etter an efficient supplier that states its functionally justified lim

itations than a
overzealous one that tries to second-guess its clients, m

aking possibly inappropriate
decisions for abnorm

al cases, and sacrificing sim
plicity and efficiency.

For m
odules w

hose clients are other softw
are m

odules, the dem
anding approach is

usually the right one. A
 possible exception is the case of m

odules intended for clients
w

hose authors use a non-O
-O

 language and m
ay not have understood the basic concepts

of D
esign by C

ontract.

The tolerant approach rem
ains useful for softw

are elem
ents that deal not w

ith other
softw

are elem
ents but w

ith data com
ing from

 the outside w
orld, such as user input, or

sensor data. Then, as noted earlier, filter m
odules are often necessary to separate the

actual processing m
odules (the physicists in our m

etaphor) from
 those w

hich sim
ply

qualify data and reject anything that is not appropriate (the guards). This separation of
concerns is essential for m

aintaining the sim
plicity of softw

are elem
ents on both sides.

STAC
K

3  provides an idea of w
hat such m

odules m
ay

look like.

11.8  C
L

A
SS IN

V
A

R
IA

N
T

S

Preconditions and postconditions describe the properties of individual routines. There is
also a need for expressing global properties of the instances of a class, w

hich m
ust be

preserved by all routines. Such properties w
ill m

ake up the class invariant, capturing the
deeper sem

antic properties and integrity constraints characterizing a class.

D
efinition and exam

ple 

C
onsider again the earlier im

plem
entation of stacks by arrays, the one w

ithout the
protections (STAC

K
2 ):

class STACK
2 [G

] creation
m

ake 
feature…

 m
ake , em

pty , full , item
, put , rem

ove …
capacity : IN

TEG
ER

count : INTEG
ER

feature {N
O

N
E }

-- Im
plem

entation
representation : ARRAY [G

]
end

The attributes of the class —
 array representation  and integers capacity  and count

—
 constitute the stack representation. A

lthough routine preconditions and postconditions,
given earlier, express som

e of the sem
antic properties of stacks, they fail to express other

im
portant consistency properties linking the attributes. For exam

ple, count  should alw
ays

rem
ain betw

een 0 and capacity :

0
<= count ; count <= capacity

(im
plying also that capacity >= 0 ), and capacity  should be the array size:

“Assertions are not 
an input checking 
m

echanism
”, page 

346 .

Page 350 .
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capacity = representation
●capacity

A
 class invariant is such an assertion, expressing general consistency constraints that

apply to every class instance as a w
hole; this is different from

 preconditions and
postconditions, w

hich characterize individual routines. 

The above assertions involve only attributes. Invariants m
ay also express the

sem
antic relations betw

een functions, or betw
een functions and attributes. For exam

ple
the invariant for STAC

K
2  m

ay include the follow
ing property describing the connection

betw
een em

pty  and count :

em
pty =

(count = 0 )

In this exam
ple, the invariant assertion links an attribute and a function; it is not

particularly interesting as it m
erely repeats an assertion that appears in the postcondition

of the function (here em
pty ). M

ore useful assertions are those w
hich involve either only

attributes, as above, or m
ore than one function.

H
ere is another typical exam

ple. A
ssum

e —
 in line w

ith previous exam
ples dealing

w
ith the notion of bank account —

 that w
e have a class BAN

K
_AC

C
O

U
N

T  w
ith features

deposits_list ,w
ithdraw

als_list  and balance . Then the invariant for such a class could
include a clause of the form

:

consistent_balance : deposits_list
●total – w

ithdrawals_list
●total = balance

w
here the function total  gives the cum

ulated value of a list of operations (deposits or
w

ithdraw
als). This states the basic consistency condition betw

een the values accessible
through features deposits_list ,w

ithdraw
als_list  and balance .

Form
 and properties of class invariants 

Syntactically, a class invariant is an assertion, appearing in the invariant  clause of the
class, after the features and just before the end , as in 

class STAC
K

4 [G
] creation

…
 A

s in STAC
K

2 …
feature…

 A
s in STAC

K
2 …

invariant
count_non_negative : 0 <= count
count_bounded : count <= capacity
consistent_w

ith_array_size : capacity = representation
●capacity

em
pty_if_no_elem

ents : em
pty =

(count = 0 )
item

_at_top :(count > 0 )im
plies (representation

●item
 (count )= item

)
end

A
n invariant for a class C

 is a set of assertions that every instance of C
 w

ill satisfy at
all “stable” tim

es. Stable tim
es are those in w

hich the instance is in an observable state: 

This exam
ple was 

first discussed in
“U

niform
 Access”, 

page 55 .It w
ill serve 

again to illustrate 
persistence issues: 
“C

orrection”, page 
1045.

For the features of 
STACK2 see page 
350 .
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•
O

n instance creation, that is to say after execution of !! a or !! a
●m

ake (…
), w

here a
is of type C

.

•
B

efore and after every rem
ote call a

●r (…
) to a routine r of the class. 

The follow
ing figure, show

ing the life of an object, helps put the notions of invariant
and stable tim

e in place.

Life as an object, to tell the truth, is not that thrilling (in case you ever w
ondered).

A
t the beginning —

 left of the figure —
 you do not exist. Y

ou are begot by a creation
instruction !! a or !! a

●m
ake (…

), or a clone , and reach your first station in life. Then things
get quite boring: through som

e reference a , clients use you, one after the other, by
applying operations of the form

 a
●f (…

) w
here f is a feature of your generating class. A

nd
so on forever, or at least until execution term

inates.

The invariant is the characteristic property of the states represented by gray squares
in the figure —

 S1 etc. These are the “stable tim
es” m

entioned above: those at w
hich the

object is observable from
 the outside, in the sense that a client can apply a feature to it.

They include:

•
The state that results from

 the creation of an object (S1 in the figure).

•
The states im

m
ediately before and after a call of the form

 a
●som

e_routine (…
)

executed by a client.

H
ere the context is sequential com

putation, but the ideas w
ill transpose to concurrent

system
s in a later chapter.

!! a
●m

ake (…
)

S1S2S3S4

a
●f (…

)

a
●g

(…
)

a
●f (…

)

The life of an 
object

Chapter 30 covers 
concurrency ; see in 
particular “C

oncur-
rent accesses to an 
object”, page 982 .
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A
n invariant that varies

In spite of its nam
e, the invariant does not need to be satisfied at all tim

es, although in the
STAC

K4 exam
ple it does rem

ain true after the initial creation. In the m
ore general case, it

is perfectly acceptable for a procedure g
to begin by trying to w

ork tow
ards its goal —

 its
postcondition —

 and in the process to destroy the invariant (as in hum
an affairs, trying to

do som
ething useful m

ay disrupt the established order of things); then it spends the second
part of its execution scurrying to restore the invariant w

ithout losing too m
uch of w

hatever
ground has been gained. A

t som
e interm

ediate stages, such as the instant m
arked 

 in the
figure, the invariant w

ill not hold; this is fine as long as the procedure reestablishes the
invariant before term

inating its execution.

W
ho m

ust preserve the invariant?

Q
ualified calls, of the form

 a
●f (…

), executed on behalf of a client, are the only ones that
m

ust alw
ays start from

 a state satisfying the invariant and leave a state satisfying the
invariant; there is no such rule for unqualified calls of the form

 f
(…

), w
hich are not

directly executed by clients but only serve as auxiliary tools for carrying out the needs of
qualified calls. A

s a consequence, the obligation to m
aintain the invariant applies only to

the body of features that are exported either generally or selectively; a secret feature —
one that is available to no client —

 is not affected by the invariant.

From
 this discussion follow

s the rule that precisely defines w
hen an assertion is a

correct invariant for a class:

N
ote that in this rule: 

•
Every class is considered to have a creation procedure, defined as a null operation if
not explicitly specified. 

•
The state of an object is defined by all its fields (the values of the class attributes for
this particular instance). 

•
The precondition of a routine m

ay involve the initial state and the argum
ents. 

Invariant rule
A

n assertion I  is a correct class invariant for a class C
 if and only if it m

eets
the follow

ing tw
o conditions: 

E1
•Every creation procedure of C

, w
hen applied to argum

ents satisfying
its precondition in a state w

here the attributes have their default
values, yields a state satisfying I .

E2
•Every exported routine of the class, w

hen applied to argum
ents and a

state satisfying both I  and the routine’s precondition, yields a state
satisfying I .
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•
The postcondition m

ay only involve the final state, the initial state (through the old
notation) and, in the case of a function, the returned value, given by the predefined
entity Result .

•
The invariant m

ay only involve the state. 

A
ssertions m

ay use functions, but such functions are an indirect w
ay of referring to the

attributes —
 to the state.

A
 m

athem
atical statem

ent of the Invariant rule appears later in this chapter.

Y
ou can use the Invariant rule as a basis for answ

ering a question that com
es up in

light of earlier discussions: w
hat w

ould it m
ean if an invariant clause turned out to be

violated during system
 execution? W

e saw
 before that a precondition violation signals an

error (a “bug”) in the client, a postcondition violation an error in the supplier. The answ
er

w
ill be for invariants as for postconditions; you have all the elem

ents for deriving this
property by yourself.

T
he role of class invariants in softw

are engineering

Property E2 indicates that w
e m

ay consider the invariant as being im
plicitly added

(and ed) to both the precondition and postcondition of every exported routine. So in
principle the notion of invariant is superfluous: w

e could do w
ithout it by enriching the

preconditions and postconditions of all routines in the class.

Such a transform
ation is of course not desirable. It w

ould com
plicate the routine

texts; but m
ore im

portantly, w
e w

ould lose the deeper m
eaning of the invariant, w

hich
transcends individual routines and applies to the class as a w

hole. O
ne should in fact

consider that the invariant applies not only to the routines actually w
ritten in the class, but

also to any ones that m
ight be added later, thus serving as control over future evolution of

the class. This w
ill be reflected in the inheritance rules.

In the view
 of softw

are developm
ent introduced at the beginning of this book, w

e
accept that change is inevitable, and w

e try to control it. Som
e aspects of a softw

are
system

, and of its individual com
ponents —

 classes —
 m

ay be expected to change faster
than others. A

dding, rem
oving or changing features, in particular, is a frequent and norm

al
event. In this volatile process one w

ill w
ant to cling to properties that, although they m

ay
change too —

 for w
e can hardly guarantee that any aspect of a system

 w
ill rem

ain set for
eternity —

 w
ill change far less often. Invariants, because they capture the fundam

ental
sem

antic constraints applying to a class, play this role.

The STACK
2  exam

ple illustrates the basic ideas, but to appreciate the full pow
er of

the concept of invariant you should be on the lookout for further exam
ples of invariants in

the rest of this book. To m
e the notion of the invariant is one of the m

ost illum
inating

concepts that can be learned from
 the object-oriented m

ethod. O
nly w

hen I have derived
the invariant (for a class that I w

rite) or read and understood it (for som
eone else’s class)

do I feel that I know
 w

hat the class is about.

This is the topic of 
exercise E11.8, page 
410 . The reasoning 
for preconditions and 
postconditions was in 
“Assertions are not 
control structures”, 
page 347
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Invariants and contracting

Invariants have a clear interpretation in the contract m
etaphor. H

um
an contracts often

contain references to general clauses or regulations that apply to all contracts w
ithin a

certain category; think of a city’s zoning regulations, w
hich apply to all house-building

contracts. Invariants play a sim
ilar role for softw

are contracts: the invariant of a class
affects all the contracts betw

een a routine of the class and a client. 

Let us probe further. It w
as noted above that w

e m
ay consider the invariant as being

added to both the precondition and postcondition of every exported routine. Let body  be
the body of a routine (the set of instructions in its do  clause), pre  its precondition, post  its
postcondition and INV the class invariant. The correctness requirem

ent on the routine m
ay

be expressed, using the notation introduced earlier in this chapter, as:

{IN
V and pre } body {IN

V and post }

(A
s you w

ill rem
em

ber this m
eans: any execution of body , started in any state in w

hich
IN

V  and pre  both hold, w
ill term

inate in a state in w
hich both IN

V  and post  hold.)

For the supplier author —
 the person w

ho w
rites body —

 is the invariant good new
s

or bad new
s, that is to say, does it m

ake the job easier or harder?

The answ
er, as you w

ill have figured out from
 the earlier discussion, is: both.

R
em

em
ber our lazy job applicant, w

ho w
anted a strong  precondition and a w

eak
postcondition. H

ere adding IN
V  m

akes stronger or equal both the precondition and the
postcondition. (From

 the rules of logic, a
and b

alw
ays im

plies a , that is to say, is stronger
than or equal to a .) So, if you are in charge of im

plem
enting the body , the invariant:

•
M

akes your job easier: in addition to the official precondition pre , you m
ay

assum
e that the initial state satisfies IN

V , further restricting the set of cases that
you m

ust handle.

•
M

akes your job harder: in addition to your official postcondition post , you m
ust

ensure that the final state satisfies IN
V .

These observations are consistent w
ith the view

 of the invariant as a general
consistency condition that applies to the class as a w

hole, and hence to all of its routines.
A

s the author of such a routine, you have the benefit of being perm
itted to take this

condition for granted at the start of the routine; but you have the obligation to ensure that
the routine w

ill satisfy it again on term
ination —

 so that the next routine to be executed
on the sam

e object can in turn take it for granted.

The class BAN
K

_AC
CO

U
N

T m
entioned above, w

ith the invariant clause

deposits_list
●total – w

ithdraw
als_list

●total = balance

provides a good exam
ple. If you have to add a routine to the class, this clause gives you

the guarantee that the features deposits_list ,w
ithdraw

als_list  and balance  have consistent
values, so you do not need to check this property (and then, as w

e have seen, you m
ust not

check it). B
ut it also m

eans that you m
ust w

rite the routine so that, w
hatever else it does,

it w
ill leave the object in a state that again satisfies the property. So a procedure w

ithdraw
,

The notation w
as 

defined on page 335.
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used to record a w
ithdraw

al operation, should not just update withdraw
als_list : it m

ust
also, if balance  is an attribute, update the value of balance  to take the w

ithdraw
al into

account and restore the invariant, enabling any other routine called later on the sam
e object

to benefit from
 the sam

e original assum
ption that facilitated the w

ork of w
ithdraw

.

R
ather than an attribute, balance  could be a function, w

hose body com
putes and returns

the value of deposits_list
●total – w

ithdraw
als_list

●total ; in this case procedure w
ithdraw

does not need to do anything special to m
aintain the invariant. The ability to sw

itch at w
ill

betw
een the tw

o representations w
ithout affecting the client is an illustration of the

principle of U
niform

 A
ccess.

This exam
ple show

s the idea of class invariant as a transposition to softw
are of one

of the rules of polite behavior: that if you use a shared facility —
 say an office kitchen —

you should leave it for others, after each use, in the state in w
hich you w

ould like to find
it w

hen you start.

11.9  W
H

E
N

 IS A
 C

L
A

SS C
O

R
R

E
C

T
?

A
lthough w

e still have to see a few
 m

ore constructs involving assertions, it is useful to
take a brief pause and exam

ine som
e of the im

plications of w
hat w

e have learned about
preconditions, postconditions and invariants. This section does not introduce any new
constructs, but describes som

e of the theoretical background. Even on your first reading I
think you should get fam

iliar w
ith these ideas as they are central to a proper understanding

of the m
ethod, and w

ill be precious w
hen w

e try to figure out how
 to use inheritance w

ell.

T
he correctness of a class 

W
ith preconditions, postconditions and invariants, w

e can now
 define precisely w

hat it
m

eans for a class to be correct. 

The basis for the answ
er appeared at the beginning of this chapter: a class, like any

other softw
are elem

ent, is correct or incorrect not by itself but w
ith respect to a

specification. B
y introducing preconditions, postconditions and invariants w

e have given
ourselves a w

ay to include som
e of the specification in the class text itself. This provides

a basis against w
hich to assess correctness: the class is correct if and only if its

im
plem

entation, as given by the routine bodies, is consistent w
ith the preconditions,

postconditions and invariant. 

The notation {P } A {Q
}

introduced at the beginning of this chapter helps express this
precisely. R

em
em

ber that the m
eaning of such a correctness form

ula is: w
henever A  is

executed in a state satisfying P , the execution w
ill term

inate in a state satisfying Q
.

Let C
 be a class, IN

V  its class invariant. For any routine r  of the class, call prer (xr )
and

postr (xr ) its precondition and postcondition; xr  denotes the possible argum
ents of r ,

to w
hich both the precondition and the postcondition m

ay refer. (If the precondition or
postcondition is m

issing from
 the routine text, then prer  or postr  is just True .) C

all Bodyr
the body of routine r .

See “U
niform

 
Access”, page 55 .

If you prefer to skip 
the theory you should 
turn to “AN ASSER-
TIO

N INSTRU
C-

TIO
N”, 11.11, page 

379.
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Finally, let D
efaultC  be the assertion expressing that the attributes of C

 have the
default values of their types. For exam

ple D
efaultSTA

C
K

2 , referring to the earlier stack
class, is the assertion 

representation = Void
capacity = 0
count = 0

These notations perm
it a general definition of class correctness:

This rule —
 preview

ed inform
ally in the BANK

_AC
C

O
U

N
T exam

ple —
 is a

m
athem

atical statem
ent of the earlier inform

al diagram
 show

ing the lifecycle of a typical
object, w

hich is w
orth looking at again:

C
ondition C

1
m

eans that any creation procedure (such as m
ake  in the figure), w

hen
called w

ith its precondition satisfied, m
ust yield an initial state (S1 in the figure) that

satisfies the invariant and the procedure’s postcondition. C
ondition C

2
expresses that any

exported routine r (such as f  or g  in the figure), if called in a state (S1, S2 or S3) satisfying
both its precondition and the invariant, m

ust term
inate in a state that satisfies both its

postcondition and the invariant.

D
efinition: class correctness

A
 class is correct w

ith respect to its assertions if and only if: 

C
1

•For any valid set of argum
ents xp  to a creation procedure p :

{D
efaultC

and prep
(xp )} Bodyp

{postp
(xp )and IN

V }

C
2

•For every exported routine r  and any set of valid argum
ents xr :

{prer (xr )and IN
V } Bodyr

{postr (xr )and IN
V }

The life of an 
object

(This figure first 
appeared on page 
366 .)

!! a
●m

ake (…
)

S1S2S3S4

a
●f (…

)

a
●g

(…
)

a
●f (…

)
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If w
e focus on invariants, w

e m
ay look at the preceding definition of class correctness

as w
orking by induction on the set of instances of a class. R

ule C
1 is the base step of the

induction, stating that the invariant holds for all new
born objects —

 those w
hich directly

result from
 a creation instruction. R

ule C
2 is the induction step, through w

hich w
e

determ
ine that if a certain generation of instances satisfies the invariant, then the next

generation —
 the set of instances obtained by applying exported features to the m

em
bers

of the current generation —
 w

ill also satisfy it. Since by starting from
 new

born objects
and going from

 generation to generation through exported features w
e obtain all possible

instances of the class, the m
echanism

 enables us to determ
ine that all instances satisfy

the invariant.

Tw
o practical observations: 

•
If the class has no creation  clause, w

e m
ay consider that it has a single im

plicit
creation procedure nothing  w

ith an em
pty body. A

pplying rule C
1 to B

nothing then
m

eans that D
efaultC  m

ust im
ply IN

V : the default values m
ust satisfy the invariant. 

•
A

 requirem
ent of the form

 {P } A {Q
} does not com

m
it A  in any w

ay for cases in
w

hich P  is not initially satisfied. So the notation is in line w
ith the property discussed

in detail earlier in this chapter: the contract is not binding on the routine if the client
fails to observe its part of the deal. A

ccordingly, the definition of class correctness
leaves the routines of the class free to do as they please for any call that violates the
precondition or the invariant. 

W
hat has just been described is how

 to define  the correctness of a class. In practice,
w

e m
ay also w

ant to check  w
hether a given class is indeed correct. This issue w

ill be
discussed later in this chapter.

T
he role of creation procedures

The discussion of invariants yields a better understanding of the notion of creation procedure.

A
 class invariant expresses the set of properties that objects (instances of the class)

m
ust satisfy in w

hat has been called the stable m
om

ents of their lifetim
e. In particular,

these properties m
ust hold upon instance creation. 

The standard object allocation m
echanism

 initializes fields to the default values of the
corresponding attribute types; these values m

ay or m
ay not satisfy the invariant. If not, a

specific creation procedure is required; it should set the values of the attributes so as to
satisfy the invariant. So creation m

ay be seen as the operation that ensures that all instances
of a class start their lives in a correct m

ode —
 one in w

hich the invariant is satisfied. 

The first presentation of creation procedures introduced them
 as a w

ay to answ
er a

m
ore m

undane (and obvious) question: how
 do I override the default initialization rules if

they do not suit m
e for a particular class, or if I w

ant to provide m
y clients w

ith m
ore than

one initialization m
echanism

? B
ut w

ith the introduction of invariants and the theoretical
discussion sum

m
arized by rule C

1, w
e also see the m

ore profound role of creation
procedures: they are here to m

ake sure that any instance of the class, w
hen it starts its life,

already satisfies the fundam
ental rules of its caste —

 the class invariant.

See“CREATIO
N 

PRO
CED

U
RES”, 

8.4, page 236 , in par-
ticular “Rules on cre-
ation procedures”, 
page 238
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A
rrays revisited 

The library class ARRAY  w
as sketched in the previous chapter. O

nly now
, how

ever, are
w

e in a position to give its definition properly. The notion of array fundam
entally requires

preconditions, postconditions and an invariant.

H
ere is a better sketch w

ith assertions. Preconditions express the basic requirem
ent

on array access and m
odification: indices should be in the perm

itted range. The invariant
show

s the relation betw
een count ,

low
er  and upper ; it w

ould allow
 count to be

im
plem

ented as a function rather than an attribute.

indexing
description :"Sequences of values , all of the sam

e type or of a conform
ing one ,%

%
accessible through integer indices in a contiguous interval "

class ARRAY [G
]creation

m
ake

feature -- Initialization

m
ake (m

inindex , m
axindex : IN

TEG
ER )is

-- A
llocate array w

ith bounds m
inindex  and m

axindex
-- (em

pty if m
inindex >

m
axindex ).

requirem
eaningful_bounds : m

axindex >= m
inindex – 1

do

…
ensureexact_bounds_if_non_em

pty :(m
axindex >= m

inindex )im
plies

((low
er = m

inindex )and (upper = m
axindex ))

conventions_if_em
pty :(m

axindex < m
inindex )im

plies
((low

er = 1 )and (upper = 0 ))
end

feature
-- A

ccess

low
er , upper , count : IN

TEG
ER

-- M
inim

um
 and m

axim
um

 legal indices; array size.

infix
"@

",item
(i : IN

TEG
ER ): G

 is
-- Entry of index i

requireindex_not_too_sm
all : low

er <= i
index_not_too_large : i <= upper

do
…

end

See“ARRAYS”, 10.4,
page 325 .
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feature
-- Elem

ent change

put (v : G
; i : IN

TEG
ER )is

-- A
ssign v

to the entry of index i
requireindex_not_too_sm

all : low
er <= i

index_not_too_large : i <= upper
do

…
ensureelem

ent_replaced : item
 (i )= v

end

invariant
consistent_count : count = upper – low

er +
 1

non_negative_count : count >= 0 
end -- class ARRAY

The only part left blank is the im
plem

entation of routines item
 and put . B

ecause
efficient array m

anipulation w
ill require low

-level system
 access, the routines w

ill
actually be im

plem
ented using external  clauses, introduced in a later chapter.

11.10  T
H

E
 A

D
T
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O

N
N

E
C

T
IO

N

A
 class —

 you have heard this quite a few
 tim

es by now
 —

 is an im
plem

entation of an
abstract data type, w

hether form
ally specified or (as in m

any cases) just im
plicitly

understood. A
s noted at the beginning of this chapter, w

e m
ay view

 assertions as a w
ay to

re-introduce into the class the sem
antic properties of the underlying A

D
T. Let us perfect

our understanding of assertion concepts by clarifying the connection of assertions to the
com

ponents of an abstract data type specification.

N
ot just a collection of functions 

A
s studied in the A

D
T chapter, an abstract data type is m

ade of four elem
ents:

•
The nam

e of the type, possibly w
ith generic param

eters (TY
PES paragraph).

•
The list of functions w

ith their signatures (FU
N

C
TIO

N
S paragraph).

•
The axiom

s (A
X

IO
M

S paragraph) expressing properties of the functions’ results.

•
The restrictions on the functions’ applicability (PR

EC
O

N
D

ITIO
N

S paragraph)

Sim
ple-m

inded applications of abstract data types often overlook the last tw
o parts.

This rem
oves m

uch of the appeal of the approach, since preconditions and axiom
s express

the sem
antic properties of the functions. If you om

it them
 and sim

ply view
 “stack” as

encapsulating the (not specified further) operations put ,
rem

ove  etc., you retain the
benefits of inform

ation hiding, but that is all. The notion of stack becom
es an em

pty shell,

This section explores 
the im

plications of 
previous concepts .
Som

e readers m
ay 

prefer to skip to “AN 
ASSERTIO

N 
INSTRU

CTIO
N”, 

11.11, page 379
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w
ith no sem

antics other than suggested by the operation nam
es. (A

nd in the approach of
this book that is of little com

fort, since for reasons of structure, consistency and reusability
w

e deliberately choose general nam
es —

 put ,rem
ove ,item

…
 —

 rather than concrete,
type-specific nam

es such as push ,pop  and top .)

This risk transposes to program
m

ing in an O
-O

 language: the routines w
hich are

supposed to im
plem

ent the operations of the corresponding abstract data types could in
principle perform

 just about any operations. A
ssertions avert that risk by bringing the

sem
antics back in. 

C
lass features vs.A

D
T

 functions

To understand the relation betw
een assertions and A

D
Ts w

e need first to establish the
relation betw

een class features and their A
D

T counterparts —
 the A

D
T’s functions. A

n
earlier 

discussion 
introduced 

three 
categories 

of 
function: 

creators, 
queries 

and
com

m
ands. A

s you w
ill recall, the category of a function

f : A × B
×

…
→

 X

depended on w
here the A

D
T, say T , appeared am

ong the types A ,B ,…
X  involved in this

signature:

•
IfT  appears on the right only, f  is a creator; in the class it yields a creation procedure.

•
IfT  appears only on the left of the arrow

, f  is a query, providing access to properties
of instances of the class. The corresponding features are either attributes or functions
(collectively called queries, for classes as w

ell as A
D

Ts).

•
IfT  appears on both the left and the right, f  is a com

m
and function, w

hich yields a
new

 object from
 one or m

ore existing objects. O
ften f  w

ill be expressed, at the
im

plem
entation stage, by a procedure (also called a com

m
and) w

hich m
odifies an

object, rather than creating a new
 object as a function w

ould do.

E
xpressing the axiom

s 
From

 the correspondence betw
een A

D
T functions and class features w

e can deduce the
correspondence betw

een sem
antic A

D
T properties and class assertions: 

•
A

 precondition for one of the specification’s functions reappears as precondition
clauses for the corresponding routine. 

•
A

n axiom
 involving a com

m
and function, possibly w

ith one or m
ore query

functions, reappears as postcondition clauses of the corresponding procedure. 
•

A
xiom

s 
involving 

only 
query 

functions 
reappear 

as 
postconditions 

of 
the

corresponding functions or (especially if m
ore than one function is involved, or if at

least one of the queries is im
plem

ented as an attribute) as clauses of the invariant. 
•

A
xiom

s involving constructor functions reappear in the postcondition of the
corresponding creation procedure. 

A
t this point you should go back to the preconditions and axiom

s of the A
D

T STAC
K

and com
pare them

 w
ith the assertions of class STAC

K
4 (including those of STAC

K
2 ).

See “Function cate-
gories”, page 134 .

See “Attributes and 
routines”, page 173 .

Exercise E11.2, 
page 409 . The AD

T 
specification is on 
page 139 .
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T
he abstraction function

It is instructive to think of the preceding observations in term
s of the follow

ing figure,
inspired by the discussion in [H

oare 1972a], w
hich pictures the notion “C

is a correct
im

plem
entation of A ”.

A
is an abstract data type, and C

as a class im
plem

enting it. For an abstract function
af  of the A

D
T specification —

 of w
hich w

e assum
e for sim

plicity that it yields a result
also of type A

—
there w

ill be a concrete feature cf in the class.

The arrow
s labeled a  represent the abstraction

function  w
hich, for any instance of

the class, or “concrete object”, yields the abstract object (instance of the A
D

T) that it
represents. A

s w
ill be seen, this function is usually partial, and the inverse relation is

usually not a function.

The im
plem

entation is correct if (for all functions af applicable to abstract data types,
and their im

plem
entations cf ) the diagram

 is com
m

utative, that is to say: 

w
here;

is the com
position operator betw

een functions; in other w
ords, for any tw

o
functions f  and g ,f; g  is the function h  such that h

(x )= g (f (x )) for every applicable x .
(The com

position
f ;g  is also w

ritten g
°  f w

ith the order of the operands reversed.)

The property states that for every concrete object C
O

N
C

_1, it does not m
atter in

w
hich order you apply the transform

ation (abstract af  or concrete cf ) and the abstraction;
the tw

o paths, represented by dotted lines, lead to the sam
e abstract object A

B
ST_2. The

result is the sam
e w

hether you:

•
A

pply the concrete transform
ation cf , then abstract the result, yielding a

(cf (CO
N

C
_1)).

•
A

bstract first, then apply the abstract transform
ation af , yielding af (a

(CO
N

C
_1)).

C
lass-A

D
T

 C
onsistency property

(cf ;  a )=
(a

; af )

N
on-m

athem
atical 

readers m
ay skip this 

section

Transform
ations

on abstract and 
concrete objects

(See also the figure 
on page 229 .)

a
a

afcf
C

O
N

C
_1

A
B

ST_1

C
O

N
C

_2

A
B

ST_2

C
oncrete objects (instances of the class C

)

A
bstract objects (instances of the A

D
T A )
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Im
plem

entation invariants 

C
ertain assertions appear in invariants although they have no direct counterparts in the

abstract data type specifications. These assertions involve attributes, including som
e

secret attributes w
hich, by definition, w

ould be m
eaningless in the abstract data type. A

sim
ple exam

ple is the follow
ing properties appearing in the invariant of STAC

K
4 :

count_non_negative : 0 <= count
count_bounded : count <= capacity

Such 
assertions 

constitute 
the 

part 
of 

the 
class 

invariant 
know

n 
as 

the
im

plem
entation invariant . They serve to express the consistency of the representation

chosen in the class (here by attributes count ,capacity  and representation ) vis-à-vis the
corresponding abstract data type. 

The figure on the previous page helps understand the concept of im
plem

entation
invariant. 

It 
illustrates 

the 
characteristic 

properties of the 
abstraction function a

(represented by the vertical arrow
s), w

hich w
e should explore a little further.

First, is it correct to talk about a
as being the abstraction function , as suggested by

the upw
ards arrow

s representing a
in the preceding figure? R

ecall that a function (partial
or total) m

aps every source elem
ent to at m

ost one target elem
ent, as opposed to the m

ore
general case of a relation w

hich has no such restriction. If w
e go dow

nw
ards rather than

upw
ards in the figure and exam

ine the inverse of a , w
hich w

e m
ay call the representation

relation , w
e w

ill usually find it not to be a function, since there are in general m
any

possible representations of a given abstract object. In the array im
plem

entation that
represents every stack as a pair <representation , count >, an abstract stack has m

any
different representations, as illustrated by the figure on the facing page; they all have the
sam

e value for count  and for the entries of array representation  betw
een indices 1  and

count , but the size capacity of the array can be any value greater than or equal to count ,
and the array positions beyond index count  m

ay contain arbitrary values.

Since the class interface is restricted to the features directly deduced from
 the A

D
T’s

functions, clients have no w
ay of distinguishing betw

een the behaviors of several concrete
objects that all represent the sam

e abstract object (that is to say, all have the sam
e a  value).

N
ote in particular that procedure rem

ove in STAC
K

4 does its job sim
ply by executing

count := count – 1

w
ithout bothering to clear the previous top entry, now

 at index count +
 1 ; changing an

entry of index higher than count  m
odifies a concrete stack object C

S, but has no effect on
the associated abstract stack a

(C
S).

So the im
plem

entation relation is usually not a function. B
ut its inverse the

abstraction function a  (the upw
ards arrow

s in both figures) is indeed a function since every
concrete object represents at m

ost one abstract object. In the stack exam
ple, every valid

<representation , count > pair represents just one abstract stack (the stack w
ith count

elem
ents, given, from

 the bottom
 up, by the entries of representation  at indices 1

to count ). 

STACK
4 and its 

invariant appeared 
on page 365 .
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B
oth of the concrete stacks in this figure are im

plem
entations of the abstract stack

consisting of three elem
ents of values 342, –133 and 5 from

 the bottom
 up. That a  is a

function is a universal requirem
ent: if the sam

e concrete object could be interpreted as
im

plem
enting m

ore than one abstract object, the chosen representation w
ould be

am
biguous and hence inadequate. So it is proper that the arrow

 associated w
ith a  points

up in all the figures depicting connections betw
een abstract and concrete types. (The

discussion for inheritance w
ill suggest a sim

ilar convention.)

The abstraction function a  is usually a partial  function: not every possible concrete
object is a valid representation of an abstract object. In the exam

ple, not every
<representation , 

count > 
pair 

is 
a 

valid 
representation 

of 
an 

abstract 
stack; 

if
representation  is an array of capacity three and count  has value 4, they do not together
represent a stack. V

alid representations (m
em

bers of the dom
ain of the abstraction

function) are those pairs for w
hich count  has a value betw

een zero and the size of the array.
This property is the im

plem
entation invariant.

In m
athem

atical term
s, the im

plem
entation invariant is the characteristic function of

the dom
ain  of the abstraction function, that is to say, the property that defines w

hen that
function is applicable. (The characteristic function of a subset A

is the boolean property
that is true on A

and false elsew
here.)

The im
plem

entation invariant is the one part of the class’s assertions that has no
counterpart in the abstract data type specification. It relates not to the abstract data type,
but to its representation. It defines w

hen a candidate concrete object is indeed the
im

plem
entation of one (and then only one) abstract object.

342

–133

5

representation

count = 3

capacity = 6

1
342

–133

8870
45105

representation

count = capacity = 3

1
342

–133
5

count = 3
A

bstract
stack objectC

S1

C
S2

a
a

C
oncrete

stack objects

Sam
e abstract 

object , tw
o 

representations
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The uses of assertions seen so far —
 preconditions, postconditions and class invariants —

are central com
ponents of the m

ethod. They establish the connection betw
een object-

oriented softw
are construction and the underlying theory (abstract data types). C

lass
invariants, in particular, cannot be understood, or even discussed, in a non-O

-O
 approach.

Som
e other uses of assertions, although less specific to the m

ethod, are also precious
in a system

atic softw
are developm

ent process and should be part of our notation. They
include the check  instruction, as w

ell as loop correctness constructs (loop invariant and
variant) w

hich w
ill be review

ed in the next section.

The check  instruction serves to express the softw
are w

riter’s conviction that a
certain property w

ill be satisfied at certain stages of the com
putation. Syntactically, the

construct is an instruction, w
ritten under the form

checkassertion_clause1
assertion_clause2
…assertion_clausen

end
Including this instruction in the text of a routine is a w

ay to state that:
“W

henever control reaches this instruction at execution tim
e , the assertion

show
n (as given by its assertion clauses ) w

ill hold .”

This is a w
ay to reassure yourself that certain properties are satisfied, and (even m

ore
im

portantly) to m
ake explicit for future readers of your softw

are the hypotheses on w
hich

you have been relying. W
riting softw

are requires m
aking frequent assum

ptions about
properties of the objects of your system

; as a trivial but typical exam
ple, any function call

of the form
 sqrt (x ), w

here sqrt  is a routine requiring a non-negative argum
ent, relies on

the assum
ption that x  is positive or zero. This assum

ption m
ay be im

m
ediately obvious

from
 the context, for exam

ple if the call is part of a conditional instruction of the form

ifx
>= 0 then

y
:= sqrt (x )end

but the justification m
ay also be m

ore indirect, based for exam
ple on an earlier instruction

that com
puted x

as the sum
 of tw

o squares:

x
:= a ^2 +

 b^2

The check  instruction m
akes it possible to express such an assum

ption if it is not
im

m
ediately obvious from

 the context, as in
x

:= a ^2 +
 b^2

…
 O

ther instructions …
check 

x
>= 0-- B

ecause x  w
as com

puted above as a sum
 of squares.

end
y

:= sqrt (x )
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N
o if…

then
…

protects the call to sqrt  in this exam
ple; the check  indicates that the

call is correct. It is good practice to include, as here, a com
m

ent stating the reason invoked
to support the assum

ption (“-- B
ecause x…

”). The extra tw
o steps of indentation for the

instruction are also part of the recom
m

ended style; they suggest that the instruction is not
m

eant, in norm
al circum

stances, to affect the algorithm
ic progression of the routine.

This exam
ple is typical of w

hat is probably the m
ost useful application of the check

instruction: adding such an instruction just before a call to a routine that has a certain
precondition (here w

e m
ay assum

e that sqrt has a precondition requiring its argum
ent to

be non-negative), w
hen you are convinced that the call satisfies the precondition but this

is not im
m

ediately obvious from
 the context. A

s another exam
ple assum

e s  is a stack and
you include in your code a call 

s
●rem

ove
at a position w

here you are certain that s  is not em
pty, for exam

ple because the call has
been preceded by n  “put ” and m

 “rem
ove ” instructions w

ith n
> m

. Then there is no need
to protect the call by an ifnot s

●em
pty then…

; but if the reason for the correctness of the
call is not im

m
ediately obvious from

 the context, you m
ay w

ant to rem
ind the reader that

the om
ission of any protection w

as a conscious decision, not an oversight. Y
ou can

achieve this by adding before the call the instruction

check
not s

●em
pty end

A
 variant of this case occurs w

hen you w
rite a call of the form

 x
●f w

ith the certainty
that x  is not void, so that you do not need to enclose this call in a conditional instruction if
x

/= Void then …
, but the non-vacuity argum

ent is not obvious from
 the context. W

e
encountered this in the procedures put  and rem

ove of our “protected stack” class STAC
K

3 .
The body of put  used a call to the corresponding procedure in STAC

K
2 , as follow

s:

iffull  then
error := O

verflow
else

check representation /= Void end
representation

●put (x ); error := 0
end

H
ere a reader m

ight think the call representation
●put (x ) in the else  potentially

unsafe since it is not preceded by a test for representation /= Void . B
ut if you exam

ine the
class text you w

ill realize that if full  is false then capacity  m
ust be positive and hence

representation  cannot be void. This is an im
portant and not quite trivial property, w

hich
should be part of the im

plem
entation invariant of the class. In fact, w

ith a fully stated
im

plem
entation invariant, w

e should rew
rite the check  instruction as:

check representation_exists : representation /= Void
-- B

ecause of clause representation_exists_if_not_full  of the
-- im

plem
entation invariant.

end

This is from
 the body 

of put on page 362 .

Exercise E11.5, page 
410 , asks you for the 
im

plem
entation 

invariant of 
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In ordinary approaches to softw
are construction, although calls and other operations

often (as in the various preceding exam
ples) rely for their correctness on various

assum
ptions, these assum

ptions rem
ain largely im

plicit. The developer w
ill convince

him
self that a certain property alw

ays holds at a certain point, and w
ill put this analysis to

good use in w
riting the softw

are text; but after a w
hile all that survives is the text; the

rationale is gone. Som
eone —

 even the original author, a few
 m

onths later —
 w

ho needs
to understand the softw

are, perhaps to m
odify it, w

ill not have access to the assum
ption

and w
ill have to figure out from

 scratch w
hat in the w

orld the author m
ay have had in

m
ind. The check  instruction helps avoid this problem

 by encouraging you to docum
ent

your non-trivial assum
ptions.

A
s w

ith the other assertion m
echanism

s of this chapter, the benefit goes beyond helping
you get things right  in the first place, to helping you find that you got them

 w
rong . Y

ou
can, using a com

pilation option, turn the check  into a true executable instruction, w
hich

w
ill do nothing if all its assertion clauses are true, but w

ill produce an exception and stop
execution if any of them

 is false. So if one of your assum
ptions w

as actually not justified
you should find out quickly. The m

echanism
s for enabling check -checking w

ill be
review

ed shortly.

11.12  L
O

O
P IN

V
A

R
IA

N
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S A
N

D
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A
R
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N

T
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O
ur last assertion constructs help us get loops right. They nicely com

plem
ent the

m
echanism

s seen so far, but are not really specific to the object-oriented m
ethod, so it is

all right to skip this section on first reading.

L
oop trouble

The ability to repeat a certain com
putation an arbitrary num

ber of tim
es w

ithout
succum

bing to exhaustion, indeed w
ithout experiencing any degradation w

hatsoever, is
the principal difference betw

een the com
putational abilities of com

puters and those of
hum

ans. This is w
hy loops are so im

portant; just im
agine w

hat you could do in a language
that only has the other tw

o principal control structures, sequencing and conditional
instructions, but no loops (and no support for recursive routine calls, the other basic
m

echanism
 perm

itting iterative com
putations).

B
ut w

ith pow
er com

es risk. Loops are notoriously hard to get right. Typical trouble
includes:

•
“O

ff-by-one” errors (perform
ing one iteration too m

any or too few
).

•
Im

proper handling of borderline cases such as em
pty structures: for exam

ple a loop
m

ay w
ork properly on a large array, but fail w

hen the array has zero or one elem
ent.

•
Failure to term

inate (“infinite looping”) in som
e cases.

B
inary search —

 a staple of C
om

puting Science 101 courses —
 is a good illustration

of how
 tricky loops can be even w

hen they appear trivial. C
onsider an array t  of integers

assum
ed to be in increasing order and indexed from

 1 to n ; binary search is a w
ay to decide

w
hether a certain integer value x  appears in the array: if the array has no elem

ents, the

If skipping, go to 
“U

SING
 ASSER-

TIO
N

S”, 11.13, page 
390 .

See exercise E11.7, 
page 410 .
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answ
er is no; if the array has one elem

ent, the answ
er is yes if and only if that elem

ent has
value x ; otherw

ise com
pare x

to the elem
ent at the array’s m

iddle position, and repeat on
the low

er or higher half depending on w
hether that elem

ent is greater or lesser than x . The
four loop algorithm

s below
 all attem

pt to im
plem

ent this sim
ple idea; unfortunately all are

w
rong, as you are invited to check by yourself by finding, for each of them

, a case in w
hich

it w
ill not w

ork properly.

R
ecall that t @

 m
 denotes the elem

ent at index i  in array t . The // operator denotes integer
division, for exam

ple 7
// 2 and 6

//2
have value 3 . The loop syntax is explained next but

should be self-explanatory; the from
 clause introduces the loop initialization.

B
S1

from
i := 1 ; j := n

until i = j loop
m

:=
(i +

 j )// 2 
if t @

 m
 <= x

then
i := m

 
else j := m
end

end
Result :=

(x
= t @

 i )

B
S2

from
i := 1 ; j := n ; found :=

false
until i = j and not found loop

m
:=

(i +
 j )// 2 

if t @
 m

 < x then
i := m

 +
 1

elseif t @
 m

 = x then
found :=

true
else

 j := m
 – 1

end
end
Result := found

B
S3

from
i := 0 ; j := n
until i = j loop

m
:=

(i +
 j +

 1 )// 2 
if t @

 m
 <= x then

i := m
 +

 1
else

j := m
end

end
if i >= 1 and i <= n then

Result :=
(x

= t @
 i )

else
Result :=

false
end

B
S4

from
i := 0 ; j := n +

 1
until i = j loop

m
:=

(i +
 j )// 2 

if t @
 m

 <= x then
i := m

 +
 1

else j := m
end

end
if i >= 1 and i <= n then

Result :=
(x

= t @
 i )

else
Result :=

false
end

F
our (wrong )

attem
pts at 

binary search .
F

rom
 [M

 1990]
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G
etting loops right

The judicious use of assertions can help avoid such problem
s. A

 loop m
ay have an

associated assertion, the
loop invariant  (not to be confused w

ith the class invariant for the
enclosing class); it m

ay also have a loop variant , not an assertion but an integer
expression. The invariant and variant w

ill help us guarantee that a loop is correct.

To understand these notions it is necessary to realize that a loop is alw
ays a w

ay to
com

pute a certain result by successive approxim
ations .

Take the trivial exam
ple of com

puting the m
axim

um
 value of an array of integers

using the obvious algorithm
:

m
axarray (t : ARRAY [IN

TEG
ER ]):IN

TEG
ER is

-- The highest of the values in the entries of t

requiret
●capacity >= 1

locali : IN
TEG

ER

do

from

i := t
●lower

Result := t @
 low

er

until i = t
●upper loop

i := i +
 1

Result := Result
●m

ax (t @
 i )

end

end

W
e initialize i

to the array’s low
er bound i

:= t
●low

er  and the entity Result
representing the future result to the value of the associated entry t @

 low
er . (W

e know
 that

this entry exists thanks to the routine’s precondition, w
hich states that the array has at least

one elem
ent.) Then w

e iterate until i has reached the upper bound, at each stage increasing
i  by one and replacing Result by the value of t @

 i , the elem
ent at index i , if higher than

the previous value of Result . (W
e rely on a m

ax  function for integers: a
●m

ax (b ), for tw
o

integers a  and b , is the m
axim

um
 of their values.)



§11.12
LO

O
P IN

V
A

R
IA

N
TS A

N
D

 V
A

R
IA

N
TS

383

This com
putation w

orks by successive approxim
ations. W

e approach the array by its
successive slices: [low

er ,low
er ], [low

er ,low
er+

1 ], [lower ,low
er+

2 ] and so on up to the
full approxim

ation [low
er ,upper ].

The invariant property is that at each stage through the loop Result  is the m
axim

um
of the current approxim

ation of the array. This is true after the initialization, since the
instructions in the from

 clause ensure that Result  is the m
axim

um
 of the first

approxim
ation, the trivial slice [low

er ,low
er ] consisting of just one elem

ent. Then on each
iteration w

e extend the slice by one elem
ent —

 im
proving our approxim

ation of the array
—

 and m
ake sure to m

aintain the invariant by updating Result  if the new
 value is higher

than the previous m
axim

um
. A

t the end, the approxim
ation covers the entire array, and

since w
e have m

aintained invariant the property that Result  is the m
axim

um
 of the current

approxim
ation w

e know
 that it now

 is the m
axim

um
 of the array as a w

hole.

Ingredients for a provably correct loop

The sim
ple exam

ple of com
puting an array’s m

axim
um

 illustrates the general schem
e of

loop com
putation, w

hich applies to the follow
ing standard situation. Y

ou have determ
ined

that the solution to a certain problem
 is an elem

ent belonging to an n -dim
ensional surface

PO
ST : to solve the problem

 is to find an elem
ent of PO

ST . In som
e cases PO

ST has just
one elem

ent —
 the  solution —

 but in general there m
ay be m

ore than one acceptable
solution. Loops are useful w

hen you have no w
ay of shooting straight at PO

ST  but you see
an indirect strategy: aim

ing first into an m
-dim

ensional surface IN
V that includes PO

ST  (for
m

> n ); then approaching PO
ST , iteration by iteration, w

ithout ever leaving IN
V . The

follow
ing figure illustrates this process.

A
pproxim

ating 
an array by 
successive slices

low
er

upper

A
rray slice

A
rray elem

ent
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A
 loop com

putation has the follow
ing ingredients:

•
A

 goal post , the postcondition, defined as a property that any satisfactory end state
of the com

putation m
ust satisfy. Exam

ple: “Result  is the m
axim

um
 value in the

array”. The goal is represented in the figure by the set of states PO
ST satisfying post .

•
A

n invariant property inv , w
hich is a generalization of the goal, that is to say includes

the goal as a special case. Exam
ple: “Result  is the m

axim
um

 value in a non-em
pty

array slice beginning at the low
er bound”. The invariant is represented in the figure

by the set of states IN
V  satisfying inv .

•
A

n initial point init  w
hich is know

n to be in IN
V , that is to say to satisfy the invariant.

Exam
ple: the state in w

hich the value of i is the array’s low
er bound and the value

of Result  is that of the array elem
ent at that index, satisfying the invariant since the

m
axim

um
 of a one-elem

ent slice is the value of the elem
ent.

•
A

 transform
ation body  w

hich, starting from
 a point in IN

V  but not in PO
ST , yields a

point closer to PO
ST and still in INV . In the exam

ple this transform
ation extends the

array slice by one elem
ent, and replaces Result  by the value of that elem

ent if higher
than the previous Result . The loop body in function m

axarray  is an im
plem

entation
of that transform

ation.

•
A

n upper bound on the num
ber of applications of body  necessary to bring a point in

IN
V  to PO

ST . This w
ill be the variant, as explained next.

C
om

putations by successive approxim
ations are a m

ainstay of num
erical analysis,

but the idea applies m
ore broadly. A

n im
portant difference is that in pure m

athem
atics w

e
accept that a series of approxim

ations m
ay have a lim

it even though it cannot reach it
through a finite num

ber of approxim
ations: the sequence 1 ,1 /2 ,1 /3 ,1 /4 ,…

,1 /n ,…
 has

INV

PO
ST

init

bodybody

bodybody

body
body

A
 loop 

com
putation 

(from
 [M

 1990])
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lim
it 0 but no elem

ent of the sequence has value zero. In com
puting, w

e w
ant to see the

results on our screen during our lifetim
e, so w

e insist that all approxim
ation sequences

reach their goal after a finite num
ber of iterations.

C
om

puter im
plem

entations of num
erical algorithm

s also require finite convergence: even
w

hen the m
athem

atical algorithm
 w

ould only converge at infinity, w
e cut off the

approxim
ation process w

hen w
e feel that w

e are close enough.

The practical w
ay to guarantee term

ination of a loop process is to associate w
ith the

loop an integer quantity, the loop variant, w
hich enjoys the follow

ing properties:

•
The variant is alw

ays non-negative.

•
A

ny execution of the loop body (the transform
ation called body  in the figure)

decreases the variant.

Since a non-negative integer quantity cannot decrease forever, your ability to exhibit
such a variant for one of your loops guarantees that the loop w

ill alw
ays term

inate.The
variant is an upper bound, for each point in the sequence, of the m

axim
um

 num
ber of

applications of body  that w
ill land the point in PO

ST . In the array m
axim

um
 com

putation,
a variant is easy to find: t

●upper – i . This satisfies both conditions:

•
B

ecause the routine precondition requires t
●capacity  to be positive (that is to say, the

routine is only applicable to non-em
pty arrays) and the invariant of class ARRAY

indicates that capacity = upper – low
er +

 1 , the property i <= t
●upper  (part of the

loop’s invariant) w
ill alw

ays be satisfied w
hen i is initialized to t

●low
er .

•
A

ny execution of the loop body perform
s the instruction i := i +

 1 , reducing the
variant by one.

In this exam
ple the loop is sim

ply an iteration over a sequence of integer values in a
finite interval, know

n in com
m

on program
m

ing languages as a “for loop” or a “D
O

 loop”;
term

ination is not difficult to prove, although one m
ust alw

ays check the details (here, for
exam

ple, 
that 

i  
alw

ays starts 
no 

greater 
than 

t
●upper  because 

of 
the 

routine’s
precondition). For m

ore sophisticated loops, the num
ber of iterations is not that easy to

determ
ine in advance, so ascertaining term

ination is m
ore of a challenge; the only

universal technique is to find a variant.

O
ne m

ore notion is needed to transform
 the schem

e just outlined into a softw
are text

describing a loop: w
e need a sim

ple w
ay of determ

ining w
hether a certain iteration has

reached the goal (the postcondition) post . B
ecause the iteration is constrained to rem

ain
w

ithin IN
V , and PO

ST  is part of IN
V , it is usually possible to find a condition exit  such that

an elem
ent of INV  belongs to PO

ST  if and only if it satisfies exit . In other w
ords, the

postcondition post  and the invariant inv  are related by
post = inv and exit

so that w
e can stop the loop —

 w
hose interm

ediate states, by construction, alw
ays satisfy

inv  —
 as soon as exit  is satisfied. In the m

axarray exam
ple, the obvious exit  condition is

i =
t

●upper : if this property is true together w
ith the invariant, w

hich states that Result  is
the m

axim
um

 value in the array slice [t
●low

er ,i ], then Result  is the m
axim

um
 value in the

array slice [t
●low

er ,t
●upper ], hence in the entire array —

 the desired postcondition.

The invariant of class
ARRAY

appeared on 
page 374 .
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L
oop syntax

The syntax for loops follow
s directly from

 the preceding rationale. It w
ill include the

elem
ents listed as necessary:

•
A

 loop invariant inv  —
 an assertion.

•
A

n exit condition exit , w
hose conjunction w

ith inv  achieves the desired goal.

•
A

 variant var —
 an integer expression.

•
A

 set of initialization instructions init , w
hich alw

ays produces a state that satisfies
inv  and m

akes var  non-negative.

•
A

 set of body instructions body w
hich, w

hen started in a state w
here inv  holds and

var  is non-negative, preserves the invariant and decreases the variant w
hile keeping

it non-negative (so that the resulting state still satisfies inv and has for var  a value
that is less than before but has not gone below

 zero).

The loop syntax com
bining these ingredients is straightforw

ard:

from
init

invariant
inv

variantvar
untilexit
loop

body
end

The invariant  and variant  clauses are optional. The from
 clause is required (but the

init instructions m
ay be em

pty). The effect of this instruction is to execute the init
instructions and then, zero or m

ore tim
es, the body  instructions; the latter are executed

only as long as exit is false.

In Pascal, C
 etc. the loop w

ould be a “w
hile” loop, since the loop body is executed

zero or m
ore tim

es, unlike the “repeat
…

until ” loop for w
hich the body is alw

ays
executed at least once. H

ere the test is an exit condition, not a continuation condition, and
the loop syntax includes room

 for initialization. So the equivalent in Pascal of from
 init

until exit loop body end is

init ;
w

hile
not exit do body

W
arning : this is Pas-

cal , not the O
-O

 nota-
tion .
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W
ith a variant and an invariant the loop for m

axarray  appears as

from
i := t

●low
er ; Result := t @

 low
er

invariant
--Result  is the m

axim
um

 of the elem
ents of t  at indices t

●low
er  to i .

variantt
●low

er – i
untili = t

●upper
loop

i := i +
 1

Result := Result
●m

ax (t @
 i )

end

N
ote that the invariant is expressed inform

ally as a com
m

ent; the discussion section
of this chapter w

ill explain this lim
itation of the assertion language.

H
ere is another exam

ple, first show
n w

ithout variant or invariant. The purpose of the
follow

ing function is to com
pute the greatest com

m
on divisor (gcd) of tw

o positive
integers a  and b  w

ith Euclid’s algorithm
:

gcd (a , b : IN
TEG

ER ): IN
TEG

ER is
-- G

reatest com
m

on divisor of a  and b
requirea

> 0 ; b > 0
localx , y : INTEG

ER
do

from
x

:= a ; y := b
untilx

= y
loop

if x > y then x := x – y else y := y – x end
end
Result := x

ensure--Result  is the greatest com
m

on divisor of a  and b
end

H
ow

 do w
e know

 that function gcd  ensures its postcondition —
 that it indeed

com
putes the greatest com

m
on divisor of a  and b ? O

ne w
ay to check this is to note that

the follow
ing property is true after loop initialization and preserved by every iteration: 

“The expressive 
pow

er of assertions”,
page 400 .
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x
> 0 ; y > 0

-- The pair<x , y >
has the sam

e greatest com
m

on divisor as the pair <a , b >

This w
ill serve as our loop invariant inv . C

learly, IN
V  is satisfied after execution of

the from
 clause. A

lso, if inv is satisfied before an execution of the loop body 

if x > y then x := x – y else y := y – x end

under the loop continuation condition x
/= y , then inv w

ill still be satisfied after execution
of this instruction; this is because replacing the greater of tw

o positive non-equal num
bers

by their difference leaves them
 positive and does not change their gcd. 

W
e have show

n inv to be satisfied before the first iteration and preserved by every
iteration. It follow

s that on loop exit, w
hen x

= y  becom
es true, inv still holds; that is to say:

x
= y and

“The pair<x , y >
has the sam

e greatest com
m

on divisor as the pair <a , b >”

w
hich im

plies that the gcd is x  because of the m
athem

atical property that the gcd of any
integer x  and itself is x .

H
ow

 do w
e know

 that the loop w
ill alw

ays term
inate? W

e need a variant. If x  is
greater than y , the loop body replaces x

by x – y ; if y
is greater than x , it replaces y

by y –
x . W

e cannot choose x  as a variant, because w
e cannot be sure that an arbitrary loop

iteration w
ill decrease x ; nor can w

e be sure that it w
ill decrease y , so y  is also not an

appropriate variant. B
ut w

e can be sure that it w
ill decrease either x  or y , and hence their

m
axim

um
 x

●m
ax (y ); this m

axim
um

 w
ill never becom

e negative, so it provides the sought
variant. W

e m
ay now

 w
rite the loop w

ith all its clauses: 

from
x

:= a ; y := b
invariant

x
> 0 ; y > 0

-- The pair <x , y > has the sam
e greatest com

m
on divisor as the pair <a , b >

variantx
●m

ax (y )
untilx

= y
loop

if x > y then x
:= x – y else y := y – x end

end

A
s noted, the invariant  and variant  clauses in loops are optional. W

hen present,
they help clarify the purpose of a loop and check its correctness. A

ny non-trivial loop m
ay

be characterized by an interesting invariant and variant; m
any of the exam

ples in
subsequent chapters include variants and invariants, providing insights into the underlying
algorithm

s and their correctness. 
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W
e have now

 seen all the constructs involving assertions and should review
 all the

benefits that w
e can derive from

 them
. There are four m

ain applications: 
•

H
elp in w

riting correct softw
are. 

•
D

ocum
entation aid. 

•
Support for testing, debugging and quality assurance. 

•
Support for softw

are fault tolerance. 
O

nly the last tw
o assum

e the ability to m
onitor assertions at run tim

e.

A
ssertions as a tool for w

riting correct softw
are 

The first use is purely m
ethodological and perhaps the m

ost im
portant. It has been

explored in detail in the preceding sections: spelling out the exact requirem
ents on each

routine, and the global properties of classes and loops, helps developers produce softw
are

that is correct the first tim
e around, as opposed to the m

ore com
m

on approach of trying to
debug softw

are into correctness. The benefits of precise specifications and a system
atic

approach to program
 construction cannot be overem

phasized. Throughout this book,
w

henever w
e encounter a program

 elem
ent, w

e shall seek to express as precisely as
possible the form

al properties of that elem
ent. 

The key idea runs through this chapter: the principle of D
esign by C

ontract . To use
features from

 a certain m
odule is to contract out for services. G

ood contracts are those
w

hich exactly specify the rights and obligations of each party, and the lim
its  to these rights

and obligations. In softw
are design, w

here correctness and robustness are so im
portant, w

e
need to spell out the term

s of the contracts as a prerequisite to enforcing them
. A

ssertions
provide the m

eans to state precisely w
hat is expected from

 and guaranteed to each side in
these arrangem

ents. 

U
sing assertions for docum

entation: the short form
 of a class

The second use is essential in the production of reusable softw
are elem

ents and, m
ore

generally, 
in 

organizing 
the 

interfaces 
of 

m
odules 

in 
large 

softw
are 

system
s.

Preconditions, postconditions and class invariants provide potential clients of a m
odule

w
ith basic inform

ation about the services offered by the m
odule, expressed in a concise

and precise form
. N

o am
ount of verbose docum

entation can replace a set of carefully
expressed assertions, appearing in the softw

are itself .
To learn how

 a particular project ignored this rule and lost an entire space m
ission at a

cost of $500 m
illion, see the very last section of this chapter.

The autom
atic docum

entation tool short uses assertions as an im
portant com

ponent
in extracting from

 a class the inform
ation that is relevant to potential clients. The short

form
 of a class is a high-level view

 of the class. It only includes the inform
ation that is

useful to authors of client classes; so it does not show
 anything about secret features and,

for public features, it does not show
 the im

plem
entation (the do  clauses). B

ut the short
form

 does retain the assertions, w
hich provide essential docum

entation by stating the
contracts that the class offers to its clients. 

“PO
STSCRIPT: 

TH
E ARIANE 5 

C
RASH

”, page 411.

C
hapter 23 discusses

shortin detail .
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H
ere is the short form

 of class STAC
K4 :

indexing
description :"Stacks : D

ispenser structures with a Last-In , First-O
ut%

%
access policy , and a fixed m

axim
um

 capacity "

class interface STAC
K

4 [G
]creation

m
ake

feature -- Initialization

m
ake (n : IN

TEG
ER )is

-- A
llocate stack for a m

axim
um

 of n  elem
ents

requirenon_negative_capacity : n >= 0
ensurecapacity_set : capacity = n
end

feature -- A
ccess

capacity : IN
TEG

ER

-- M
axim

um
 num

ber of stack elem
ents

count : IN
TEG

ER

-- N
um

ber of stack elem
ents

item
: G

 is
-- Top elem

ent
requirenot_em

pty :not em
pty  -- i.e. count > 0

end

feature  -- Status report

em
pty : BO

O
LEAN

 is
-- Is stack em

pty?
ensureem

pty_definition : Result =
(count = 0 )

end

full : BO
O

LEAN
 is

-- Is stack full?
ensurefull_definition : Result =

(count = capacity )
end

STACK
4 appeared 

on page 365 , based 
on STAC

K2 from
 

page 350 .
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feature -- Elem
ent change

put (x : G
)is-- A

dd x  on top
requirenot_full :not full
ensurenot_em

pty :not em
pty

added_to_top : item
 = x

one_m
ore_item

: count =
old count +

 1
end

rem
ove is

-- R
em

ove top elem
ent

requirenot_em
pty :not em

pty -- i.e. count > 0 
ensurenot_full :not full

one_few
er : count =

old count – 1
end

invariant
count_non_negative : 0 <= count
count_bounded : count <= capacity
em

pty_if_no_elem
ents : em

pty =
(count = 0 )

end
-- class interface STAC

K
4

This short form
 is not a syntactically valid class text (hence the use of class interface

rather than the usual class  to avoid any confusion), although it is easy to turn it into a valid
deferred  class, a notion to be seen in detail in our study of inheritance.

In the ISE environm
ent, you obtain the short form

 of a class by clicking on the
corresponding button in a C

lass Tool displaying a class; you can generate plain text, as
w

ell as versions form
ated for a w

hole host of form
ats such as H

TM
L (for W

eb brow
sing),

R
T

F (M
icrosoft’s R

ich Text Form
at), Fram

eM
aker’s M

M
L, TE X

, troff and others. Y
ou

can also define your ow
n form

at, for exam
ple if you are using som

e text processing tool
w

ith its specific conventions for specifying fonts and layout.

If you com
pare the short form

’s assertions to those of the class, you w
ill notice that all

the clauses involving representation  have disappeared, since that attribute is not exported.

The short form
 of docum

entation is particularly interesting for several reasons:

•
The docum

entation is at a higher level of abstraction than w
hat it describes, an

essential requirem
ent for 

quality 
docum

entation. 
The 

actual 
im

plem
entation,

describing the how
, has been rem

oved, but the assertions, explaining the w
hat (or in

som
e cases the w

hy ) are still there. N
ote that the header com

m
ents of routines, w

hich
com

plem
ent assertions by giving a less form

al explanation of each routine’s
purpose, are retained, as w

ell as the description entry of the indexing  clause.

See chapter 36about
the environm

ent .
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A
 direct consequence of the Self-D

ocum
entation principle studied in our review

 of
m

odularity concepts, the short form
 treats docum

entation not as a separate product
but as inform

ation contained in the softw
are itself. This m

eans that there is only one
product to m

aintain, a requirem
ent that runs through this book. There is also, as a

result, a m
uch better chance that the docum

entation w
ill be correct, since by having

everything at the sam
e place you decrease the risk of forgetting to update the

docum
entation after a change to the softw

are, or conversely.

•
The short form

 can be extracted from
 the class by autom

atic tools. So the
docum

entation is not som
ething that you have to w

rite; instead it is som
ething that

you ask “the com
puter” to produce, at the click of a m

ouse button, w
hen you need it.

It is interesting to com
pare this approach w

ith the notion of package interface present
in A

da (“specification part”), w
here you w

rite a m
odule (package) in tw

o parts: the
interface and the im

plem
entation. Java uses a sim

ilar m
echanism

. The interface of a
package has som

e sim
ilarities to the short form

 of a class, but also significant differences:

•
There are no assertions, so all the “specification” that you can give is in the form

 of
type declarations and com

m
ents.

•
The interface is not produced by a tool but w

ritten separately. So the developer has
to state m

any things tw
ice: the headers of routines, their signatures, any header

com
m

ents, declarations of public variables. This forced redundancy is tedious (it
w

ould be even m
ore so w

ith assertions) and, as alw
ays, raises the risk of

inconsistency, as you m
ay change one of the tw

o parts and forget to update the other.

The short form
 (com

plem
ented by its variant the flat-short form

, w
hich deals w

ith
inheritance and is studied in a later chapter) is a principal contribution of the object-
oriented m

ethod. In the daily practice of O
-O

 developm
ent it appears all the tim

e not just
as a tool for docum

enting softw
are, particularly reusable libraries, but also as the standard

form
at in w

hich developers and m
anagers study existing designs, prepare new

 designs,
and discuss proposed designs.

The reason for the central role of the short form
 in O

-O
 developm

ent is that it finally
fulfills the goal defined by the analysis of reusability requirem

ents at the beginning of this
book. There w

e arrived at the requirem
ent for abstracted m

odules  as the basic unit of reuse.
A

 class in its short (or flat-short) form
 is the abstracted m

odule that w
e have been seeking.

M
onitoring assertions at run tim

e

It is tim
e now

 to deal in full w
ith the question “w

hat is the effect of assertions at run tim
e?”.

A
s preview

ed at the beginning of this chapter, the answ
er is up to the developer, based on a

com
pilation option. To set that option, you should not, of course, have to change the actual

class texts; you w
ill rely instead on the A

ce file. Recall that an A
ce file, w

ritten in Lace, allow
s

you to describe how
 to assem

ble and com
pile a system

. 

R
ecall too that L

ace is just one possible control language for assem
bling O

-O
 system

s,
not an im

m
utable com

ponent of the m
ethod. Y

ou w
ill need som

ething like Lace, even
if it is not exactly Lace, to go from

 individual softw
are com

ponents to com
plete

com
pilable system

s.

“Self-D
ocum

enta-
tion”, page 54 .

“The flat-short 
form

”, page 543 .

“Reuse of 
abstracted m

od-
ules”, page 73 .

Lace and Ace files 
were introduced in 
“Assem

bling a sys-
tem

”, page 198 .



§11.13
U

SIN
G

 A
SSER

TIO
N

S
393

H
ere is how

 to adapt a sim
ple A

ce (the one used as exam
ple in the original

presentation of Lace) to set som
e assertion-m

onitoring options:

system
 painting root

G
RAPH

ICS
defaultassertion (require )
clusterbase_library :"\library\base "

graphical_library :"\library\graphics "
optionassertion (all ): BU

TTO
N

, C
O

LO
R_BITM

AP
end

painting_application :"\user\application "
optionassertion (no )
end

end  -- system
 painting

The default  clause indicates that for m
ost classes of the system

 only preconditions
w

ill be checked (require ). Tw
o clusters override this default: graphical_library , w

hich
w

ill m
onitor all assertions (all ), but only for classes BU

TTO
N and CO

LO
R_BITM

AP ; and
painting_application , w

hich has disabled any assertion checking for all its classes. This
illustrates how

 to define an assertion m
onitoring level for the system

 as a w
hole, for all the

classes of a cluster, or for som
e classes only.

The follow
ing assertion checking levels m

ay appear betw
een parentheses in

assertion (…
):

•
no : do not execute anything for assertions. In this m

ode assertions have no m
ore

effect on execution than com
m

ents.

•
require : check that preconditions hold on routine entry.

•
ensure : check that postconditions hold on routine exit.

•
invariant : check that class invariants hold on routine entry and exit for qualified
calls.

•
loop : check that loops invariants hold before and after every loop iteration, and that
variants decrease w

hile rem
aining non-negative.

•
check : execute check  instructions by checking that the corresponding assertions
hold. all  is a synonym

 for check .

Excluding no , each of these levels im
plies the previous ones; in particular it does not

m
ake sense to m

onitor postconditions unless you also m
onitor preconditions, since the

principles of D
esign by C

ontract indicate that a routine is required to ensure its
postcondition only if it w

as called w
ith its precondition satisfied (otherw

ise “the custom
er

is w
rong”). This explains w

hy check and all are synonym
s.

W
arning : this text is 

in Lace , not in the
O

-O
 notation .

A qualified call is a 
call from

 the outside ,
as in x

●f , as opposed 
to a plain internal call
f . See “Q

ualified and 
unqualified calls”, 
page 186.

D
E

SIG
N

 B
Y

 C
O

N
TR

A
C

T: B
U

IL
D

IN
G

 R
ELIA

B
LE

 SO
FT

W
A

R
E

§11.13
394

If turned on, assertion m
onitoring w

ill have no visible effect, except for the C
PU

cycles that it takes aw
ay from

 your com
putation, as long as the assertions that it m

onitors
all evaluate to true. B

ut having any assertion evaluate to false is a rather serious event
w

hich w
ill usually lead to term

ination. A
ctually it w

ill trigger an exception, but unless you
have taken special m

easures to catch the exception (see next) everything w
ill stop. A

n
exception history table  w

ill be produced, of the general form

Failure: object: O
2 class: YO

U
R_CLASS  routine: your_routine

C
ause: precondition violation, clause: not_too_sm

all
C

alled by: object: O
2 class: YO

U
R_C

LASS  routine: his_routine
C

alled by: object: O
1 class:H

ER_C
LASS  routine: her_routine

…This gives the call chain, starting from
 the routine that caused the exception, the

object to w
hich is w

as applied and its generating class. O
bjects are identified by internal

codes. The form
 show

n here is only a sketch; the discussion of exceptions w
ill give a m

ore
com

plete exam
ple of the exception history table.

The optional labels that you can add to the individual clauses of an assertion, such as
not_too_sm

all  in

your_routine (x : IN
TEG

ER )is
requirenot_too_sm

all : x >= M
inim

um
_value

…
prove convenient here, since they w

ill be listed in the exception trace, helping you identify
w

hat exactly w
ent w

rong.

H
ow

 m
uch assertion m

onitoring?

W
hat level of assertion tracing should you enable? The answ

er is a tradeoff betw
een the

follow
ing considerations: how

 m
uch you trust the correctness of your softw

are; how
crucial it is to get the utm

ost efficiency; how
 serious the consequences of an undetected

run-tim
e error can be.

In extrem
e cases, the situation is clear:

•
W

hen you are debugging a system
, or m

ore generally testing it prior to release, you
should enable assertion m

onitoring at the highest level for the classes of the system
(although not necessarily for the libraries that it uses, as explained next). This ability
is one of the principal contributions to softw

are developm
ent of the m

ethod
presented in this book. U

ntil they have actually had the experience of testing a large,
assertion-loaded system

 using the assertion m
onitoring m

echanism
s described in

this section, few
 people realize the pow

er of these ideas and how
 profoundly they

affect the practice of softw
are developm

ent.

•
If you have a fully trusted system

 in an efficiency-critical application area —
 the

kind w
here every m

icrosecond counts —
 you m

ay consider rem
oving all m

onitoring.

See page 421 for the 
detailed form

.
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The last advice is som
ew

hat paradoxical since in the absence of form
al proving

techniques (see the discussion section of this chapter) it is seldom
 possible to “trust a

system
 fully” —

 except by m
onitoring its assertions. This is a special case of a general

observation m
ade w

ith his custom
ary eloquence by C

.A
.R

. H
oare:

It is absurd to m
ake elaborate security checks on debugging runs , when no trust

is put in the results , and then rem
ove them

 in production runs , w
hen an erroneous

result could be expensive or disastrous . W
hat would w

e think of a sailing
enthusiast w

ho w
ears his life-jacket w

hen training on dry land but takes it off as
soon as he goes to sea ?

A
n interesting possibility is the option that only checks preconditions: assertion

(require ). In production runs —
 that is to say, past debugging and quality assurance —

 it
has the advantage of avoiding catastrophes that w

ould result from
 undetected calls to

routines outside of their requirem
ents, w

hile costing significantly less in run-tim
e

overhead than options that also check postconditions and invariants. (Invariants, in
particular, can be quite expensive to m

onitor since the m
ethod suggests w

riting rich
invariants that include all relevant consistency conditions on a class, and the invariant is
checked on entry and exit for every qualified call.)

Precondition checking is indeed the default com
pilation option if you do not include

a specific assertion  option in your A
ce, so that the clause default assertion (require )

appearing in the exam
ple A

ce for system
 painting  w

as not necessary.

This option is particularly interesting for libraries. R
em

em
ber the basic rule on

assertion violations: a violated precondition indicates an error in the client; a violated
postcondition or invariant indicates an error in the supplier. So if you are relying on
reusable libraries that you assum

e to be of high quality, it is generally not desirable to
m

onitor their postconditions and invariants: this w
ould m

ean that you suspect the libraries
them

selves, and although the possibility of a library error is of course alw
ays open it

should only be investigated (for a w
idely used library com

ing from
 a reputable source)

once you have ruled out the presence, a priori  m
uch m

ore likely, of an error in your ow
n

client softw
are. B

ut even for a perfect library it is useful to check preconditions : the goal
is to find errors in client softw

are.

Perhaps the m
ost obvious exam

ple is array bound checking. In the ARRAY  class w
e

saw
 that put ,item

 and the latter’s synonym
 infix

"@
" all had the precondition clauses

index_not_too_sm
all : lower <= i

index_not_too_large : i <= upper

Enabling precondition checking for the class solves a w
ell-know

n problem
 of any

softw
are that uses arrays: the possibility of an out-of-bounds array access, w

hich w
ill

usually scoop som
e m

em
ory area containing other data or code, causing ravages. M

any
com

pilers for conventional program
m

ing languages offer special com
pilation options to

m
onitor array access at run tim

e. B
ut in object technology, just as w

e treat arrays through
general notions of class and object rather than special constructs, w

e can handle array
bound m

onitoring through the general m
echanism

 for precondition checking. Just use a
version of ARRAY  com

piled w
ith assertion (require ).

From
 [H

oare 1973].

Second Assertion 
Violation rule, page 
347.

See the class text 
starting on page 373 .
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Should bounds alw
ays be checked? H

oare thinks so:

In our Algol com
piler every occurrence of every subscript of every array elem

ent
w

as on every occasion checked at run tim
e against the declared bounds . M

any
years later w

e asked our custom
ers w

hether they w
ished us to provide an option

to sw
itch off these checks in the interest of efficiency in production runs .

U
nanim

ously they urged us not to —
 they already knew

 how
 frequently index

errors occur on production runs w
here failure could be disastrous . I note w

ith
fear and horror that even today , language designers and users have not learned
this lesson . In any respectable branch of engineering , failure to observe such
elem

entary precautions w
ould have long been against the law

.

These com
m

ents should be discussed not just for arrays but for preconditions in
general. If indeed “index errors frequently occur on production runs” this m

ust be true of
other precondition violations too.

O
ne m

ay defend a less extrem
e position. (Som

e m
ight of course see here an attem

pt
at self-preservation, com

ing from
 a “language designer” w

ho has provided a w
ay to turn

off assertion checking, through Lace options such as assertion (no ), and presum
ably does

not like being branded as acting “against the law
”.) First, a com

pany w
hich delivers

softw
are in w

hich precondition errors “frequently occur on production runs” probably has
a problem

 w
ith its softw

are quality practices, w
hich run-tim

e assertion m
onitoring w

ill not
solve. M

onitoring addresses the sym
ptom

s (faults  in the term
inology introduced earlier in

this chapter), not the cause (defects and errors). True, assertion m
onitoring is in such a

case beneficial to the softw
are’s end-users: how

ever unpleasant it is to have a system
 end

its interruption w
ith som

e m
essage spouting insults about preconditions and other

venom
ous beasts unknow

n to a laym
an, this is better than continuing operation and

producing bad results. B
ut in the long term

 a practice of alw
ays delivering system

s w
ith

som
e level of assertion m

onitoring also has negative effects: it can encourage am
ong

developers, even unconsciously, a happy-go-lucky attitude tow
ards correctness, justified

by the know
ledge that if an error rem

ains it w
ill be caught by the users through an assertion

violation, reported to the supplier, and fixed for the follow
ing release. So can’t w

e stop
testing right now

 and start shipping?

It is hard to give an absolute answ
er to the question “should w

e leave som
e assertion

m
onitoring on?” w

ithout som
e know

ledge of the perform
ance overhead of assertion

m
onitoring. If adding som

e m
onitoring m

ultiplied the execution tim
e by ten, few

 people
outside of the m

ission-critical-com
puting com

m
unity w

ould support H
oare’s view

; if the
overhead w

ere tw
o percent, few

 people w
ould disagree w

ith it. In practice, of course, the
penalty w

ill be som
ew

here in-betw
een.

H
ow

 m
uch is it, by the w

ay? This clearly depends on w
hat the softw

are does and how
m

any assertions it has, but it is possible to give em
pirical observations. In ISE’s experience

the cost for m
onitoring preconditions (the default option, including of course array bounds

checking) is on the order of 50%
. W

hat is frustrating is that m
ore than 75%

 of that cost is
due not to precondition checking per se but to the supporting m

achinery of m
onitoring

calls —
 recording every routine entry and every routine exit —

 so that if a precondition
fails the environm

ent can say w
hich one and w

here. (A
 m

essage of the form
 Execution

From
 [H

oare 1981];
slightly abridged .
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stopped because som
e assertion was violated som

ewhere  w
ould not be very useful.) This

m
ay be called the Precondition C

hecking Paradox: precondition checking is by itself cheap
enough, but to get it you have to pay for som

ething else. A
s to postcondition and invariant

checking, they can bring the penalty to 100%
 to 200%

. (A
lthough circum

stances vary,
preconditions are often relatively sim

ple consistency conditions such as x > 0  or a
/= Void ,

w
hereas m

any postconditions and invariants express m
ore advanced sem

antic properties.)

O
ne m

ight fear that bringing perform
ance into this discussion m

ay lead to
com

prom
ising on correctness, against the principle expressed at the beginning of this book:

N
ecessary as tradeoffs betw

een quality factors m
ay be , one factor stands out

from
 the rest : correctness . There is never any justification for com

prom
ising on

correctness for the sake of other concerns , such as efficiency . If the softw
are

does not perform
 its function , the rest is useless .

C
onsidering perform

ance w
hen w

e decide w
hether to leave assertion m

onitoring on
is not, how

ever, a violation of this principle. The point is not to sacrifice correctness for
efficiency, but to determ

ine w
hat w

e should do for system
s that are not  correct —

obviously because w
e have not w

orked hard enough at m
aking them

 correct.

In fact, efficiency m
ay be part of correctness. C

onsider a m
eteorological system

 that
takes tw

elve hours to predict the next-day’s w
eather (tw

o hours w
ould be m

ore useful, of
course). The system

 has been thoroughly optim
ized; in particular it does not have run-tim

e
checking for array bound violations or other such faults. It has also undergone careful
developm

ent and extensive testing. N
ow

 assum
e that adding the run-tim

e checks
m

ultiplies the execution tim
e by tw

o, giving a forecasting system
 that takes 24 hours to

predict tom
orrow

’s w
eather. W

ould you enable these checks? N
o.

A
lthough the exam

ples that first com
e to m

ind w
hen discussing such perform

ance vs .
safety issues tend to be of the Patriot-against-Scud variety, I prefer the w

eather forecasting
exam

ple because here one cannot dism
iss the efficiency issue offhand by saying “just buy

a faster m
icroprocessor”. In m

eteorological com
puting, the hardw

are tends already  to be
the fastest parallel com

puter available on the m
arket.

Let us not stop here but ask the really hard questions. A
ssum

e the original running
tim

e of tw
elve hours w

as w
ith checking enabled . W

ould you disable it to get a six-hour
forecast? N

ow
 assum

e that you also have the option of applying the im
proved efficiency to

keep the sam
e running tim

e but use a m
ore accurate forecasting m

odel (since you can afford
m

ore grid points); w
ould you do it? I think that in either case, if offered “an option to sw

itch
off the checks in the interest of efficiency in production runs ”, alm

ost everyone w
ill say yes.

So in the end the choice of assertion m
onitoring level at production tim

e is not as
sim

ple as H
oare’s rule suggests. B

ut a few
 precise and strict principles do hold:

•
R

em
em

ber that a softw
are system

 should be m
ade reliable before  it begins operation.

The key is to apply the reliability techniques described in the softw
are engineering

literature, including those w
hich appear in this chapter and throughout this book.

•
If you are a project m

anager, never let the developers assum
e that the production

versions w
ill have checks turned on. M

ake everyone accept that —
 especially for the

Page 15 .
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biggest production runs, those w
hich by nature m

ake the consequences of potential
errors m

ost frightening —
 all checks m

ay be off.

•
M

ake sure that during developm
ent assertion checking is alw

ays turned on at least
at the precondition level.

•
Perform

 extensive testing w
ith all  the checks enabled. A

lso turn all checks on as
soon as any bug is encountered during developm

ent.

•
For the standard production versions, decide w

hether to choose a no-check version
or a protected version (usually at the precondition level) based on your assessm

ent,
from

 an engineering perspective, of the relative w
eight of the three factors cited at

the beginning of this discussion: how
 m

uch you trust the correctness of your
softw

are (m
eaning in part how

 hard you have worked  at m
aking it correct and

convincing yourself and others that it is); how
 crucial it is to get the utm

ost
efficiency; and how

 serious the consequences of an undetected run-tim
e error can be.

•
If you decide to go for a no-check version, also include in your delivery a version
that checks at least for preconditions. That w

ay, if the system
 starts exhibiting

abnorm
al behavior against all your expectations, you can ask the users —

 those at
least w

ho have not been killed by the first erroneous production runs —
 to sw

itch to
the checking version, helping you find out quickly w

hat is w
rong.

U
sed in this w

ay, run-tim
e assertion m

onitoring provides a rem
arkable aid for quickly

w
eeding out any errors that m

ay have survived a system
atic softw

are construction process.

11.14  D
ISC

U
SSIO

N

The assertion m
echanism

 presented in this chapter raises som
e delicate issues, w

hich w
e

m
ust now

 exam
ine.

W
hy run-tim

e m
onitoring?

Should w
e really have to check assertions at run tim

e? A
fter all w

e w
ere able, using

assertions, to give a theoretical definition of w
hat it m

eans for a class to be correct: every
creation procedure should ensure the invariant, and every routine body, w

hen started in a
state satisfying the precondition and the invariant, should m

aintain the invariant and
ensure 

the 
postcondition. 

This 
m

eans 
that 

w
e 

should 
sim

ply 
prove 

the 
m

+
n

corresponding properties m
athem

atically (for m
 creation procedures and n  exported

routines), and then do aw
ay w

ith run-tim
e assertion m

onitoring.

W
e should, but w

e cannot. A
lthough m

athem
atical program

 proving has been an
active area of research for m

any years, and has enjoyed som
e successes, it is not possible

today to prove the correctness of realistic softw
are system

s w
ritten in full-fledged

program
m

ing languages.

W
e w

ould also need a m
ore extensive assertion language. The IFL

 sublanguage,
discussed below

, could be used as part of a m
ulti-tier proof strategy.

See “W
H

EN
 IS A 

CLASS CO
R-

REC
T?”, 11.9, page 

370 .
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Even if proof techniques and tools eventually becom
e available, one m

ay suspect
that run-tim

e checks w
ill not  go aw

ay, if only to cope w
ith hard-to-predict events such as

hardw
are faults, and to m

ake up for possible bugs in the proof softw
are itself —

 in other
w

ords to apply the w
ell-know

n engineering technique of m
ultiple independent checking.

T
he expressive pow

er of assertions

A
s you m

ay have noted, the assertion language that w
e have used is essentially the

language of boolean expressions, extended w
ith a few

 concepts such as old . A
s a result,

w
e m

ay find it too restrictive w
hen w

e w
ould like to include in our classes som

e of the
properties that w

ere easy to express in the m
athem

atical notation for abstract data types.

The assertions for stack classes provide a good exam
ple of w

hat w
e can and cannot

say. W
e found that m

any of the preconditions and axiom
s from

 the original A
D

T
specification of chapter 6 gave assertion clauses; for exam

ple the axiom

A
4

•
notem

pty
(put (s , x ))

gives the postcondition not em
pty in procedure put . B

ut in som
e cases w

e do not have the
im

m
ediate counterpart in the class. N

one of the postconditions for rem
ove  in the stack

classes given so far includes anything to represent the axiom

A
2

•
rem

ove
(put (s , x ))= s

W
e can of course add an inform

al property to the postcondition by resorting
to a com

m
ent: 

rem
ove  is

-- R
em

ove top elem
ent

requirenot_em
pty :not em

pty -- i.e. count > 0 
do

count := count – 1
ensurenot_full :not full

one_few
er : count =

old count – 1
LIFO

_policy :--item
 is the last elem

ent pushed (by put )
-- and not yet rem

oved, if any.
end

Sim
ilar inform

al assertions, syntactically expressed as com
m

ents, appeared in the
loop invariants for m

axarray and gcd .

In such a case, tw
o of the principal uses of assertions discussed earlier rem

ain
applicable at least in part: help in com

posing correct softw
are, and help in docum

entation
(an assertion clause that is syntactically a com

m
ent w

ill appear in the short form
). The

other uses, in particular debugging and testing, assum
e the ability to evaluate assertions

and do not apply any m
ore.

Both on page 388 .
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It w
ould be preferable to express all assertions form

ally. The best w
ay to reach this

goal is to extend the assertion language so that it can describe arbitrary properties; this
requires the ability to describe com

plex m
athem

atical objects such as sets, sequences,
functions and relations, and including the full pow

er of first-order predicate calculus,
w

hich allow
s quantified expressions (“for all” and “there exists”). Form

al specification
languages exist w

hich provide at least part of this expressive pow
er. The best know

n are
Z, V

D
M

, Larch and O
B

J-2; both Z and V
D

M
 have had object-oriented extensions, such

as O
bject-Z, in recent years, and the last tw

o w
ere close to O

-O
 concepts already. The

bibliographic notes to chapter 6 provide references.

Including a full specification language into the language of this book w
ould have

com
pletely changed its nature. The language is m

eant to be sim
ple, easy to learn,

applicable to all areas of softw
are construction, and im

plem
entable efficiently (w

ith a final
run-tim

e perform
ance sim

ilar to that of Fortran and C
, and a fast com

pilation process).

Instead, the assertion m
echanism

 is an engineering tradeoff: it includes enough
form

al elem
ents to have a substantial effect on softw

are quality; but stops at the point of
dim

inishing return —
 the threshold beyond w

hich the benefits of m
ore form

ality m
ight

start being offset by the decrease of learnability, sim
plicity and efficiency.

D
eterm

ining that threshold is clearly a m
atter of personal judgm

ent. I have been surprised
that, for the softw

are com
m

unity at large, the threshold has not m
oved since the first edition

of this book. O
ur field needs m

ore form
ality, but the profession has not realized it yet.

So for the tim
e being, and probably for quite a w

hile, assertions w
ill rem

ain boolean
expressions extended w

ith a few
 m

echanism
s such as the old expression in postconditions.

The lim
itation is not as stringent as it seem

s at first, because boolean expressions can use
function calls .

Including functions in assertions

A
 boolean expression is not restricted to using attributes or local entities. W

e have already
used the possibility of calling functions  in assertions: the precondition for put  in our stack
classes w

as not full , w
ere full  is the function

full : BO
O

LEAN
 is

-- Is stack full?
do

Result :=
(count = capacity )

ensurefull_definition : Result =
(count = capacity )

end

This is our little assertion secret: w
e get out of the stranglehold of propositional

calculus —
 basic boolean expressions involving attributes, local entities and boolean

operators such as and ,or ,not  —
 thanks to function routines, w

hich give us the pow
er to

com
pute a boolean value in any w

ay w
e like. (Y

ou should not be troubled by the presence
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of a postcondition in full  itself, as it does not create any harm
ful circularity. D

etails
shortly.)

U
sing function routines is a w

ay to obtain m
ore abstract assertions. For exam

ple, som
e

people m
ay prefer replacing the precondition of the array operations, expressed earlier as

index_not_too_sm
all : low

er <= i
index_not_too_large : i <= upper

by a single clause of the form

index_in_bounds : correct_index (i )

w
ith the function definition

correct_index (i : IN
TEG

ER ): BO
O

LEAN
 is

-- Is i w
ithin the array bounds?

do
Result :=

(i >= low
er )and (i <= upper )

ensuredefinition : Result =
((i >= lower )and (i <= upper ))

end

A
nother advantage of the use of functions in assertions is that it m

ay provide a w
ay

to circum
vent the lim

itations on expressive pow
er arising from

 the absence of first-order
predicate calculus m

echanism
s. The inform

al invariant of our m
axarray  loop

-- Result is the m
axim

um
 of the elem

ents of t at indices t
●low

er to i

m
ay be expressed form

ally as 

Result =
(t

●slice (low
er , i ))

●m
ax

assum
ing a function slice  w

hich yields the set of elem
ents betw

een tw
o indices of an array,

and a function m
ax  w

hich yields the m
axim

um
 elem

ent in a set.

This approach has been explored in [M
 1995a] as a w

ay to extend the pow
er of the

assertion m
echanism

, possibly leading to a fully form
al developm

ent m
ethod (that is to

say, to softw
are that m

ay be proven  correct m
athem

atically). Tw
o central ideas in this

investigation are the use of libraries in any large-scale proof process, so that one could
prove real, large-scale system

s in a m
ulti-tier proof structure using conditional proofs,

and the definition of a restricted language of a purely applicative nature —
 IFL

, for
Interm

ediate Functional Language —
 in w

hich to express the functions used in assertions.
IFL is a subset of the notation of this book, w

hich excludes som
e im

perative constructs
such as arbitrary assignm

ents.

The risk that such efforts try to address is clear: as soon as w
e perm

it functions in
assertions, w

e introduce potentially im
perative elem

ents (routines) into the heretofore
purely applicative w

orld of assertions. W
ithout functions, w

e had the clear and clean
separation of roles em

phasized in the earlier discussion: instructions prescribe, assertions
describe. N

ow
 w

e open the gates of the applicative city to the im
perative hordes.

Y
et it is hard to resist the pow

er of using functions, as the alternatives are not w
ithout

their draw
backs either:

“The im
perative and 

the applicative”, 
page 352 .
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Including a full specification sublanguage could, as noted, cause problem
s of ease of

learning and efficiency.

•
Perhaps w

orse, it is not even clear that com
m

only accepted assertion languages
w

ould suffice. Take w
hat m

ost people versed in these topics w
ould suggest as the

natural candidate: first-order predicate calculus. This form
alism

 w
ill not enable us to

express som
e properties of im

m
ediate interest to developers and com

m
on use in

assertions, such 
as 

“the 
graph 

has 
no cycles” (a 

typical 
invariant clause).

M
athem

atically this w
ould be stated as r +

∩
 r =

∅
 w

here r  is the graph’s relation
and + is transitive closure. A

lthough it is possible to conceive of a specification
language that supports these notions, m

ost do not.

This is all the m
ore troubling because, for a program

m
er, w

riting a boolean-valued
function routine cyclic  that explores the graph and returns true if and only if there is a
cycle, is not particularly hard. Such exam

ples provide a strong argum
ent for contenting

ourselves w
ith a basic assertion language and using functions for anything beyond its

expressive pow
er.

B
ut the need to separate applicative and im

perative elem
ents rem

ains. A
ny function

routine used in an assertion to specify the properties of a softw
are elem

ent should be
“beyond reproach”, m

ore precisely beyond im
perative reproach; it should not cause any

perm
anent change of the abstract state.

T
his inform

al requirem
ent is clear enough in practice; the IFL sublanguage form

alizes it
by excluding all the im

perative elem
ents w

hich either change the global state of the
system

 or do not have trivial applicative equivalents, in particular:

•
A

ssignm
ents to attributes.

•
A

ssignm
ents in loops.

•
C

alls to routines not them
selves in IFL.

If you exert the proper care by sticking to functions that are sim
ple and self-evidently

correct, the use of function routines in assertions can provide you w
ith a pow

erful m
eans

of abstraction.

A
 technical point m

ay have caught your attention. A
 function f used by an assertion

for a routine r  (or the invariant of the class containing r ) m
ay itself have assertions, as

illustrated by both the full and correct_index  exam
ples. This raises a potential problem

 for
run-tim

e assertion m
onitoring: if as part of a call to r

w
e evaluate an assertion and this

causes a call to f , w
e do not w

ant the call to evaluate any assertion that f itself m
ay have.

For one thing, it is easy to construct exam
ples that w

ould cause infinite recursion. B
ut

even w
ithout that risk it w

ould be just w
rong to evaluate the assertions of f . This w

ould
m

ean that w
e treat as peers the routines of our com

putation, such as r , and their
assertions’s functions, such as f —

contradicting the rule that assertions should be on a

The transitive closure
of a relation is 
obtained by iterating 
it any num

ber of 
tim

es . For exam
ple 

“ancestor” is the 
transitive closure of 
“parent” .
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higher plane than the softw
are they protect, and their correctness crystal-clear. The rule is

sim
ple: 

If a call to f  occurs as part of assertion checking for r , that is too late to ask w
hether

f  satisfies its assertions. The proper tim
e for such a question is w

hen you decide to use f in
the assertions applicable to r .

W
e can use an analogy introduced earlier. Think of f  as a security guard at the

entrance of a nuclear plant, in charge of inspecting the credentials of visitors. There are
requirem

ents on guards too. But you w
ill run the background check on a guard in advance;

not w
hile he is screening the day’s visitors.

C
lass invariants and reference sem

antics 

The object-oriented m
odel developed so far includes tw

o apparently unrelated aspects,
both useful:

•
The notion of class invariant, as developed in this chapter.

•
A

 flexible run-tim
e m

odel w
hich, for various reasons detailed in an earlier

chapter 
(in 

particular 
the 

m
odeling 

needs 
of 

realistic 
system

s), 
m

akes
considerable use of references.

U
nfortunately these individually desirable properties cause trouble w

hen put
together.

The problem
 is, once again, dynam

ic aliasing, w
hich prevents us from

 checking the
correctness of a class on the basis of that class alone. W

e have seen that the correctness of
a class m

eans m
 +

 n  properties expressing that (if w
e concentrate on the invariant IN

V ,
ignoring preconditions and postconditions w

hich play no direct role here):

P1
• Every one of the m

creation procedures produces an object that satisfies IN
V .

P2
• Every one of the n

exported routines preserves IN
V .

These tw
o conditions seem

 sufficient to guarantee that IN
V is indeed invariant. The

proof is apparently trivial: since IN
V w

ill be satisfied initially, and preserved by every
routine call, it should by induction be satisfied at all stable tim

es. 

This inform
al proof, how

ever, is not valid in the presence of reference sem
antics and

dynam
ic aliasing. The problem

 is that attributes of an object m
ay be m

odified by an
operation on another object. So even if all a

●r  operations preserve INV on the object O
A

attached to a , som
e operation b

●s  (for b  attached to another object) m
ay destroy INV for

O
A

. So even w
ith conditions P1 and P2 satisfied, IN

V m
ay not be an invariant. 

A
ssertion E

valuation rule
D

uring the process of evaluating an assertion at run-tim
e, routine calls shall

be executed w
ithout any evaluation of the associated assertions.

See chapter 8 , in par-
ticular “D

EALIN
G

 
W

ITH
 REFER-

ENCES: BENEFITS 
AND

 D
ANG

ERS”, 
8.9, page 265 .
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H
ere is a sim

ple exam
ple. A

ssum
e classes A  and B , each w

ith an attribute w
hose type

is the other’s class: 

class A …
feature forw

ard : B …
end

classB
…

feature
backw

ard :A
…

end

W
e require that follow

ing the forward  reference (if defined) from
 an instance of A

and then the backw
ard  reference from

 the corresponding B  w
ill yield the original A . This

m
ay be expressed as an invariant property of A :

round_trip :(forward /= Void )im
plies (forw

ard
●backw

ard = C
urrent )

H
ere is a situation involving instances of both classes and satisfying the invariant:

Invariant clauses of the round_trip form
 are not uncom

m
on; think of forw

ard  in class
PERSO

N  denoting a person’s residence, and backw
ard in class H

O
U

SE denoting a
house’s resident. Then round_trip states that the resident of any person’s residence is that
person, a sim

ple consistency requirem
ent. A

nother exam
ple is the linked im

plem
entation

of trees, w
here the attributes of a tree node include references to its first child and to its

parent, introducing the follow
ing round_trip -style property in the invariant:

(first_child /= Void )im
plies (first_child

●parent = C
urrent )

A
ssum

e, how
ever, that the invariant clause of B , if any, says nothing about the

attribute backw
ard . The follow

ing version of A  appears consistent w
ith the invariant: 

class A  feature
forw

ard : B
attach (b1 : B )is

-- Link b1  to current object.
do

forw
ard := b1
-- U

pdate b1 ’s backw
ard reference for consistency:

if b1 /= Void then
b1

●attach (C
urrent )

end
end

invariant
round_trip :(forw

ard /= Void )im
plies

(forw
ard

●backw
ard = C

urrent )
end

C
onsistency of 

forw
ard and 

backw
ard 

references

O
A(A

)

O
B(B

)

backw
ard

forward
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The call b1
●attach  is m

eant to restore the invariant after an update of forw
ard . C

lass
B  m

ust provide its ow
n attach  procedure: 

class B  feature
backw

ard : B
attach (a1 : A )is

-- Link a1  to current object.
do

backw
ard := a1

end
end

C
lass A  appears to be correct: a procedure-less creation instruction ensures the

invariant round_trip  (since it initializes forw
ard  to a void reference), and its sole

procedure w
ill alw

ays preserve round_trip . But consider execution of the follow
ing: 

a1 : A ; b1 : B
…!! a1 ;!! b1
a1

●attach (b1 )
b1

●attach (Void )

H
ere is the situation after the last instruction: 

The invariant is violated on O
A

! This object is now
 linked to O

B
, but O

B
 is not

linked to O
A

 since its backw
ard  field is void. (A

 call to b1
●attach (…

)could also have
linked O

B
 to an instance of A  other than O

A
, w

hich w
ould be equally incorrect.)

W
hat happened? D

ynam
ic aliasing has struck again. The proof of correctness of

class A  outlined above is valid: every operation of the form
 a1

●r , w
here a1  is a reference

to object O
A

, w
ill preserve round_trip  since the corresponding features of A

(here there is
only one, attach ) have been designed accordingly. B

ut this is not sufficient to preserve the
consistency of O

A
, since properties of O

A
 m

ay involve instances of other classes, such as
B  in the exam

ple, and the proof says nothing about the effect of these other classes’
features on the invariant of A .

This problem
 is im

portant enough to deserve a nam
e: Indirect Invariant E

ffect . It
m

ay arise as soon as w
e allow

 dynam
ic aliasing, through w

hich an operation m
ay m

odify

V
iolating the 

invariant

O
A(A

)

O
B(B

)

backward
forward

a1
b1
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an object even w
ithout involving any entity attached to it. B

ut w
e have seen how

 m
uch w

e
need dynam

ic aliasing; and the forward -backw
ard  schem

e, far from
 being just an

academ
ic exam

ple, is as noted a useful pattern for practical applications and libraries.

W
hat can w

e do? The im
m

ediate answ
er involves the conventions for run-tim

e
m

onitoring of assertions. Y
ou m

ay have w
ondered w

hy the effect of enabling assertion
m

onitoring at the assertion
(invariant )level w

as described as

“C
heck that class invariants hold on routine entry and exit for qualified calls .”

W
hy both entry and exit? W

ithout the Indirect Invariant Effect, it w
ould suffice to

check the invariant w
hen exiting qualified calls. (It is also checked at the end of creation

calls.) But now
 w

e have to be m
ore careful, since betw

een the term
ination of a call and the

beginning of the next one on the sam
e object, som

e call m
ay have affected that object even

though its target w
as another object.

A
 m

ore satisfactory solution w
ould be to obtain a statically enforceable validity rule,

w
hich w

ould guarantee that w
henever the invariant of a class A  involves references to

instances of a class B , the invariant of B
includes a m

irror clause. In our exam
ple w

e can
avoid trouble by including in B  an invariant clause trip_round  m

irroring round_trip :

trip_round :(backw
ard /= Void )im

plies (backw
ard

●forw
ard = C

urrent )

It m
ay be possible to generalize this observation to a universal m

irroring rule.
W

hether such a rule indeed exists, solving the Indirect Invariant Effect and rem
oving the

need for double run-tim
e m

onitoring, requires further investigation.

M
ore to com

e

W
e are not done w

ith D
esign by C

ontract. Tw
o im

portant consequences of the principles
rem

ain to be studied:

•
H

ow
 they lead to a disciplined exception handling m

echanism
; this is the topic of the

next chapter.

•
H

ow
 they com

bine w
ith inheritance, allow

ing us to specify that any sem
antic

constraints that apply to a class also apply to its descendants, and that sem
antic

constraints on a feature apply to its eventual redeclarations; this w
ill be part of our

study of inheritance.

M
ore generally, assertions and D

esign by Contract w
ill accom

pany us throughout
the rest of this book, enabling us to check, w

henever w
e w

rite softw
are elem

ents, that w
e

know
 w

hat w
e are doing.

11.15  K
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•
A

ssertions are boolean expressions expressing the sem
antic properties of classes and

reintroducing the axiom
s and preconditions of the corresponding abstract data types. 

•
A

ssertions are used in preconditions (requirem
ents under w

hich routines are
applicable), postconditions 

(properties guaranteed on routine exit) and class

Page 394 .

“INH
ERITANCE 

AND
 ASSER-

TIO
NS”, page 569 .
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invariants (properties that characterize class instances over their lifetim
e). O

ther
constructs that involve assertions are loop invariants and the check  instruction. 

•
A

 precondition and a postcondition associated w
ith a routine describe a contract

betw
een the class and its clients. The contract is only binding on the routine

inasm
uch as calls observe the precondition; the routine then guarantees the

postcondition on return. The notion of contracting provides a pow
erful m

etaphor for
the construction of correct softw

are. 

•
The invariant of a class expresses the sem

antic constraints on instances of the class.
The invariant is im

plicitly added to the precondition and the postcondition of every
exported routine of the class.

•
A

 class describes one possible representation of an abstract data type; the
correspondence betw

een the tw
o is expressed by the abstraction function, w

hich is
usually partial. The inverse relation is in general not a function. 

•
A

n im
plem

entation invariant, part of the class invariant, expresses the correctness of
the representation vis-à-vis the corresponding abstract data type. 

•
A

 loop m
ay have a loop invariant, used to deduce properties of the result, and a

variant, used to ascertain term
ination.

•
If a class is equipped w

ith assertions, it is possible to define form
ally w

hat it m
eans

for the class to be correct.

•
A

ssertions serve four purposes: aid in constructing correct program
s; docum

entation
aid; debugging aid; basis for an exception m

echanism
.

•
The assertion language of our notation does not include first-order predicate
calculus, but can express m

any higher-level properties through function calls,
although the functions involved m

ust be sim
ple and of unim

peachable correctness.

•
The com

bination of invariants and dynam
ic aliasing raises the Indirect Invariant

Effect, w
hich m

ay cause an object to violate its invariant through no fault of its ow
n.

11.16  B
IB

L
IO

G
R

A
PH

IC
A

L
 N

O
T

E
S

A
ccording to Tony H

oare:

An early advocate of using assertions in program
m

ing was none other than Alan
Turing him

self . O
n 24 June 1950 at a conference in C

am
bridge , he gave a short

talk entitled “Checking a Large Routine” which explains the idea with great
clarity . “H

ow
 can one check a large routine in the sense that it’s right ? In order

that the m
an who checks m

ay not have too difficult a task , the program
m

er should
m

ake a num
ber of definite assertions which can be checked individually , and

from
 which the correctness of the w

hole program
 easily follow

s .”

The notion of assertion as presented in this chapter com
es from

 the w
ork on program

correctness pioneered by Bob Floyd
[Floyd 1967], Tony H

oare [H
oare 1969]and Edsger

From
 [H

oare 1981].
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D
ijkstra [D

ijkstra 1976], and further described in [G
ries 1981]. The book Introduction to

the Theory of Program
m

ing Languages [M
 1990]presents a survey of the field.

The notion of class invariant com
es from

 H
oare’s w

ork on data type invariants
[H

oare 1972a]. See also applications to program
 design in [Jones 1980][Jones 1986].A

form
al theory of m

orphism
s betw

een abstract data types m
ay be found in [G

oguen 1978].

Form
al specification languages include Z, V

D
M

, O
B

J-2 and Larch; see the
bibliographical references to chapter 6. O

bject-oriented form
al specification languages

include O
bject Z, Z++, M

ooZ, O
O

ZE, Sm
allV

D
M

 and V
D

M
++, all of w

hich are
described in [Lano 1994]w

hich gives m
any m

ore references.

The IEEE Com
puter Society publishes standards for the term

inology of softw
are errors,

defects, failures [IEEE 1990][IEEE 1993]. Its W
eb page is at http ://w

ww
.com

puter .org .

Surprisingly, few
 program

m
ing languages have included syntactical provision for

assertions; an early exam
ple (the first to m

y know
ledge) w

as H
oare’s and W

irth’s
A

lgolW
[H

oare 1966], the im
m

ediate precursor of Pascal. O
thers include A

lphard
[Shaw

1981] and Euclid [Lam
pson 1977],

w
hich w

ere specifically designed to allow
 the

construction 
of 

provably 
correct 

program
s. 

The 
connection 

w
ith 

object-oriented
developm

ent introduced by the notation developed in this book w
as foreshadow

ed by the
assertions of C

LU
 [Liskov 1981]w

hich, how
ever, are not executable. A

nother CLU
-based

book by Liskov and G
uttag [Liskov 1986],one of the few

 program
m

ing m
ethodology

texts to discuss in depth how
 to build reliable softw

are, prom
otes the “defensive

program
m

ing” approach of w
hich the present chapter has developed a critique.

The notion of D
esign by C

ontract presented in this chapter and developed in the rest
of this book com

es from
 [M

 1987a]and w
as further developed in [M

 1988],[M
 1989c],

[M
 1992b] and [M

 1992c].[M
 1994a]discusses the tolerant and dem

anding approaches
to precondition design, w

ith particular em
phasis on their application to the design of

reusable libraries, and introduces the “tough love” policy. Further developm
ents of the

ideas have been contributed by Jam
es M

cK
im

 in [M
cK

im
 1992a](w

hich led to som
e of

the initial ideas for IFL), [M
cK

im
 1995],

[M
cK

im
 1996],

[M
cK

im
 1996a]; see also

[H
enderson-Sellers 1994a]w

hich exam
ines the view

point of the supplier.

E
X

E
R

C
ISE

S

E
11.1  C

om
plex num

bers

W
rite the abstract data type specification for a class C

O
M

PLEX  describing the notion of
com

plex num
ber w

ith arithm
etic operations. A

ssum
e perfect arithm

etic. 

E
11.2  A

 class and its A
D

T

Exam
ine all the preconditions and axiom

s of the STAC
K

 abstract data type introduced in
an earlier chapter and study w

hether and how
 each is reflected in class STAC

K
4 .

The AD
T specification 

appears on page 139 .
STACK4 is on page 
365 and includes 
STACK2 , page 350



§E11.3
EX

ER
C

ISES
409

E
11.3  C

om
plete assertions for stacks

Show
 that by introducing a secret function body  w

hich returns the body of a stack, it is
possible to m

ake the assertions in a STACK
 class reflect the full corresponding abstract

data type specification. D
iscuss the theoretical and practical value of this technique.

E
11.4  E

xporting the size

W
hy is capacity  exported for the bounded im

plem
entation of stacks, class STAC

K
2 ?

E
11.5  A

n im
plem

entation invariant

W
rite the im

plem
entation invariant for class STAC

K
3 .

E
11.6  A

ssertions and exports

The discussion of using functions in assertions introduced a function correct_index  for the
precondition of item

 and put . If you add this function to class ARRAY , w
hat export status

m
ust you give it?

E
11.7  Finding the bugs

Show
 that each of the four attem

pts at binary search algorithm
s advertized as “w

rong” is
indeed incorrect. (H

int : unlike proving an algorithm
 correct, w

hich requires show
ing that

it w
ill w

ork for all possible cases, proving it incorrect only requires that you find one  case
in w

hich the algorithm
 w

ill produce a w
rong result, fail to term

inate, or execute an illegal
operation such as an out-of-bounds array access or other precondition violation.)

E
11.8  Invariant violations

The discussion in this chapter has show
n that a precondition violation indicates an error

in the client, and a postcondition violation indicates an error in the supplier. Explain w
hy

an invariant violation also reflects a supplier error.

E
11.9  R

andom
 num

ber generators

W
rite a class im

plem
enting pseudo-random

 num
ber generation, based on a sequence

ni =
f (ni-1 )w

here
f  is a given function and the seed n0  w

ill be provided by clients of the
class. Functions should have no side effects. (A

ssum
e f  is know

n; you can find such
functions in textbooks such as [K

nuth 1981],and in num
erical libraries.)

Page 350 .

“A tolerant m
od-

ule”, page 360 .

Page 402 .

Page 382 .
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E
11.10  A

 queue m
odule

W
rite a class im

plem
enting queues (first-in, first-out policy), w

ith appropriate assertions,
in the style of the STAC

K
 classes of this chapter. 

E
11.11  A

 set m
odule

W
rite a class im

plem
enting sets of elem

ents of an arbitrary types, w
ith the standard set

operations (m
em

bership test, addition of a new
 elem

ent, union, intersection etc.). B
e sure

to include the proper assertions. A
ny correct im

plem
entation, such as linked lists or arrays,

is acceptable.

PO
ST

SC
R

IPT
: T

H
E
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R
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N

E
 5 C

R
A

SH

A
s this book w

as being printed, the European Space A
gency released the report of the

international investigation into the test flight of the A
riane 5 launcher, w

hich crashed on
June 4, 1996, 40 seconds after lift-off, at a reported cost of 500 m

illion dollars (uninsured).
The cause of the crash: a failure of the on-board com

puter system
s. The cause of that

failure: a conversion from
 a 64-bit floating-point num

ber (the m
ission’s “horizontal bias”)

to 
a 16-bit signed integer produced an exception because the num

ber w
as 

not
representable w

ith 16 bits. A
lthough som

e other possible exceptions w
ere m

onitored
(using the A

da m
echanism

s described in the next chapter) prior analysis had show
n that

this particular one could not occur; so it w
as decided not to encum

ber the code w
ith an

extra exception handler.
The real cause: insufficient specification. The analysis that the value w

ould alw
ays

fit in 16 bits w
as in fact correct —

 but for the A
riane 4 flight trajectory! The code w

as
reused for A

riane 5, and the assum
ption, although stated in an obscure part of som

e
technical docum

ent, w
as sim

ply forgotten. It did not apply any m
ore to A

riane 5.
W

ith the D
esign by C

ontract approach, it w
ould have been stated in a precondition:

requirehorizontal_bias <=
M

axim
um

_horizontal_bias

naturally prom
pting the quality assurance team

 to check all uses of the routine and to detect
that som

e could violate the assertion. A
lthough w

e w
ill never know

, it seem
s alm

ost
certain that the m

istake w
ould have been caught, probably through static analysis, and at

w
orst during testing thanks to the assertion m

onitoring m
echanism

s described in this
chapter.

The lesson is clear: reuse w
ithout contracts is folly . The “abstracted m

odules” that
w

e have defined as our units of reuse m
ust be equipped w

ith clear specifications of their
operating conditions —

 preconditions, postconditions, invariants; and these specifications
m

ust be in the m
odules them

selves , not in external docum
ents. The principles that w

e have
learned, particularly D

esign by C
ontract and Self-D

ocum
entation, are a required condition

of any successful reusability policy. Even if your m
istakes w

ould cost less than half a
billion dollars, rem

em
ber this rule as you go after the great potential benefits of reuse: to

be reusable, a m
odule m

ust be specified; and the program
m

ing language m
ust support

assertion m
echanism

s that w
ill put the specification in the softw

are itself.

For a m
ore detailed 

discussion see 
[M

1997a].



12W
hen the contract is broken: 

exception handling
L

ike it or not, it is no use pretending: in spite of all static precautions, som
e unexpected

and undesired event w
ill sooner or later occur w

hile one of your system
s is executing. This

is know
n as an exception and you m

ust be prepared to deal w
ith it.
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The literature on exception handling is often not very precise about w
hat really constitutes

an exception. O
ne of the consequences is that the exception m

echanism
s present in such

program
m

ing languages as PL/I and A
da are often m

isused: instead of being reserved for
truly abnorm

al cases, they end up serving as inter-routine goto instructions, violating the
principle of M

odular Protection.

Fortunately, the D
esign by C

ontract theory introduced in the preceding chapter
provides a good fram

ew
ork for defining precisely the concepts involved.

Failures

Inform
ally, an exception is an abnorm

al event that disrupts the execution of a system
. To

obtain a m
ore rigorous definition, it is useful to concentrate first on a m

ore elem
entary

concept, failure, w
hich follow

s directly from
 the contract idea.

A
 routine is not just som

e arbitrary sequence of instructions but the im
plem

entation
of a certain specification —

 the routine’s contract. A
ny call m

ust term
inate in a state that

satisfies the precondition and the class invariant. There is also an im
plicit clause in the

contract: that the routine m
ust not have caused an abnorm

al operating system
 signal,

resulting for exam
ple from

 m
em

ory exhaustion or arithm
etic overflow

 and interrupting
the norm

al flow
 of control in the system

’s execution.

It m
ust refrain from

 causing such events, but of course not everything in life is w
hat

it m
ust be, and w

e m
ay expect that once in a w

hile a routine call w
ill be unable to satisfy

its contract —
 triggering an abnorm

al signal, producing a final state that violates the
postcondition or the invariant, or calling another routine in a state that does not satisfy that
routine’s precondition (assum

ing run-tim
e assertion m

onitoring in the last tw
o cases).
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Such a case w
ill be called a failure.

The discussion w
ill use the phrase “routine failure”, or just “failure”, as an

abbreviation for “failure of a routine call”. O
f course w

hat succeeds or fails is not a routine
(an elem

ent of the softw
are text) but one particular call to that routine at run tim

e.

E
xceptions

From
 the notion of failure w

e can derive a precise definition of exceptions. A
 routine fails

because of som
e specific event (arithm

etic overflow
, assertion violation…

) that interrupts
its execution. Such an event is an exception.

O
ften an exception w

ill  cause failure of the routine. B
ut you can prevent this from

occurring by w
riting the routine so that it w

ill catch the exception and try to restore a state
from

 w
hich the com

putation w
ill proceed. This is the reason w

hy failure and exception are
different concepts: every failure results from

 an exception, but not every exception results
in failure.

The study of softw
are anom

alies in the previous chapter introduced the term
s fault

(for a harm
ful execution event), defect  (for an inadequacy of system

, w
hich m

ay cause
faults) and error  (for a m

istake in the thinking process, w
hich m

ay lead to defects). A
failure is a fault; an exception is often a fault too, but not if its possible occurrence has
been anticipated so that the softw

are can recover from
 the exception.

Sources of exceptions

The softw
are developm

ent fram
ew

ork introduced so far opens the possibility of specific
categories of exception, listed at the top of the facing page.

C
ase E1 reflects one of the basic requirem

ents of using references: a call a
●f  is only

m
eaningful if a

is attached to an object, that is to say non-void. This w
as discussed in the

presentation of the dynam
ic m

odel.

C
ase E2 also has to do w

ith void values. R
em

em
ber that “attachm

ent” covers
assignm

ent and argum
ent passing, w

hich have the sam
e sem

antics. W
e saw

 in the
discussion of attachm

ent that it is possible to attach a reference to an expanded target, the
result being to copy the corresponding object. This assum

es that the object exists; if the
source is void, the attachm

ent w
ill trigger an exception.

D
efinitions: success, failure

A
 routine call succeeds if it term

inates its execution in a state satisfying the
routine’s contract. It fails if it does not succeed.

D
efinition: exception

A
n exception is a run-tim

e event that m
ay cause a routine call to fail.

See “Errors, defects 
and other creeping 
creatures”, page 348 .

“Void references and 
calls”, page 240 .

“H
ybrid attach-

m
ents”, page 263 .
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C
ase E3 follow

s from
 signals that the operating system

 sends to an application w
hen

it detects an abnorm
al event, such as a fault in an arithm

etic operation (underflow
,

overflow
) or an attem

pt to allocate m
em

ory w
hen none is available.

C
ase E4 arises w

hen a routine fails, as a result of an exception that happened during
its ow

n execution and from
 w

hich it w
as not able to recover. This w

ill be seen in m
ore

detail below
, but be sure to note the rule that results from

 case E4:

C
ases E5 to E10 can only occur if run-tim

e assertion m
onitoring has been enabled at

the proper level: at least assertion (require ) for E5,assertion (loop ) for E8 and E9 etc.

C
ase E11 assum

es that the softw
are m

ay include calls to a procedure raise  w
hose

sole goal is to raise an exception. Such a procedure w
ill be introduced later.

C
auses of failure

A
long w

ith the list of possible exception cases, it is useful for the record to define w
hen a

failure  (itself the source of an exception in the caller, as per case E4) can occur:

D
efinition: exception cases

A
n exception m

ay occur during the execution of a routine r as a result of any
of the follow

ing situations:

E1
•A

ttem
pting a qualified feature call a

●f  and finding that a  is void.
E2

•A
ttem

pting to attach a void value to an expanded target.

E3
•Executing an operation that produces an abnorm

al condition detected
by the hardw

are or the operating system
.

E4
•C

alling a routine that fails.

E5
•Finding that the precondition of r  does not hold on entry.

E6
•Finding that the postcondition of r  does not hold on exit.

E7
•Finding that the class invariant does not hold on entry or exit.

E8
•Finding that the invariant of a loop does not hold after the from

 clause
or after an iteration of the loop body.

E9
•Finding that an iteration of a loop’s body does not decrease the variant.

E10
•Executing a check  instruction and finding that its assertion does not
hold.

E11•Executing an instruction m
eant explicitly to trigger an exception.

Failures and exceptions
A

failure of a routine causes an exception  in its caller.

See “M
onitoring 

assertions at run 
tim

e”, page 393 .
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The definitions of failure and exception are m
utually recursive: a failure arises from

an exception, and one of the principal sources of exceptions in a calling routine (E4) is the
failure of a called routine.

12.2  H
A

N
D

L
IN

G
 E

X
C

E
PT

IO
N

S

W
e now

 have a definition of w
hat m

ay happen —
 exceptions —

 and of w
hat w

e w
ould

prefer not to happen as a result —
 failure. Let us equip ourselves w

ith w
ays to deal w

ith
exceptions so as to avoid failure. W

hat can a routine do w
hen its execution is suddenly

interrupted by an unw
elcom

e diversion?

A
s so often in this presentation, w

e can get help tow
ards an answ

er by looking at
exam

ples of how
 not  to do things. H

ere the C
 m

echanism
 (com

ing from
 U

nix) and an A
da

textbook w
ill oblige.

H
ow

 not to do it —
 a C

-U
nix exam

ple

The first counter-exam
ple m

echanism
 (m

ost notably present on U
nix, although it has been

m
ade available on other platform

s running C
) is a procedure called signal  w

hich you can
call under the form

signal (signal_code , your_routine )

w
ith the effect of planting a reference to your_routine  into the softw

are, as the routine that
should be called w

henever a signal of code signal_code occurs. A
 signal code is one of a

num
ber of possible integers such as SIG

ILL  (illegal instruction) and SIG
FPE  (floating-

point exception). Y
ou m

ay include as m
any calls to signal  as you like, so as to associate

different routines w
ith different signals.

Then assum
e som

e instruction executed after the call to signal triggers a signal of
code signal_code . W

ere it not for the signal  call, this event w
ould im

m
ediately term

inate
the execution in an abnorm

al state. Instead it w
ill cause a call to your_routine , w

hich
presum

ably perform
s som

e corrective action, and then w
ill …

 resum
e the execution exactly

at the point w
here the exception occurred. This is dangerous, as you have no guarantee that

the cause of the trouble has been addressed at all; if the com
putation w

as interrupted by a
signal it w

as probably im
possible to com

plete it starting from
 its initial state.

W
hat you w

ill need in m
ost cases is a w

ay to correct the situation and then restart
the routine in a new

, im
proved initial state. W

e w
ill see a sim

ple m
echanism

 that
im

plem
ents this schem

e. N
ote that one can achieve it in C

 too, on m
ost platform

s, by
com

bining the signal  facility w
ith tw

o other library routines: setjm
p  to insert a m

arker into
the execution record for possible later return, and longjm

p  to return to such a m
arker, even

if several calls have been started since the setjm
p . The setjm

p -longjm
p  m

echanism
 is,

D
efinition: failure cases

A
 routine call w

ill fail if and only if an exception occurs during its execution
and the routine does not recover from

 the exception.

W
e have yet to see 

w
hat it m

eans for a 
routine to “recover” 
from

 an exception .
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how
ever, delicate to use; it can be useful in the target code generated by a com

piler —
 and

can indeed serve, together w
ith signal , to im

plem
ent the high-level O

-O
 exception

m
echanism

 introduced later in this chapter —
 but is not fit for direct consum

ption by
hum

an program
m

ers.

H
ow

 not to do it —
 an A

da exam
ple

H
ere is a routine taken from

 an A
da textbook:

sqrt (n : REAL ) return REAL  is
beginif x < 0 .0

then
raise N

egative
else

norm
al_square_root_com

putation
end

exception
w

hen N
egative =>

put ("N
egative argum

ent ")
return

w
hen

others =>
…

end -- sqrt

This exam
ple w

as probably m
eant just as a syntactical illustration of the A

da
m

echanism
, and w

as obviously w
ritten quickly (for exam

ple it fails to return a value in the
exceptional case); so it w

ould be unfair to criticize it as if it w
ere an earnest exam

ple of
good program

m
ing. B

ut it provides a useful point of reference by clearly show
ing an

undesirable w
ay of handling exceptions. G

iven the intended uses of A
da —

 m
ilitary and

space system
s —

 one can only hope that not too m
any actual A

da program
s have taken

this m
odel verbatim

.

The goal is to com
pute the real square root of a real num

ber. B
ut w

hat if the num
ber

is negative? A
da has no assertions, so the routine perform

s a test and, if it finds n  to be
negative, raises an exception.

The A
da instruction raise

Exc  interrupts execution of the current routine, triggering
an exception of code Exc . O

nce raised, an exception can be caught, through a routine’s (or
block’s) exception clause. Such a clause, of the form

exception
w

hen code_a1 , code_a2 ,…
=> Instructions_a ;

w
hen code_b1 ,…

=> Instructions_b ;
…

is able to handle any exception w
hose code is one of those listed in the w

hen  subclauses;
it w

ill execute Instructions_a  for codes code_a1 , code_a2 ,…
 and so on for the others. O

ne
of the subclauses m

ay, as in the exam
ple, start w

ith w
hen

others , and w
ill then handle any

exception not explicitly nam
ed in the other subclauses. If an exception occurs but its code

From
 Som

m
erville 

and M
orrison , “Soft-

ware D
evelopm

ent 
with Ada” , Addison-
W

esley , 1987 . Letter 
case , indentation ,
sem

icolon usage and 
the nam

e of the float-
ing-point type have 
been adapted to the 
conventions of the 
present book ;N

on_
positive has been 
changed to N

egative .
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is not listed (explicitly or through w
hen

others ), the routine w
ill pass it to its caller; if

there is no caller, m
eaning that the failed routine is the m

ain program
, execution

term
inates abnorm

ally.

In the exam
ple there is no need to go to the caller since the exception, just after being

raised, is caught by the exception  clause of the routine itself, w
hich contains a subclause

w
hen Negative =>

…

B
ut w

hat then do the corresponding instructions do? H
ere they are again:

put ("Negative argum
ent ")

return

In other w
ords: print out a m

essage —
 a delicate thought, considering w

as happens
next; and then return to the caller. The caller w

ill not be notified of the event, and w
ill

continue its execution as if nothing had happened. Thinking again of typical applications
of A

da, w
e m

ay just w
ish that artillery com

putations, w
hich can indeed require square root

com
putations, do not follow

 this schem
e, as it m

ight direct a few
 m

issiles to the w
rong

soldiers (som
e of w

hom
 m

ay, how
ever, have the consolation of seeing the error m

essage
shortly before the encounter).

This technique is probably w
orse than the C-U

nix signal  m
echanism

, w
hich at least

picks up the com
putation w

here it left. A
 w

hen  subclause that ends w
ith return  does not

even continue the current routine (assum
ing there are m

ore instructions to execute); it gives
up and returns to the caller as if everything w

ere fine, although everything is not  fine.
M

anagers —
 and, to continue w

ith the m
ilitary them

e, officers —
 know

 this situation w
ell:

you have assigned a task to som
eone, and are told the task has been com

pleted —
 but it has

not. This leads to som
e of the w

orst disasters in hum
an affairs, and in softw

are affairs too.

This counter-exam
ple holds a lesson for A

da program
m

ers: under alm
ost no

circum
stances should a w

hen  subclause term
inate its execution w

ith a return . The
qualification “alm

ost” is here for com
pleteness, to account for a special case, the false

alarm
, discussed below

; but that case is very rare. Ending exception handling w
ith a

return  m
eans pretending to the caller that everything is right w

hen it is not. This is
dangerous and unacceptable. If you are unable to correct the problem

 and satisfy the A
da

routine’s contract, you should m
ake the routine fail. A

da provides a sim
ple m

echanism
 to

do this: in an exception  clause you m
ay execute a raise  instruction w

ritten as just

raise

w
hose effect is to re-raise the original exception to the caller. This is the proper w

ay of
term

inating an execution that is not able to fulfill its contract.

A
da E

xception rule
The execution of any A

da exception handler should end by either executing
a

raise  instruction or retrying the enclosing program
 unit.
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E
xception handling principles

These counter-exam
ples help show

 the w
ay to a disciplined use of exceptions. The

follow
ing principle w

ill serve as a basis for the discussion.

Let us do aw
ay first w

ith the false alarm
 case, w

hich corresponds to the basic C
-U

nix
m

echanism
 as w

e have seen it. H
ere is an exam

ple. Som
e w

indow
 system

s w
ill cause an

exception if the user of an interactive system
 resizes a w

indow
 w

hile som
e process is

executing in it. A
ssum

e that such a process does not perform
 any w

indow
 output; then the

exception w
as harm

less. But even in such case there are usually better w
ays, such as

disabling the signals altogether, so that no exception w
ill occur. This is how

 w
e w

ill deal
w

ith false alarm
s in the m

echanism
 of the next sections.

False alarm
s are only possible for operating system

 signals —
 in fact, only for signals

of the m
ore benign kind, since you cannot ignore an arithm

etic overflow
 or an inability to

allocate requested m
em

ory. Exceptions of all the other categories indicate trouble that
cannot be ignored. It w

ould be absurd, for exam
ple, to proceed w

ith a routine after finding
that its precondition does not hold.

So m
uch for false alarm

s (unfortunately, since they are the easiest case to handle).
For the rest of this discussion w

e concentrate on true exceptions, those w
hich w

e cannot
just turn off like an oversensitive car alarm

.

Retrying  is the m
ost hopeful strategy: w

e have lost a battle, but w
e have not lost the

w
ar. Even though our initial plan for m

eeting our contract has been disrupted, w
e still

think that w
e can satisfy our client by trying another tack. If w

e succeed, the client w
ill be

entirely unaffected by the exception: after one or m
ore new

 attem
pts follow

ing the initial
failed one, w

e w
ill return norm

ally, having fulfilled the contract. (“M
ission accom

plished,
Sir. The usual little troubles along the w

ay, Sir. A
ll fine by now

, Sir.”)

W
hat is the “other tack” to be tried on the second attem

pt? It m
ight be a different

algorithm
; or it m

ight be the sam
e algorithm

, executed again after som
e changes have been

brought to the state of the execution (attributes, local entities) in the hope of preventing
the exception from

 occurring again. In som
e cases, it m

ay even be the original routine tried
again w

ithout any change w
hatsoever; this is applicable if the exception w

as due to som
e

D
isciplined E

xception H
andling principle

There are only tw
o legitim

ate responses to an exception that occurs during
the execution of a routine:
R

1
•R

etrying : attem
pt to change the conditions that led to the exception

and to execute the routine again from
 the start.

R
2

•Failure  (also know
n as organized panic ):clean up the environm

ent,
term

inate the call and report failure to the caller.
In addition, exceptions resulting from

 som
e operating system

 signals (case
E3 of the classification of exceptions) m

ay in rare cases justify a false alarm
response: determ

ine that the exception is harm
less and pick up the routine’s

execution w
here it started.

The classification of 
exception cases ,
including E3 , is on 
page 413 .
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external 
event 

—
 

transient 
hardw

are 
m

alfunction, 
tem

porarily 
busy 

device 
or

com
m

unication line —
 w

hich w
e do not control although w

e expect it w
ill go aw

ay.

W
ith the other response, failure , w

e accept that w
e not only have lost the battle (the

current attem
pt at executing the routine body) but cannot w

in the w
ar (the attem

pt to
term

inate the call so as to satisfy the contract). So w
e give up, but w

e m
ust first ensure tw

o
conditions, explaining the use of “organized panic” as a m

ore vivid synonym
 for “failure”:

•
M

aking sure (unlike w
hat happened in the sqrt  counter-exam

ple) that the caller gets
an exception. This is the panic  aspect: the routine has failed to live up to its contract.

•
R

estoring a consistent execution state —
 the organized  aspect.

W
hat is a “consistent” state? From

 our study of class correctness in the previous
chapter w

e know
 the answ

er: a state that satisfies the invariant. W
e saw

 that in the course
of its w

ork a routine execution m
ay tem

porarily violate the invariant, w
ith the intention of

restoring it before term
ination. B

ut if an exception occurs in an interm
ediate state the

invariant m
ay be violated. The routine m

ust restore it before returning control to its caller.

T
he call chain

To discuss the exception handling m
echanism

 it w
ill be useful to have a clear picture of

the sequence of calls that m
ay lead to an exception. This is the notion of call chain, already

present in the explanation of the A
da m

echanism
.

Let r0  be the root creation procedure of a certain system
 (in A

da r0  w
ould be the m

ain
program

). A
t any tim

e during the execution, there is a current routine , the routine w
hose

execution w
as started last; it w

as started by the execution of a certain routine; that routine
w

as itself called by a routine; and so on. If w
e follow

 this called-to-caller chain all the w
ay

through w
e w

ill end up at r0 . The reverse chain (r0 , the last routine r1 that it called, the last
routine r2 that r1 called, and so on dow

n to the current routine) is the call chain.

If a routine produces an exception (as pictured at the bottom
-right of the figure), it

m
ay be necessary to go up the chain until finding a routine that is equipped to handle the

exception —
 or stop execution if w

e reach r0 , not having found any applicable exception
handler. This w

as the case in A
da w

hen no routine in the call chain has an exception
clause w

ith a w
hen  clause that nam

es the exception type or others .

The call chain
r0

r1

r2

r3

r4

Routine call
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From
 the preceding analysis follow

s the exception m
echanism

 that fits best w
ith the

object-oriented approach and the ideas of D
esign by C

ontract.

The basic properties w
ill follow

 from
 a sim

ple language addition —
 tw

o keyw
ords

—
 to the fram

ew
ork of the preceding chapters. A

 library class, EXC
EPTIO

N
S , w

ill also
be available for cases in w

hich you need to fine-tune the m
echanism

.

R
escue and R

etry

First, it m
ust be possible to specify, in the text of a routine, how

 to deal w
ith an exception

that occurs during one of its calls. W
e need a new

 clause for that purpose; the m
ost

appropriate keyw
ord is rescue , indicating that the clause describes how

 to try to recover
from

 an undesirable run-tim
e event. B

ecause the rescue clause describes operations to be
executed w

hen the routine’s behavior is outside of the standard case described by the
precondition (require ), body (do ) and postcondition (ensure ), it w

ill appear, w
hen

present, after all these other clauses:

routine  is
requireprecondition
local…

 Local entity declarations …
do

body
ensurepostcondition
rescuerescue_clause
end

The rescue_clause  is a sequence of instructions. W
henever an exception occurs

during the execution of the norm
al body , this execution w

ill stop and the rescue_clause
w

ill be executed instead. There is at m
ost one rescue  clause in a routine, but it can find

out w
hat the exception w

as (using techniques introduced later), so that you w
ill be able to

treat different kinds of exception differently if you w
ish to.

The other new
 construct is the retry instruction, w

ritten just retry . This instruction
m

ay only appear in a rescue  clause. Its execution consists in re-starting the routine body
from

 the beginning. The initializations are of course not repeated.

These constructs are the direct im
plem

entation of the D
isciplined Exception

H
andling principle. The retry  instruction provides the m

echanism
 for retrying; a rescue

clause that does not execute a retry  leads to failure.
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H
ow

 to fail w
ithout really trying

The last observation is w
orth em

phasizing:

So if you have w
ondered how

 routines can fail in practice —
 causing case E4 of the

exception classification —
 this is it.

A
s a special case, consider a routine w

hich does not  have a rescue  clause. In practice
this w

ill be the case w
ith the vast m

ajority of routines since the approach to exception
handling developed here suggests equipping only a select few

 routines w
ith such a clause.

Ignoring possible local entity declarations, argum
ents, precondition and postcondition, the

routine appears as

routine  is
do

body
end

Then if w
e consider —

 as a tem
porary convention —

 that the absence of a rescue
clause is the sam

e thing as an em
pty rescue clause, that is to say

routine  is
do

body
rescue-- N

othing here (em
pty instruction list)

end

the Failure principle has an im
m

ediate consequence: if an exception occurs in a routine
w

ithout rescue  clause it w
ill cause the routine to fail, triggering an exception in its caller.

T
reating an absent rescue  clause as if it w

ere present but em
pty is a good enough

approxim
ation at this stage of the discussion; but w

e w
ill need to refine this rule slightly

w
hen w

e start looking at the effect of exceptions on the class invariant.

A
n exception history table

If a routine fails, either because it has no rescue  clause at all or because its rescue  clause
executes to the end w

ithout a retry , it w
ill interrupt the execution of its caller w

ith a
“R

outine failed” (E4) exception. The caller is then faced w
ith the sam

e tw
o possibilities:

either it has a rescue  clause that can execute a successful retry and get rid of the
exception, or it w

ill fail too, passing the exception one level up the call chain.

Failure principle
Execution of a rescue  clause to its end, not leading to a retry  instruction,
causes the current routine call to fail.

See page 413 .

For the exact conven-
tion see “W

hen there 
is no rescue clause”, 
page 430 .
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If in the end no routine in the call chain is able to recover from
 the exception, the

execution as a w
hole w

ill fail. In such a case the environm
ent should print out a clear

description of w
hat happened, the exception history table. H

ere is an exam
ple:

This is a record not only of the exceptions that directly led to the execution’s failure
but of all recent exceptions, up to a lim

it of 100 by default, including those from
 w

hich the
execution w

as able to recover through a retry . From
 top to bottom

 the order is the reverse
of the order in w

hich calls w
ere started; the creation procedure is on the last line.

The R
outine colum

n identifies, for each exception, the routine w
hose call w

as
interrupted by the exception. The O

bject colum
n identifies the target of that call; here the

objects have nam
es such as O

1, but in a real trace they w
ill have internal identifiers, useful

to determ
ine w

hether tw
o objects are the sam

e. The C
lass  colum

n gives the object’s
generating class.

The N
ature of exception colum

n indicates w
hat happened. This is w

here, for a
assertion violation as in the second entry from

 the top, the environm
ent can take advantage

of assertion labels, interval_big_enough  in the exam
ple, to identify the precise clause that

w
as violated.

The last colum
n indicates how

 the exception w
as handled: R

etry or Fail. The table
consists of a sequence of sections separated by thick lines; each section except the last led
to a R

etry. Since a R
etry enables the execution to restart norm

ally, an arbitrary num
ber of

calls m
ay have occurred betw

een tw
o calls separated by a thick line.

Ignoring any such interm
ediate calls —

 successful and as such uninteresting for the
purposes of this discussion —

 here is the call and return chain corresponding to the above
exception history table. To reconstruct the action you should follow

 the arrow
s counter-

clockw
ise from

 the call to m
ake at the top left.

O
bject

C
lass

R
outine

N
ature of exception

E
ffect

O
4

Z_FU
NCTIO

N
split (from

 E_FU
N

CTIO
N

)
Feature interpolate :
C

alled on void 
reference.

R
etry

O
3

INTERVAL
integrate

interval_big_enough :
Precondition violated. Fail

O
2

EQ
U

ATIO
N

solve (from
 GENERAL_EQ

U
ATIO

N )
R

outine failure
Fail

O
2

EQ
U

ATIO
N

filter
R

outine failure
R

etry

O
2

M
ATH

new_m
atrix (from

 BASIC
_M

ATH
)

enough_m
em

ory :
C

heck violated.
Fail

O
1 

(root)
INTERFAC

E
m

ake
R

outine failure
Fail

A
n exception 

history table
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W
e now

 have the basic m
echanism

. Let us see how
 to apply it to com

m
on situations.

Fragile input

A
ssum

e that in an interactive system
 you need to prom

pt your system
’s user to enter an

integer. A
ssum

e further that the only procedure at your disposal to read the integer,
read_one_integer , leaving its result in the attribute last_integer_read , is not robust: if
provided w

ith som
ething else than integer input, it m

ay fail, producing an exception. O
f

course you do not w
ant your ow

n system
 to fail in that case, but since you have no

control over read_one_integer  you m
ust use it as it is and try to recover from

 the
exception if it occurs. H

ere is a possible schem
e:

get_integer is
-- G

et integer from
 user and m

ake it available in last_integer_read .
-- If input initially incorrect, ask again as m

any tim
es as necessary.

do
print ("Please enter an integer :")
read_one_integer

rescueretry
end

This version of the routine illustrates the retry strategy: w
e just keep retrying.

A
n obvious criticism

 is that if a user keeps on entering incorrect input, the routine
w

ill forever keep asking for a value. This is not a very good solution. W
e m

ight put an
upper bound, say five, on the num

ber of attem
pts. H

ere is the revised version:

m
ake

new
_m

atrix

filter
solve

integrate

split
C

all
N

orm
al return

Failure return
R

etry (one or m
ore tim

es)

A
 failed

execution
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M
axim

um
_attem

pts : IN
TEG

ER is 5
-- N

um
ber of attem

pts before giving up getting an integer.
get_integer is

-- A
ttem

pt to read integer in at m
ost M

axim
um

_attem
pts  attem

pts.
-- Set value of integer_was_read  to record w

hether successful.
-- If successful, m

ake integer available in last_integer_read .
localattem

pts : IN
TEG

ER
do

if attem
pts < M

axim
um

_attem
pts then

print ("Please enter an integer :")
read_one_integer
integer_was_read := True

else
integer_was_read := False
attem

pts := attem
pts +

 1
end

rescueretry
end

This assum
es that the enclosing class has a boolean attribute integer_w

as_read
w

hich w
ill record how

 the operation w
ent. C

allers should use the routine as follow
s to try

to read an integer and assign it to an integer entity n :

get_integer
ifinteger_w

as_read  then
n

:= last_integer_read
else

“D
eal w

ith case in w
hich it w

as im
possible to obtain an integer”

end

R
ecovering from

 hardw
are or operating system

 exceptions

A
m

ong the events that trigger exceptions are signals sent by the operating system
, som

e
of w

hich m
ay have originated w

ith the hardw
are. Exam

ples include: arithm
etic overflow

and underflow
; im

possible I/O
 operations; “illegal instruction” attem

pts (w
hich, w

ith a
good object-oriented language, w

ill com
e not from

 the O
-O

 softw
are but from

 com
panion

routines, w
ritten in low

er-level languages, w
hich m

ay overw
rite certain areas of m

em
ory);

creation or clone operations that fail because no m
em

ory is available; user interrupts (a
user hitting the “break” key or equivalent during execution).

Theoretically you m
ay view

 such conditions as assertion violations. If a +
 b

provokes overflow
, it m

eans that the call has not observed the im
plicit precondition on the

+
 function for integer or real num

bers, stating that the m
athem

atical sum
 of the tw

o
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argum
ents should be representable on the com

puter. A
 sim

ilar im
plicit precondition on the

allocation of a new
 object (creation or clone) is that enough m

em
ory is available; if a w

rite
fails, it is because the environm

ent —
 files, devices, users —

 did not m
eet the applicability

conditions. B
ut in such cases it is im

practical or im
possible to express the assertions, let

alone check them
: the only solution is to attem

pt the operation and, if the hardw
are or

operating system
 signals an abnorm

al condition, to treat it as an exception.

C
onsider the problem

 of w
riting a function quasi_inverse  w

hich for any real num
ber

x  m
ust return either its inverse 

 or, if that is im
possible to com

pute because x  is too

sm
all, the value 0. This type of problem

 is essentially im
possible to solve w

ithout an
exception m

echanism
: the only practical w

ay to know
 w

hether x  has a representable

inverse is to attem
pt the division 

; but if this provokes overflow
 and you cannot handle

exceptions, the program
 w

ill crash and it w
ill be too late to return 0 as a result.

O
n som

e platform
s it m

ay be possible to w
rite a function invertible  such that invertible

(x )
is true if and only if the inverse of x  can be com

puted. Y
ou can then use invertible  to w

rite
quasi_inverse . B

ut this is usually not a practical solution since such a function w
ill not be

portable across platform
s, and in tim

e-sensitive num
erical com

putations w
ill cause a

serious perform
ance overhead, a call to invertible  being at least as expensive as the

inversion itself.

W
ith the rescue- retry  m

echanism
 you can easily solve the problem

, at least on
hardw

are that triggers a signal for arithm
etic underflow

:

quasi_inverse (x : REAL ): REAL is
--1 /x  if possible, otherw

ise 0
localdivision_tried : BO

O
LEAN

do
ifnot division_tried then

Result := 1 /x
end

rescuedivision_tried := True
retry

end

The initialization rules set division_tried  to false at the start of each call. The body
does not need any else  clause because these rules also initialize Result  to 0.

R
etrying for softw

are fault tolerance

A
ssum

e you have w
ritten a text editor and (sham

e on you) you are not quite sure it is
entirely bug-free, but you already w

ant to get som
e initial user feedback. Y

our guinea pigs
are w

illing to tolerate a system
 w

ith som
e rem

aining errors; they m
ight accept for exam

ple
that once in a w

hile it w
ill be unable to carry out a com

m
and that they have requested; but

1x ---1x ---



§12.4
EX

C
EPT

IO
N

 H
A

N
D

L
IN

G
 E

X
A

M
PL

ES
425

they w
ill not use it to enter serious texts (w

hich is w
hat you w

ant them
 to do, to test your

editor under realistic conditions) if they fear that a failure m
ay result in a catastrophe, such

as brutal exit and loss of the last half-hour’s w
ork. W

ith the R
etrying m

echanism
 you can

provide a defense against such behavior.

A
ssum

e that the editor, as w
ill usually be the case, contains a basic com

m
and

execution loop of the form

from
 …

 until exit  loop
execute_one_com

m
and

end

w
here the body of routine execute_one_com

m
and  is of the form

“D
ecode user request”

“Execute appropriate com
m

and in response to request”

The “Execute…
” instruction chooses am

ong a set of available routines (for
exam

ple delete a line, change a w
ord etc.) W

e w
ill see in a later chapter how

 the
techniques of inheritance and dynam

ic binding yield sim
ple, elegant structures for such

m
ulti-w

ay decisions.

The assum
ption is that the different routines are not entirely safe; som

e of them
 m

ay
fail at unpredictable tim

es. Y
ou can provide a prim

itive but effective protection against
such an event by w

riting the routine as

execute_one_com
m

and  is
-- G

et a request from
 the user and, if possible,

-- execute the corresponding com
m

and.
do

“D
ecode user request”

“Execute appropriate com
m

and in response to request”
rescuem

essage ("Sorry , this com
m

and failed ")
m

essage ("Please try another com
m

and ")
m

essage ("Please report this failure to the author ")
“Instructions to patch up the state of the editor”
retry

end

This schem
e assum

es in practice that the types of supported user request include
“save current state of m

y w
ork” and “quit”, both of w

hich had better w
ork correctly. A

user w
ho sees the m

essage Sorry , this com
m

and failed  w
ill m

ost likely w
ant to save the

results of the current session and get out as quickly as possible.

Som
e of the routines im

plem
enting individual operations m

ay have their ow
n rescue

clauses, leading to failure (so that the above rescue  clause of execute_one_com
m

and  takes
over) but only after printing a m

ore inform
ative, com

m
and-specific m

essage.

C
hapter 21 .
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N
-version program

m
ing

A
nother exam

ple of retrying for softw
are fault tolerance is an im

plem
entation of the “N

-
version program

m
ing” approach to im

proving softw
are reliability.

N
-version program

m
ing w

as inspired by redundancy techniques that have proved
their usefulness in hardw

are. In m
ission-critical setups it is frequent to encounter

redundant hardw
are configurations, w

here several devices —
 for exam

ple com
puters —

perform
 an identical function, and an arbitrating m

echanism
 com

pares the results,
deciding for the m

ajority in case of discrepancy. This approach guards against single-
com

ponent failures and is com
m

on in aerospace applications. (In a fam
ous incident, an

early space shuttle launch had to be delayed because of a bug in the softw
are for the

arbitrating  com
puter itself.) N

-version program
m

ing transposes this approach to softw
are

by suggesting that for a m
ission-critical developm

ent tw
o or m

ore team
s, w

orking in
environm

ents as distinct as possible, should produce alternative system
s, in the hope that

errors, if any, w
ill be different.

This is a controversial idea; one m
ay argue that the m

oney w
ould be better spent in

im
proving the correctness and robustness of a single version than in financing tw

o or m
ore

im
perfect im

plem
entations. Let us, how

ever, ignore these objections and refrain from
 any

judgm
ent on the idea itself, but see how

 the retry  m
echanism

 w
ould support the idea of

using several im
plem

entations w
here one takes over if the others fail:

do_task  is
-- Solve a problem

 by applying one of several possible im
plem

entations.
require…
localattem

pts : IN
TEG

ER
do

if attem
pts = 0 then

im
plem

entation_1
elseif attem

pts = 1 then
im

plem
entation_2

end
ensure…
rescueattem

pts := attem
pts +

 1
if attem

pts < 2 then
“Perhaps som

e instructions to reset to stable state”
retry

end
end

The generalization to m
ore than tw

o alternative im
plem

entations is im
m

ediate.

See A . Avizienis , “The 
N

-Version Approach to 
Fault-Tolerant Soft-
w

are” , IEEE Trans . on 
Soft . Eng ., SE-11 , 12 ,
D

ec . 1985 , pp . 1491-
1501 .
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This exam
ple is typical of the use of retry . The rescue clause never  attem

pts to reach
the original goal using a substitute im

plem
entation; reaching this goal, as expressed by the

postcondition if there is one, is the privilege of the norm
al body. N

ote that after tw
o

attem
pts (or n  in the general case) the routine sim

ply executes its rescue  clause to the end
and so fails.

Let us look m
ore closely at w

hat happens w
hen an exception is triggered during the

execution of r . The norm
al execution (the body) stops; the rescue clause is executed

instead. Then tw
o cases m

ay occur:

•
The rescue clause m

ay execute a retry , usually after som
e other instructions. In this

case, execution of the routine w
ill start anew

. This new
 attem

pt m
ay succeed; then

the routine w
ill term

inate norm
ally and return to its client. The call is a success; the

contract has been fulfilled. Execution of the client is not affected, except of course
that the call m

ay have taken longer than norm
al. If, how

ever, the retry attem
pt again

causes an exception, the process of executing the rescue clause w
ill start anew

. 

•
If the rescue clause does not execute a retry , it w

ill continue to its end. (This happens
in the last exam

ple w
hen attem

pts >= 2 .) In this case the routine fails: it returns
control to its caller, signaling an exception. B

ecause the caller gets an exception, the
sam

e rule determ
ines how

 its ow
n execution continues.

This m
echanism

 strictly adheres to the D
isciplined Exception H

andling principle:
either a routine succeeds, that is to say its body executes to the end and satisfies the
postcondition, or it fails. W

hen interrupted by an exception, you m
ay either report failure

or try your norm
al body again; in no w

ay can you exit through the rescue clause and
pretend to your caller that you succeeded.

12.5  T
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The last com
m

ents get us started tow
ards a better understanding of the exception

m
echanism

 by suggesting the theoretical role of rescue clauses. Som
e form

al reasoning
w

ill help us obtain the com
plete picture.

T
he correctness of a rescue clause

The form
al definition of class correctness stated tw

o requirem
ents on the features of a

class. O
ne (C1) requires creation procedures to start things off properly. The other (C

2),
m

ore directly relevant for the present discussion, states that to satisfy its contract, every
routine, started w

ith its precondition and the class invariant both satisfied, m
ust preserve

the invariant and ensure its postcondition. This w
as illustrated by the diagram

 depicting
the typical object lifecycle:

See“W
H

EN
 IS A 

C
LASS C

O
R-

REC
T?”, 11.9, page 

370.
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The form
al rule read:

w
here prer  is the precondition, IN

V  the class invariant, Bodyr  the body of the routine, and
postr  the postcondition. To keep things sim

ple let us ignore the argum
ents xr .

Let Rescuer be the rescue clause of a routine, ignoring any branch that leads to a
retry —

 that is to say keeping only those branches that w
ill result in failure if executed.

R
ule C

2 is a specification of the body Bodyr  of the routine, in term
s of w

hat initial states
it assum

es and w
hat final states it can guarantee. C

an w
e obtain a sim

ilar specification for
RESC

U
E

r ? It should be of the form

{
?

} Rescuer
{

?
}

w
ith the question m

arks replaced by actual assertions. (H
ere it is useful to try answ

ering
the question for yourself before reading on: how

 w
ould you fill in the question m

arks?)

C
onsider first the input assertion —

 the question m
ark on the left of Rescuer .

A
nything  non-trivial that w

e w
rite there w

ould be w
rong! R

em
em

ber the discussion of
attractive job offers: for w

hoever im
plem

ents the task A
in {P } A {Q

}, the stronger the
precondition P , the easier the job, since a precondition restricts the set of input cases that
you m

ust handle. A
ny precondition for Rescuer w

ould m
ake the job easier by restricting

the set of states in w
hich Rescuer m

ay be called to action. B
ut w

e m
ay not assum

e any such
restriction since exceptions, by their very nature, m

ay happen at any tim
e. If w

e knew
 w

hen
an exception w

ill happen, it probably w
ould not be an exception any m

ore. Think of
hardw

are failures: w
e have no clue as to w

hen a com
puter can start to m

alfunction. N
or do

w
e know

, in an interactive system
, w

hen a user w
ill feel like hitting the “break” key.

So the only P
assertion that w

e can afford here (to replace the question m
ark on the

left) is the one that asserts nothing at all: True , the assertion that all states satisfy.

For a lazy Rescuer  im
plem

entor —
 again in reference to the discussion of job offers

in the previous chapter —
 this is bad new

s; in fact the precondition True  is alw
ays the

w
orst possible new

s for a supplier, the case in w
hich “the custom

er is alw
ays right”!

C
2

•For every exported routine r
and any set of valid argum

ents xr :

{prer (xr )and IN
V } Bodyr

{postr (xr )and IN
V }

!! a
●m

ake (…
)

S1S2S3S4 a
●f (…

)

a
●g

(…
)

a
●f (…

)

The life of an 
object

(O
riginal page 366 .)

This rule appeared 
on page 371 .

See “W
eak and 

strong conditions”, 
page 335 .
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W
hat about the output assertion (the Q

)? A
s discussed earlier, a rescue clause that

leads to a failure m
ust, before returning control to its caller w

ith an exception, restore a
stable state. This m

eans reestablishing the invariant.

H
ence the rule that w

e seek, w
ith no m

ore question m
arks:

Sim
ilar reasoning yields the corresponding rule for any branch Retryr  of the rescue

clause leading to a retry instruction:

A
 clear separation of roles

It is interesting to contrast the form
al roles of the body and the rescue clause:

C
2

•{prer and IN
V } Bodyr

{postr (xr ) IN
V }

C
3

•
{True }

Rescuer
{INV }

The input assertion is stronger for Bodyr : w
hereas the rescue clause is not perm

itted
to assum

e anything at all, the routine’s body m
ay assum

e the precondition and the
invariant. This m

akes its job easier.

The output assertion, how
ever, is also stronger for Bodyr : w

hereas the rescue clause
is only required to restore the invariant, the norm

al execution m
ust also ensure the

postcondition —
 the official job of the routine. This m

akes its job harder.

These rules reflect the separation of roles betw
een the body (the do  clause) and the

rescue clause. The task of the body is to ensure the routine’s contract; not directly to
handle exceptions. The task of the rescue clause is to handle exceptions, returning control
to the body or (in the failure case) to the caller; not to ensure the contract.

A
s an analogy —

 part of this book’s constant effort to provide readers not just w
ith

theoretically attractive concepts but also w
ith practical skills that they can apply to the

pursuit of their careers —
 consider the difficulty of choosing betw

een tw
o noble

professions: cook  and firefighter . Each has its grandeur, but each has its servitudes. A
gratifying quality of the cook's job is that he m

ay assum
e, w

hen he show
s up at w

ork in
the m

orning, that the restaurant is not burning (satisfies the invariant); presum
ably his

contract does not specify any cooking obligation under burning circum
stances. B

ut w
ith a

non-burning initial state the cook m
ust prepare m

eals (ensure the postcondition); it is also
a com

ponent of his contract, although perhaps an im
plicit one, that throughout this

endeavor he should m
aintain the invariant, if he can, by not setting the restaurant on fire.

C
orrectness rule for failure-inducing rescue clauses

C
3

•
{True }

Rescuer
{IN

V }

C
orrectness rule for retry-inducing rescue clauses

C
4

•
{True }

Retryr
{IN

V and prer }
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The firefighter, for his part, m
ay assum

e nothing as to the state in w
hich he finds the

restaurant w
hen he is called for help at any tim

e of day or night. There is not even any
guarantee that the restaurant is indeed burning —

 no precondition of the form
 is_burning ,

or of any other form
 save for True  —

 since any call m
ay be a false alarm

. In som
e cases,

of course, the restaurant w
ill be burning. B

ut then a firefighter’s only duty is to return it to
a non-burning state; his job description does not require that he also serve a m

eal to the
assem

bly of patiently w
aiting custom

ers.

W
hen there is no rescue clause

H
aving form

alized the role of rescue clauses w
e can take a second look at w

hat happens
w

hen an exception occurs in a routine that has no such clause. The rule introduced earlier
—

 w
ith a w

arning that it w
ould have to be revised —

 stated that an absent rescue clause
w

as equivalent to a present but em
pty one (rescue end ). In light of our form

al rules,
how

ever, this is not alw
ays appropriate. C

3 requires that

{True }
Rescuer

{INV }

If
Rescuer  is an em

pty instruction and the invariant IN
V  is anything other than True ,

this w
ill not hold.

H
ence the exact rule. The class AN

Y —
 m

other of all classes —
 includes a procedure

default_rescue is-- H
andle exception if no Rescue clause.

-- (D
efault: do nothing)

doend

A
 routine that does not have a R

escue clause is considered to have one that, rather
than being em

pty as first suggested, has the form

rescuedefault_rescue

Every class can redefine default_rescue  (using the feature redefinition m
echanism

studied as part of inheritance in a later chapter) to perform
 som

e specific action, instead
of the default em

pty effect defined in G
EN

ERAL .

R
ule C

3 indicates the constraint on any such action: starting in any state, it m
ust

restore the class invariant IN
V . N

ow
 you w

ill certainly rem
em

ber that producing a state
that satisfies the invariant w

as also the role of the creation procedures  of a class, as
expressed by the rule labeled C

1. In m
any cases, you w

ill be able to w
rite the redefinition

of default_rescue  so that it relies on a creation procedure.

W
e will study ANY ,

w
hose features are 

present in all classes ,
in “TH

E G
LO

BAL 
INH

ERITANCE 
STRU

CTU
RE”, 

16.2, page 580 .

See “The role of cre-
ation procedures”, 
page 372 . Rule C1
was on page 371 .
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12.6  A
D

V
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N
C

E
D
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E

PT
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G

The extrem
ely sim

ple m
echanism

 developed so far handles m
ost of the needs for

exception handling. B
ut certain applications m

ay require a bit of fine-tuning:

•
Y

ou m
ay need to find out the nature of the latest exception, so as to handle different

exceptions differently.

•
Y

ou m
ay w

ant to specify that certain signals should not trigger an exception.

•
Y

ou m
ay decide to trigger an exception yourself.

W
e could extend the language m

echanism
 accordingly, but this does not seem

 the
right approach, for at least three reasons: the facilities are needed only occasionally, so that
w

e w
ould be needlessly burdening the language; som

e of them
 (in particular anything that

has to do w
ith signals) m

ay be platform
-dependent, w

hereas a language definition should
be portable; and w

hen you select a set of these facilities it is hard to be sure that you w
ill

not at som
e later tim

e think of other useful ones, w
hich w

ould then force a new
 language

m
odification —

 not a pleasant prospect.

For such a situation w
e should turn not to the language but to the supporting library.

W
e introduce a library class EXC

EPTIO
NS , w

hich provides the necessary fine-tuning
capabilities. C

lasses that need these capabilities w
ill inherit EXCEPTIO

N
S , using the

inheritance m
echanism

 detailed in later chapters. (Som
e developers m

ay prefer to use the
client relation rather than inheritance.)

E
xception queries

C
lass EXC

EPTIO
N

S provides a num
ber of queries for obtaining som

e inform
ation about

the last exception. Y
ou can find out the integer code of that exception:

exception : IN
TEG

ER
-- C

ode of last exception that occurred

original_exception : IN
TEG

ER
-- O

riginal code of last exception that triggered current exception

The difference betw
een exception  and original_exception  is significant in the case

of an “organized panic” response: if a routine gets an exception of code oc  (indicating for
exam

ple an arithm
etic overflow

) but has no rescue clause, its caller w
ill get an exception

w
hose ow

n code, given by the value of exception , indicates “failure of a called routine”.
It m

ay be useful at that stage, or higher up in the call chain, to know
 w

hat the original cause
w

as. This is the role of original_exception .

The exception codes are integers. V
alues for the predefined exceptions are given by

integer constants provided by EXC
EPTIO

N
S  (w

hich inherits them
 from

 another class
EXC

EPTIO
N

_C
O

N
STANTS ). H

ere are som
e exam

ples:
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C
heck_instruction : IN

TEG
ER is 7

-- Exception code for violated check
C

lass_invariant : IN
TEG

ER is…
-- Exception code for violated class invariant

Incorrect_inspect_value : IN
TEG

ER is…
-- Exception code for inspect value w

hich is not one
-- of the inspect constants, if there is no Else_part

Loop_invariant : INTEG
ER is…

-- Exception code for violated loop invariant
Loop_variant : IN

TEG
ER is…

-- Exception code for non-decreased loop variant
N

o_m
ore_m

em
ory : IN

TEG
ER is

…
-- Exception code for failed m

em
ory allocation

Postcondition : IN
TEG

ER is
…

-- Exception code for violated postcondition
Precondition : IN

TEG
ER is

…
-- Exception code for violated precondition

Routine_failure : IN
TEG

ER is
…

-- Exception code for failed routine
Void_assigned_to_expanded : IN

TEG
ER is…

Since the integer values them
selves are irrelevant, only the first one has been show

n.

A
 few

 other self-explanatory queries provide further inform
ation if needed:

m
eaning (except : IN

TEG
ER )

-- A
 m

essage in English describing the nature of exceptions
-- of code except

is_assertion_violation : BO
O

LEAN
-- Is last exception originally due to a violated assertion
-- or non-decreasing variant?

ensureResult =
(exception = Precondition )or (exception = Postcondition )or

(exception = Class_invariant )or
(exception = Loop_invariant )or (exception = Loop_variant )

is_system
_exception : BO

O
LEAN

-- Is last exception originally due to external event (operating system
 error)?

is_signal : BO
O

LEAN
-- Is last exception originally due to an operating system

 signal?
tag_nam

e : STRIN
G

-- Tag of last violated assertion clause
original_tag_nam

e : STRIN
G

-- A
ssertion tag for original form

 of last assertion violation.
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recipient_nam
e : STRIN

G
-- N

am
e of routine w

hose execution w
as interrupted by last exception

class_nam
e : STRIN

G
-- N

am
e of class including recipient of last exception

original_recipient_nam
e : STRIN

G
-- N

am
e of routine w

hose execution w
as interrupted by

-- original form
 of last exception

original_class_nam
e : STRIN

G
-- N

am
e of class including recipient of original form

 of last exception

W
ith these features a rescue clause can handle different kinds of exception in

different w
ays. For exam

ple you can w
rite it, in a class inheriting from

 EXC
EPTIO

N
S , as

rescueif is_assertion_violation  then
“Process assertion violation case”

else if is_signal then
“Process signal case”

else
…

end

or, w
ith an even finer grain of control, as

rescueif exception = Incorrect_inspect_value then
“Process assertion violation case”

else if exception = Routine_Failure then
“Process signal case”

else
…

end

U
sing class EXC

EPTIO
N

S , w
e can m

odify the quasi_inverse exam
ple so that it w

ill
only attem

pt the retry  if the exception w
as overflow

. O
ther exceptions, such as one

generated w
hen the interactive user presses the B

reak key, w
ill not cause the retry. The

instruction in the rescue clause becom
es:

ifexception = N
um

erical_error  then
division_tried := True ;retry

end

Since there is no else  clause, exceptions other than N
um

erical_error  w
ill result in

failure, the correct consequence since the routine has no provision for recovery in such
cases. W

hen w
riting a rescue clause specifically to process a certain kind of possible

exception, you m
ay use this style to avoid lum

ping other, unexpected kinds w
ith it.

quasi_inverse was on 
page 424 .
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H
ow

 fine a degree of control?

O
ne m

ay express reservations about going to the level of specific exception handling
illustrated by the last tw

o extracts. This chapter has developed a view
 of exceptions as

undesired events; w
hen one happens, the reaction of the softw

are and its developer is “I
don’t w

ant to be here! G
et m

e out as soon as possible!”. This seem
s incom

patible w
ith

exerting fine control, depending on the exception’s source, over w
hat happens in a

rescue clause.

For that reason, I tend in m
y ow

n w
ork to avoid using detailed case analysis on

exception sources, and stick to exception clauses that try to fix things if they can, and then
fail or retry.

This style is perhaps too austere, and som
e developers prefer a less restricted

exception handling schem
e that m

akes full use of the query m
echanism

s of class
EXC

EPTIO
N

S w
hile rem

aining disciplined. If you w
ant to use such a schem

e you w
ill

find in EXC
EPTIO

N
S  all that you need. B

ut do not lose sight of the follow
ing principle, a

consequence of the discussion in the rest of this chapter:

D
eveloper exceptions

A
ll the exceptions studied so far resulted from

 events caused by agents external to the
softw

are (such as operating system
 signals) or from

 involuntary consequences of the
softw

are’s action (as w
ith assertion violations). It m

ay be useful in som
e applications to

cause an exception to happen on purpose.

Such an exception is called a developer exception and is characterized by an integer
code (separate from

 the general exception code, w
hich is the sam

e for all developer
exceptions) and an associated string nam

e, w
hich m

ay be used for exam
ple in error

m
essages. Y

ou can use the follow
ing features to raise a developer exception, and to

analyze its properties in a rescue clause:

trigger (code : IN
TEG

ER ; m
essage : STRIN

G
)

-- Interrupt execution of current routine w
ith exception

-- of code
code  and associated text m

essage .

developer_exception_code : IN
TEG

ER
-- Code of last developer exception

developer_exception_nam
e : STRIN

G
-- N

am
e associated w

ith last developer exception

E
xception Sim

plicity principle
A

ll processing done in a rescue clause should rem
ain sim

ple, and focused on 
the sole goal of bringing the recipient object back to a stable state, perm

itting 
a retry if possible.
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is_developer_exception : BO
O

LEAN
-- W

as last exception originally due to a developer exception?

is_developer_exception_of_nam
e (nam

e : STRIN
G

): BO
O

LEAN
-- Is the last exception originally due to a developer
-- exception of nam

e
nam

e ?

ensureResult := is_developer_exception and
then

equal (nam
e , developer_exception_nam

e )

It is som
etim

es useful to associate w
ith a developer exception a context  —

 any object
structure that m

ay be useful to the softw
are elem

ent handling the exception:

set_developer_exception_context (c : AN
Y )

-- D
efine c

as the context associated w
ith subsequent developer

-- exceptions (as caused by calls to trigger ).

requirecontext_exists : c /= Void

developer_exception_context : AN
Y

-- C
ontext set by last call to set_developer_exception_context

-- void if no such call.

These facilities enable a style of developm
ent that heavily relies on som

e softw
are

elem
ents triggering exceptions that others w

ill process. In one com
piler that I have seen,

the developers took advantage of this m
echanism

, in the parsing algorithm
, to stick to a

relatively linear control structure, recognizing the various elem
ents of the input text one

after the other. Such sequential treatm
ent is only possible if the elem

ents parsed are the
expected ones; any syntactical error disrupts the process. R

ather than com
plicating the

control structure by adding possibly nested if…
then

…
else

constructs, the developers
chose to raise a developer exception w

henever encountering an error, then dealt w
ith it

separately in the calling routine. A
s hinted earlier, this is not m

y favorite style, but there
is nothing inherently w

rong w
ith it, so the developer exception m

echanism
s are there for

those w
ho w

ant them
.

12.7  D
ISC

U
SSIO

N

W
e have now

 com
pleted the design of an exception m

echanism
 for object-oriented

softw
are construction, com

patible w
ith the rest of the approach and resulting directly from

the ideas of D
esign by C

ontract developed in the preceding chapter. Thanks in particular
to the retry

instructions the m
echanism

 is m
ore pow

erful than w
hat you w

ill find in m
any

languages; at the sam
e tim

e it m
ay appear stricter because of its em

phasis on retaining the
ability to reason precisely about the effect of each routine.

Let us explore a few
 alternative design ideas that could have been follow

ed, and w
hy

they w
ere not retained.
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D
isciplined exceptions

Exceptions, as they have been presented, are a technique to deal w
ith erroneous conditions

that m
ay be arise at run tim

e: assertion violations, hardw
are signals, attem

pts to access
void references.

The approach w
e have explored is based on the contracting m

etaphor: under no
circum

stances should a routine pretend it has succeeded w
hen in fact it has failed to

achieve its purpose. A
 routine m

ay only succeed (perhaps after experiencing som
e

exceptions but recovering from
 them

 through one or m
ore retry , unbeknow

nst to the
client) or fail.

Exceptions in A
da, CLU

 or PL/I do not follow
 this m

odel. U
sing the A

da m
odel, and

instruction

raise exc

cancels the routine that executed it and returns control to its caller, w
hich m

ay handle the
exception exc  in a special handler clause or, if it has no such handler, w

ill itself return
control to its caller. B

ut there is no rule as to w
hat a handler m

ay do. H
ence it is perfectly

possible to ignore an exception, or to return an alternate result. This explains w
hy som

e
developers use this exception m

echanism
 sim

ply to deal w
ith cases other than the easiest

one for an algorithm
. Such applications of exceptions really use raise  as a goto  instruction,

and a fairly dangerous one since it crosses routine boundaries. In m
y opinion, they are

abuses of the m
echanism

.

There have traditionally been tw
o view

points on exceptions: m
any practicing

program
m

ers, know
ing how

 essential it is to retain control at run tim
e w

henever an
abnorm

al condition is 
detected 

(w
hether 

due 
to 

a program
m

ing 
error 

or 
to 

an
unforeseeable hardw

are event, say num
erical overflow

 or hardw
are failure), consider

them
 an indispensable facility. C

om
puting scientists preoccupied w

ith correctness and
system

atic softw
are construction have often for their part view

ed exceptions w
ith

suspicion, as an unclean facility used to circum
vent the standard rules on control

structures. The m
echanism

 developed above w
ill, it is hoped, appeal to both sides.

Should exceptions be objects?

A
n object-oriented zealot (and w

ho, having discovered and m
astered the beauty of the

approach, does not at tim
es risk succum

bing to zeal?) m
ay criticize the m

echanism
presented in this chapter for not treating exceptions as first-class citizens of our softw

are
society. W

hy is an exception not an object?

O
ne recent language, the object-oriented extension of Pascal for B

orland’s D
elphi

environm
ent has indeed taken the attitude that exceptions should be treated as objects.

It is not clear that such a solution w
ould bring any benefit. The reasoning is in part a

preview
 of the m

ore general discussion that w
ill help us, in a later chapter, tackle the

question “how
 do w

e find the objects and classes?” A
n object is an instance of an

abstractly defined data type, characterized by features. A
n exception has som

e features, of

“No-com
m

and 
classes”, page 729 .
See exercise E12.2, 
page 438 .
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course, w
hich w

e saw
 in class EXC

EPTIO
N

S : its type, w
hich w

as given by an integer
code; w

hether it is a signal, an assertion violation, a developer exception; its associated
m

essage if it is a developer exception. B
ut these features are queries ; in m

ost classes
describing true “objects” there should also be com

m
ands changing the objects’ state.

A
lthough one m

ight conceive of com
m

ands applicable to exception objects, for exam
ple

to disarm
 an exception after it has occurred, this seem

s incom
patible w

ith reliability
requirem

ents. Exceptions are not under the control of the softw
are system

; they are
triggered by events beyond its reach.

M
aking their properties accessible through the sim

ple queries and com
m

ands of the
class EXC

EPTIO
N

S  seem
s enough to satisfy the needs of developers w

ho w
ant fine-grain

access to the exception handling m
echanism

.

T
he m

ethodological perspective

A
 final note and preview

. Exception handling is not the only answ
er to the general

problem
 of robustness  —

 how
 to deal w

ith special or undesired cases. W
e have gained a

few
 m

ethodological insights, but a m
ore com

plete answ
er w

ill appear in the chapter
discussing the design of m

odule interfaces, allow
ing us to understand the place of

exception handling in the broader arsenal of robustness-enhancing techniques.
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•
Exception handling is a m

echanism
 for dealing w

ith unexpected run-tim
e conditions.

•
A

 failure is the im
possibility, for a routine execution, to fulfill the contract.

•
A

 routine gets an exception as a result of the failure of a routine w
hich it has called,

of an assertion violation, of an abnorm
al condition signaled by the hardw

are or
operating system

.

•
It is also possible for a softw

are system
 to trigger a “developer exception” explicitly.

•
A

 routine w
ill deal w

ith an exception by either R
etry or O

rganized Panic. R
etry

reexecutes the body; O
rganized Panic causes a routine failure and sends an exception

to the caller.

•
The form

al role of an exception handler not ending w
ith a retry  is to restore the

invariant —
 not to ensure the routine’s contract, as that is the task of the body (the

do clause). The form
al role of a branch ending w

ith retry  is to restore the invariant
and the precondition so that the routine body can try again to achieve its contract.

•
The basic language m

echanism
 for handling exceptions should rem

ain sim
ple, if

only to encourage straightforw
ard exception handling —

 organized panic or
retrying. For applications that need finer control over exceptions, their properties and
their processing, a library class called EXC

EPTIO
N

S is available; it provides a
num

ber of m
echanism

s for distinguishing betw
een exception types, as w

ell as for
triggering developer-defined exceptions.

“D
EALING

 W
ITH

 
ABN

O
RM

AL 
C

ASES”, 23.6, page 
797 .
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12.9  B
IB

L
IO

G
R

A
PH

IC
A

L
 N

O
T

E
S

[Liskov 1979]and [C
ristian 1985]offer other view

points on exceptions. M
uch of the w

ork
on softw

are fault tolerance derives from
 the notion of “recovery block” [R

andell 1975]; a
recovery block for a task is used w

hen the original algorithm
 for the task fails to succeed.

This is different from
 rescue clauses w

hich never by them
selves attem

pt to achieve the
original goal, although they m

ay restart the execution after patching up the environm
ent.

[H
oare 1981]contains a critique of the A

da exception m
echanism

.

The approach to exception handling developed in this chapter w
as first presented

in [M
 1988e] and [M

 1988].

E
X

E
R

C
ISE

S

E
12.1  L

argest integer
A

ssum
e a m

achine that generates an exception w
hen an integer addition overflow

s. U
sing

exception handling, w
rite a reasonably efficient function that w

ill return the largest
positive integer representable on the m

achine.

E
12.2  E

xception objects
N

otw
ithstanding the skeptical com

m
ents expressed in the discussion section as to the

usefulness of treating exceptions as objects, press the idea further and discuss w
hat a class

EXC
EPTIO

N
 w

ould look like, assum
ing an instance of that class denotes an exception that

has occurred during execution. (D
o not confuse this class w

ith EXC
EPTIO

N
S , the class,

m
eant to be used through inheritance, w

hich provides general exception properties.) Try
in particular to include com

m
ands as w

ell as queries.


